Environmental Science and Ecotechnology 26 (2025) 100591

Environmental Science and Ecotechnology

journal homepage: www.journals.elsevier.com/environmental-science-and-

Contents lists available at ScienceDirect

ecotechnology/

Original Research

Artificial intelligence of things for sustainable smart city brain and R
digital twin systems: Pioneering Environmental synergies between o
real-time management and predictive planning

Simon Elias Bibri’, Jeffrey Huang

Institute of Computer and Communication Sciences (IINFCOM), School of Architecture, Civil and Environmental Engineering (ENAC), Media and Design
Laboratory (LDM), Swiss Federal Institute of Technology Lausanne (EPFL), 1015, Lausanne, Switzerland

ARTICLE INFO

Article history:

Received 29 January 2025
Received in revised form
26 June 2025

Accepted 28 June 2025

Keywords:

Sustainable smart cities

Artificial intelligence of things
Urban brain

Urban digital twin

Cyber-physical systems of systems
Real-time operational management
Strategic predictive planning
Environmental sustainability

ABSTRACT

Rapid urbanization, alongside escalating resource depletion and ecological degradation, underscores the
urgent need for innovative paradigms in urban development. In response, sustainable smart cities are
increasingly leveraging advanced technological frameworks—most notably the convergence of Artificial
Intelligence of Things (AloT) and Cyber-Physical Systems (CPS)—as critical enablers for transforming
their management and planning processes. Within this dynamic landscape, Urban Brain (UB) and Urban
Digital Twin (UDT) have emerged as prominent AloT-powered city platforms. Defined by their complex
functionalities and multi-layered architectures, these systems exemplify Cyber-Physical Systems of
Systems (CPSoS), offering a cohesive foundation for integrating real-time operational responsiveness
with strategic predictive foresight. Despite notable technological progress, a critical gap persists in
effectively integrating the distinct yet complementary capabilities of UB and UDT within a structured
and scalable framework. To the best of our knowledge, research on the explicit fusion of UB's real-time
analytics—enabled through stream processing—with UDT's predictive analytics—driven by simulation
modeling—is scant, if not absent. Most existing studies continue to treat UB and UDT as siloed systems,
failing to recognize the critical need to synchronize their respective operational and strategic functions.
This fragmentation limits the ability of urban systems to respond both adaptively and proactively to the
comple, interrelated challenges of environmental sustainability. To address this critical gap, this study
introduces a novel foundational framework—Artificial Intelligence of Things for Sustainable Smart City
Brain and Digital Twin Systems—designed to synergistically integrate UB and UDT as AloT-enabled
platforms within a unified CPSoS architecture. This framework addresses the critical disconnect be-
tween real-time operational management and strategic predictive planning, delivering an integrated
pathway for advancing environmentally sustainable smart city development goals. Harnessing the
complementary strengths of UB and UDT, it empowers cities to respond dynamically to immediate
urban demands while ensuring consistent alignment with long-term sustainability goals. UB's real-time
analytics enhance the efficiency of daily urban operations, whereas UDT's predictive modeling antici-
pates and simulates future scenarios. Together, they establish a synergistic feedback loop: UB's real-time
insights continuously inform UDT's strategic simulations, while UDT's long-range forecasts iteratively
refine UB's operational decision-making. The framework thus equips researchers, practitioners, and
policymakers with a robust methodology for designing and implementing adaptive, efficient, and
resilient urban ecosystems. It facilitates the development of intelligent urban environments that can
advance environmental sustainability by integrating solid theoretical foundations with actionable
strategies.
© 2025 The Authors. Published by Elsevier B.V. on behalf of Chinese Society for Environmental Sciences,
Harbin Institute of Technology, Chinese Research Academy of Environmental Sciences. This is an open
access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).
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1. Introduction

The rapid pace of urbanization has intensified the challenges of
environmental sustainability, with resource depletion, ecological
degradation, and excessive carbon emissions becoming critical
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global concerns. As urban areas continue to expand and demand
more resources, the importance of adopting cutting-edge tech-
nologies and innovative strategies to tackle these multifaceted
challenges has grown significantly. Sustainable smart cities
embody a transformative vision for urban development, harness-
ing advanced solutions to address the intricate challenges of
modern urbanization and its far-reaching impacts. While this
emerging urbanism paradigm emphasizes the environmental,
economic, and social dimensions of sustainability (e.g., Ref. [1-5]),
in recent years, its focus has increasingly shifted towards
addressing the pressing challenges of environmental sustainability
and mitigating the impacts of climate change [6,7]. This shift,
initially driven by the adoption of IoT and Big Data technologies,
has evolved to integrate green technologies and data-driven in-
novations, fostering more adaptive, efficient, resilient, and sus-
tainable urban solutions (e.g., Ref. [8-12]).

In more recent years, both smart cities and sustainable smart
cities have notably embraced and harnessed more advanced
technologies, particularly Artificial Intelligence (Al) [13-19], Arti-
ficial Intelligence of Things (AloT) (e.g., Ref. [20-23]), and Cyber-
Physical Systems (CPS) (e.g., Ref. [24-28]) to enhance energy effi-
ciency, reduce resource consumption, mitigate carbon emissions,
and build climate resilience [6,25,29]. These technologies are
reshaping urban systems and driving the future of sustainable
urban development by enabling innovative solutions across envi-
ronmental and climate domains (e.g., Ref. [25,30-43]). Through
their integration, AloT and CPS provide powerful capabilities for
data-driven decision-making, real-time optimization, predictive
modeling, intelligent automation, adaptive system control, and
dynamic resource allocation, which play a critical role in
advancing the environmental goals of sustainable smart cities.
Through these integrated innovations, sustainable smart cities are
equipped to tackle immediate operational management chal-
lenges effectively while laying a foundation for strategic planning
and sustainability goals.

AloT, which integrates IoT infrastructure and connectivity with
Al's computational and analytical capabilities, plays a key role in
addressing complex energy and environmental issues across urban
and industrial systems in smart cities and beyond (e.g.,
Ref. [6,35,44-50]). AloT integrates the data generation capabilities
of IoT with the advanced algorithmic power of Al, enabling real-
time data processing, advanced analytics, adaptability to dy-
namic conditions, and intelligent decision-making. CPS comple-
ments these capabilities by operationalizing insights to
dynamically monitor, control, and optimize urban systems in real-
time. This synergistic relationship is foundational. AloT delivers
the deep insights required for sophisticated urban and industrial
solutions, while CPS enhances AloT's effectiveness by offering real-
time feedback loops and adaptive mechanisms (e.g., Ref. [51-54]).
These technologies significantly improve the efficiency and func-
tionality of urban systems by establishing a cohesive ecosystem for
urban management and planning, ensuring their alignment with
environmental sustainability objectives [25,55]. Their synergy is
particularly pronounced in the context of smart cities, where in-
tegrated frameworks enable real-time monitoring, predictive
planning, and adaptive responses across various domains. Within
this integrated ecosystem, CPS plays an important role by
enhancing the efficiency and management of key urban domains,
including transportation, energy, air pollution, waste, and water
systems, while also addressing critical intersections such as the
water-energy-food-climate nexus in smart city systems
[41,56-58].

In light of the above, the integration of AloT and CPS amplifies
the transformative capabilities of emerging city platforms for
data-driven management and planning. Among the most
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prominent are Urban Brain (UB) (e.g., Ref. [59-62]) and Urban
Digital Twin (UDT) [63-68], which exemplify and demonstrate the
seamless integration of AloT and CPS technologies (e.g.,
Ref. [32,69-74]) to propel the development of sustainable smart
cities, particularly in addressing critical environmental challenges
through advanced data-driven management and planning
([25,55], e). UB and UDT provide advanced frameworks for
achieving urban efficiency and ecological resilience by combining
the real-time analytical power of AloT with the integrated opera-
tional capabilities of CPS.

UB leverages Al-driven real-time analytics to optimize urban
management operations, focusing on critical areas such as traffic,
transportation, energy, pollution, and public safety [61,62,74-77].
Meanwhile, UDT harnesses Al or AloT capabilities to create dy-
namic, high-fidelity digital replicas of urban environments, facili-
tating scenario testing, predictive modeling, and strategic
planning [37,63-67,73]. These capabilities enable cities to antici-
pate future challenges and design effective, sustainable in-
terventions. AloT-driven UDT provides a comprehensive
framework for advancing sustainable smart city planning by
addressing key aspects of environmental sustainability, such as
resource allocation, traffic prediction, infrastructure development,
energy forecasting, renewable energy deployment, climate sce-
nario analysis, biodiversity preservation, pollution monitoring and
mitigation, and waste and water management strategies (see Bibri
et al. [64] for an in-depth review). Together, UB and UDT are
increasingly recognized as indispensable components of large-
scale AIoT-CPS systems for sustainable smart cities, addressing
the complexities of environmental sustainability and providing
advanced capabilities for integrated, dynamic management and
adaptive planning processes. AloT powers the intelligence layer of
CPS by securely analyzing vast datasets using Machine Learning
(ML) and Deep Learning (DL) techniques [78-81] to deliver
actionable insights for resource optimization, energy efficiency,
environmental monitoring, climate modeling, and resilience
building [6,45,82,83].

Furthermore, CPS focuses on single, self-contained systems
designed to optimize specific tasks within urban domains, such as
localized traffic flow, smart grids, autonomous vehicles, and water
distribution networks. In contrast, Cyber-Physical Systems of
Systems (CPSoS) [84,85], such as UB and UDT encompass multiple
CPS setups working collaboratively to achieve system-level ob-
jectives in real-time (e.g., Ref. [25,25,59-61,64,74,86,87,88]). UB
and UDT should be treated as CPSoS due to their larger scale,
heightened complexity, and more demanding requirements
compared to the recent applications of other types of DTs (e.g.,
Ref. [25,66,67,71,89,90]), which facilitate the integration of phys-
ical and digital components across a wide array of domains [91].
The integration of UB and UDT as a unified CPSoS is particularly
impactful, as it enables sustainable smart cities to operate
dynamically and address complex environmental challenges.

This study focuses on the integration of UB and UDT systems in
the context of AloT-enabled CPSoS to support environmentally
sustainable urban development. The scope encompasses both
real-time operational management (via UB) and strategic predic-
tive planning (via UDT), emphasizing their roles in achieving
cross-domain coordination, dynamic responsiveness, and predic-
tive foresight. Despite their collaborative and synergistic potential,
UB and UDT are often developed and deployed in isolation, leading
to fragmented data flows, suboptimal decision-making, and mis-
aligned urban strategies.

While significant advances in UB and UDT, driven by the
convergence of AloT and CPS, have been achieved, a critical gap
remains in integrating their distinct yet complementary capabil-
ities within a unified framework. To the best of our knowledge,
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research that explicitly explores the fusion of UB’s real-time ana-
lytics, enabled through stream processing, with UDT’s predictive
analytics, driven by simulation modeling, is scant, if not absent, in
the existing literature. Existing research largely treats UB and UDT
as siloed systems, overlooking the critical need to synchronize
their management and planning functions. The central problem
this study addresses is the absence of a cohesive and scalable
framework capable of synchronizing UB’s real-time insights with
UDT’s simulation-driven foresight. This fragmentation hampers
the ability of sustainable smart cities to holistically manage com-
plex systems and respond effectively to interconnected environ-
mental challenges. It highlights the strategic importance of
integrated models that enable cities to balance operational de-
mands with strategic objectives. As corroborated by Webb et al.
[92], “urban policy and decision makers are challenged by the
complexity of cities as social-ecological-technical systems.
Consequently, there is an increasing need for collaborative
knowledge development that supports a whole-of-system view
and transformational change at multiple scales. Such holistic ur-
ban approaches are rare in practice ... Developing integrated
strategies at broader urban scales is seen as the most pressing
need.”

To address these critical gaps, this study introduces a pio-
neering foundational framework—Artificial Intelligence of Things
for Sustainable Smart City Brain and Digital Twin Systems—which
synergistically integrates UB and UDT as AloT-driven CPSoS. This
unified framework fosters a cohesive, intelligent urban ecosystem
by breaking down the silos between prominent city platforms and
enabling a holistic approach to sustainable urban development. It
supports both real-time operational responsiveness and strategic
predictive foresight, dynamically aligning immediate actions with
broader goals in the context of environmental sustainability.
Designed as a practical and scalable structure, the framework
enables seamless integration of real-time monitoring, adaptive
control, and predictive analytics to support more responsive and
foresight-driven urban management. In contrast to conceptual
models that focus largely on theoretical constructs, this study of-
fers a functionally integrated, operational model with direct rele-
vance for urban practitioners and policymakers working to
advance environmentally sustainable smart cities. The central
research question guiding this inquiry is:

How can UB's real-time operational management and UDT's
strategic predictive planning functions be integrated into a unified
AloT-driven CPSoS framework to enhance the environmental per-
formance of sustainable smart cities?

To address this research question, the study pursues the
following four objectives.

(1). To establish the theoretical and practical foundations of the
proposed framework by exploring the recent shift in sus-
tainable smart cities towards prioritizing environmental
dimensions, the growing role of AloT in urban planning and
management, and recent advancements in CPS, CPSoS, and
Artificial Intelligence for the Internet of Everything (AIoE), as
well as their convergence with UB and UDT.

(2). To examine the architectural and functional dimensions of
UB and UDT, emphasizing their synergistic operation within
AloT-driven ecosystems.

(3). To evaluate the contributions of UB and UDT to data-driven
urban management and planning, with a particular focus on
their impact on the critical domains of environmental
sustainability.

(4). To develop a unified AloT-driven CPSoS framework that
synergistically integrates UB's real-time operational
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management processes with UDT's strategic predictive
planning functions.

This study makes several significant contributions to the
growing discourse on sustainable smart cities. First, it introduces a
unified, scalable framework that bridges the gap between real-
time operational management and strategic predictive planning,
offering actionable solutions to optimize urban resource alloca-
tion, reduce emissions, and enhance resilience by focusing on
interoperability, scalability, and coordination. Accordingly, it con-
tributes both theoretically and practically to advancing intelligent,
adaptive, and data-driven environmental management and plan-
ning in sustainable smart cities. Second, the foundational frame-
work leverages the complementary strengths and synergistic
capabilities of UB and UDT, demonstrating how AloT-powered
CPSoS can dynamically respond to immediate urban challenges
while simultaneously anticipating and mitigating long-term im-
pacts. UB's real-time analytics enhance the operational efficiency
of urban systems, while UDT's predictive capabilities provide
strategic optimization for long-term sustainability. For example,
within the CPSoS framework, energy management demonstrates
the seamless integration of operational efficiency and strategic
foresight. UB dynamically optimizes energy distribution in real-
time in smart grids, preventing overloads and ensuring efficient
usage, while UDT forecasts energy demand patterns and develops
strategies for integrating renewable energy sources. This integra-
tion aligns real-time energy management with long-term sus-
tainable energy goals, enhancing energy efficiency, maximizing
the utilization of renewable resources, minimizing energy losses,
strengthening system resilience, and achieving significant cost
savings.

Third, the study underscores the transformative role of AloT as
a versatile enabler and unifying technological paradigm for inte-
grating and coordinating multiple CPS setups within UB and UDT
platforms. The framework establishes a blueprint for integrating
other city platforms and urban domains by facilitating cross-
system communication, ensuring seamless interoperability, and
fostering cohesive urban strategies across multiple domains. This
integration enhances the overall functionality and scalability of
urban systems, ensuring they remain dynamic and responsive to
evolving environmental challenges while aligning short-term ac-
tions with broader sustainability objectives. Finally, the study
equips stakeholders with both theoretical and practical ap-
proaches to designing and implementing adaptive, efficient, and
resilient urban ecosystems. It offers a holistic approach with
actionable solutions to advance environmental sustainability goals
by integrating dynamic management with adaptive planning in
smart cities.

The remainder of this study is structured as follows: Section 2
provides a survey of related work, situating the study within the
broader research landscape. Section 3 outlines the methodology
applied in analyzing and developing the framework. Section 4
presents a comprehensive thematic literature review that forms
the foundation for developing the foundational framework. Sec-
tion 5 details the framework by describing its components, pro-
cesses, interconnections, and derivation process. Section 6
presents a comprehensive discussion, encompassing a summary of
the findings and their interpretation, implications, challenges,
limitations, and suggestions for future research.Section 7 con-
cludes the study by summarizing key points, outlining the primary
contributions, and highlighting the main takeaways. This provides
a clear recap of the research's significance and implications for the
field.
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2. Related work

Recent advancements in AloT, CPS, UB, and UDT technologies
have significantly reshaped data-driven environmental urban
management and planning, particularly in the context of sustain-
able smart cities. These technologies enhance operational effi-
ciency, facilitate predictive planning, and foster more resilient
urban environments. Despite extensive research on these tech-
nologies, a gap remains in integrating UB and UDT within a unified
AloT-driven CPSoS framework. This section addresses this gap by
reviewing existing conceptual frameworks and models for Next-
Generation CPS, UDT, and UB, with a focus on large-scale AloT-
driven urban systems. While many frameworks have been pro-
posed for these technologies, the integration of UB and UDT as
CPSoS—especially as interconnected city platforms within AloT
ecosystems—has largely been unexplored. This review critically
examines several relevant frameworks, highlighting their design
principles, contributions, and practical applications while also
identifying areas that require further research. Ultimately, this
analysis underscores the need for the innovative framework
introduced in this study.

Mishra et al. [38] proposed a Next-Generation CPS framework
that integrates IoT, Al, and big data analytics to address smart city
challenges. While this framework provides a comprehensive view
of smart city technologies, it does not focus on the integration of
specific CPS-enabled urban platforms, such as UB and UDT. It does
not explore the potential for cohesive urban systems that can
optimize planning and governance. Although the framework offers
a holistic design, the lack of attention to real-time and predictive
integration is a significant gap in the context of AloT and sustain-
able urban management and planning.

Bibri et al. [93] reviewed the intersection of AloT, Al, and UDT,
emphasizing the integration of these technologies for advancing
sustainable smart cities. Their framework focuses on environ-
mental planning by combining AloT's data analytics with UDT's
simulations. However, this study primarily targets UDT's applica-
tion in isolation and overlooks opportunities for broader integra-
tion with other large-scale AloT-driven systems. This focus limits
the framework's capacity to foster a more interconnected
approach to urban management and planning. Bibri et al. [64]
expanded on their previous work by introducing a framework that
integrates UB, Smart Urban Metabolism (SUM), and platform ur-
banism for sustainable city development. The framework high-
lights the value of real-time data analytics and predictive
modeling but fails to address the integration of advanced city
modeling and simulation, which is crucial for enabling broader
synergies across urban management systems. The absence of an
integrated approach to UB, UDT, and other platforms limits the
practical applicability of the proposed framework.

Zarrabi and Doost Mohammadian [67] investigate the inte-
gration of DT, IoT, and Al in urban intelligence, outlining their roles
in enhancing sustainability, resilience, and governance. Their
study synthesizes insights from various theoretical frameworks,
enhancing the understanding of how the fusion of these technol-
ogies can optimize urban systems and contribute to the develop-
ment of more sustainable and resilient smart cities. However,
while the study involves different CPS setups concerning both
data-driven urban management and planning, it does not address
their integration within the broader context of AloT-driven CPSoS,
particularly in the context of dynamic, interconnected urban
environments.

Wang et al. [87] proposed an the Internet of DT (IoDT) archi-
tecture for real-time synchronization and dynamic mission coor-
dination across urban systems. While the study provides valuable
insights into security and privacy challenges, it does not address
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the potential of Al to enhance the computational and analytical
capabilities of IoDT systems or explore its role in urban planning.
The narrow focus on technical architecture neglects the broader
implications of AloT-driven frameworks for integrated urban
management or planning. Exploring the UB system as a conceptual
framework for smart cities, Liu et al. [94,95] highlight the need for
a unified technology framework to improve urban management.
Although their work is foundational in understanding the theo-
retical principles behind City Brain, it does not address its inte-
gration with other city platforms. This lack of operational
integration limits the ability of UB systems to enhance urban
management and decision-making.

While these studies contribute significantly to the develop-
ment of AloT, CPS, UB, and UDT technologies, they remain frag-
mented in their approach to integrating these systems into
cohesive urban management and planning frameworks. The
absence of a unified, scalable framework that synergizes UB's real-
time monitoring and responsiveness with UDT's predictive
modeling and strategic foresight underscores a critical gap in
current research. To address this gap, future research must explore
how to integrate UB and UDT as interconnected components
within a larger AloT-driven CPSoS framework, which can more
effectively address the dynamic and interconnected challenges of
environmental sustainability in smart cities. This knowledge gap
underscores the need for a comprehensive framework that lever-
ages the complementary strengths of UB, UDT, and AloT to develop
an integrated solution for environmentally sustainable urban
management and planning.

3. Research methodology

A thematic literature review is a structured and systematic
methodology for examining existing research, focusing on identi-
fying, analyzing, and synthesizing recurring themes, patterns, and
relationships within the literature. This approach is particularly
well-suited for interdisciplinary topics, including the integration
of AloT, CPSoS, UB, and UDT for sustainable smart city develop-
ment, where diverse perspectives must be unified into a coherent
narrative. It highlights key trends, synthesizes critical insights, and
identifies gaps in the current knowledge base by organizing the
body of work into central themes and categories.

In the context of this study, the thematic literature review
builds on and further substantiates the gaps identified in the
previous section, particularly the absence of comprehensive
frameworks that integrate UB and UDT as AloT-driven CPSoS for
sustainable smart city management and planning. This review
provides a robust foundation for developing a comprehensive
framework that aligns operational and strategic capabilities,
addressing the complexities of environmental sustainability and
urban resilience. Categorizing prior studies under thematic head-
ings enables the identification of synergies, disconnects, and pri-
ority areas for improvement, ensuring that both the strengths and
limitations of existing research inform the foundational
framework.

This structured methodology integrates and fuses findings from
different disciplines, creating a unified narrative that addresses the
identified gaps and advances the understanding of how emerging
technological paradigms can support sustainable smart cities in
improving their contribution to environmental goals. The thematic
literature review substantiates the relevance and originality of the
proposed framework by synthesizing insights from the latest
research and development works. Furthermore, it provides a sys-
tematic lens for exploring the interplay of advanced technologies
in achieving integrated dynamic management, adaptive planning,
and long-term sustainability objectives.
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As part of the thematic literature review, the research design
incorporated a curated selection of case studies to provide
empirical evidence. Case studies on UB and UDT were synthesized
to gain practical insights into their technological complexities,
functional dynamics, and contributions to environmental sus-
tainability. These case studies were chosen based on their rele-
vance to the interconnected fields of data-driven urban
management and planning, offering a grounded understanding to
inform and refine the proposed framework.

The thematic literature review followed a structured and sys-
tematic process consisting of nine stages (Fig. 1). This multi-phase
approach ensured a comprehensive examination of the existing
literature, providing a robust foundation for identifying synergies
and opportunities in synergizing UB and UDT as AloT-driven CPSoS
in the context of sustainable smart cities.

Fig. 2 illustrates the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) approach adopted for the
literature search and selection process. The approach involved
utilizing leading academic research indexing databases, including
Scopus, Web of Science (WoS), ScienceDirect, and SpringerLink,
known for their extensive coverage of high-quality peer-reviewed
studies. These databases were selected to ensure comprehensive
retrieval of scholarly works pertinent to the multifaceted topic
addressed in this study. To enhance specificity and relevance, the
literature search was guided by carefully curated keywords and
their combinations, which were systematically organized into
thematic clusters or categories. These clusters were designed to
capture the breadth and depth of existing knowledge while
aligning with the study's interdisciplinary focus.

The selection of keywords reflected the multidimensional na-
ture of this research and ensured a thorough exploration of related
literature across various fields. These keywords included: “Smart
Cities,” “Sustainable Smart Cities,” "Cyber-Physical Systems,"
"Cyber-Physical Systems of Systems,"” "Urban Digital Twin," "City
Brain," "Artificial Intelligence of Things," "Internet of Everything,”
“Artificial Intelligence of the Internet of Everything,” “Environ-
mental Management,” and “Environmental Planning.” Boolean
operators were employed to refine search results and ensure the
inclusion of studies addressing multiple intersecting themes.
These combinations allowed for a precise yet comprehensive re-
view of the literature. Examples of keyword combinations
included: ("Cyber-Physical Systems" OR "Cyber-Physical Systems
of Systems") AND ("Smart Cities" OR "Sustainable Smart Cities");
(Artificial Intelligence" OR "Artificial Intelligence of Things") AND
("Smart Cities" OR "Sustainable Smart Cities"); ("Digital Twin" OR
"Urban Digital Twin") AND ("Artificial Intelligence” OR “Artificial
Intelligence of Things"); ("Digital Twin" OR "Urban Digital Twin")
AND ("Smart Cities" OR "Sustainable Smart Cities”); (“Urban Brain”
OR “City Brain”) AND (“Smart Cities” OR "Urban Management");
and ("Artificial Intelligence of Things" AND "Environmental Sus-
tainability”) OR (“Artificial Intelligence of Things” AND “Sustain-
able Development”). These keywords and their combinations were
applied to search the title, abstract, and keyword fields of articles,
generating preliminary insights into the relevant body of
literature.

The thematic and systematic approach ensured that the liter-
ature search captured the diverse and interconnected aspects of
the study, providing a robust foundation for analyzing the state-of-
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Fig. 2. The PRISMA flowchart for literature search and selection. Adapted from Page
et al. [96].

the-art sustainable smart city technologies for data-driven man-
agement and planning. The combination of thematic keyword
clusters and Boolean logic facilitated the identification of both
broad trends and nuanced insights in the existing body of
literature.

The inclusion and exclusion criteria outlined in Table 1 were
carefully designed to ensure a focused and targeted selection of
studies. This process emphasizes high-quality, impactful, peer-
reviewed research that aligns with the study's objectives, while
filtering out irrelevant or insufficiently detailed works.

The timeframe of 2020-2024 was selected to ensure that the
review captures the most recent advancements and emerging
trends in the rapidly evolving domains of AloT, CPS, CPSoS, UB, and
UDT, as well as their integration in the context of smart cities.
Given the exponential growth of research in sustainable smart city
technologies and the accelerated convergence of these techno-
logical paradigms or city platforms in recent years, this span pri-
oritizes cutting-edge studies while maintaining relevance to
current technological and theoretical developments. This focus on
contemporary literature aligns with the study's objective to
develop a foundational framework informed by the latest in-
novations and applications.

The data extraction process involved gathering relevant infor-
mation from the selected studies to ensure consistency and ac-
curacy. Key details, including study objectives, findings, and
thematic insights, were recorded. A structured approach was
employed to systematically capture essential attributes, including
core concepts, technologies, paradigms, application domains,

Data Thematic

analysis

Synthesis of
findings

Research gap
identification

Framework
development

Fig. 1. A flow diagram outlining the step-by-step process of developing the foundational framework based on the insights derived from the thematic literature review.
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Table 1
Inclusion and exclusion criteria.

Environmental Science and Ecotechnology 26 (2025) 100591

Inclusion Criteria

Exclusion Criteria

Articles focusing on two or more of these themes: CPS, CPSoS, AloT, AloE, UB, and UDT.

Studies explicitly discussing the integration of these technologies or frameworks in smart city

management and planning.

Studies focusing exclusively on unrelated fields, such as theoretical
Al models or non-urban AloT applications.

Duplicate studies identified across databases were excluded during
the screening process.

Research highlighting technological synergies, computational processes, or integration frameworks Articles that do not address the interplay or synergy between the

in AloT systems within smart cities or sustainable smart cities.

Articles exploring Al- or AloT-driven approaches to sustainable development or environmental

sustainability in smart cities or sustainable smart cities.

core technologies and concepts.
Research lacking empirical evidence or comprehensive analysis
relevant to the study objectives.

Peer-reviewed journal articles, conference papers, or book chapters published in reputable sources. Articles published before 2020 unless deemed foundational or

Studies published between 2020 and 2025 were included to ensure the inclusion of recent

advancements and emerging trends.
Articles published in English to ensure consistency in analysis and interpretation.

heavily cited in the domain.

Grey literature, opinion pieces, editorials, or non-peer-reviewed
conference abstracts.

Articles not published in English could pose challenges for
consistent analysis and interpretation.

integration frameworks, and identified challenges. This organized
approach facilitated the collation of comprehensive and compa-
rable data, enabling a thorough evaluation of each study's rele-
vance to and alignment with the research objectives.

The analysis phase involved a critical review of the extracted
data to identify recurring themes, patterns, and relationships
across the studies. Thematic analysis was employed to group
findings into pre-defined and emergent categories, focusing on
technological synergies, integration challenges and opportunities,
and contributions to sustainable smart city management and
planning. Special attention was given to examining the interplay
between AloT, CPSoS, UB, and UDT, as well as their role in
addressing urban complexities such as environmental sustain-
ability and urban resilience. The analysis also involved cross-
comparing studies to assess their alignment with the research
objectives and identify areas of convergence and divergence.

The synthesis process integrated the analyzed findings into a
coherent narrative that informs the development of the founda-
tional framework. Insights from thematic categories were com-
bined to highlight synergies, address gaps, and identify
opportunities for future advancements. The synthesis emphasized
the role of AloT-driven CPSoS in aligning operational management
efficiencies with strategic urban planning and environmental
goals. It created a unified understanding of how emerging tech-
nologies can be effectively leveraged to foster sustainable smart
city development by drawing connections between diverse
studies. The resulting narrative reflects the state-of-the-art in the
field and substantiates the originality and relevance of the pro-
posed framework.

4. A comprehensive state-of-the-art thematic literature
review

This section reviews the foundational concepts and practical
advancements underpinning the study, focusing on the recent
shift of sustainable smart cities towards addressing environmental
sustainability, the transformative role of Al and AloT in advancing
environmental goals, and the nuanced distinction between CPS
and CPSoS. This distinction highlights their technical components
and capabilities in operational management and strategic plan-
ning of urban systems, illustrating the synergistic interplay be-
tween UB and UDT as either multifaceted CPS setups or forms of
CPSoS. The interconnected functions of UB and UDT, previously
introduced and linked to these concepts in the introduction, are
further contextualized within the theoretical and practical foun-
dations to support the development of the proposed framework.
Furthermore, this section highlights the transformative interplay

of AloE, CPSoS, and DTs as critical paradigms shaping data-driven
urban management and planning. It provides a comprehensive
understanding of how these technologies converge to advance
environmental goals in sustainable smart cities by examining the
dynamic interconnections between AloE and CPSoS, as well as the
integration of DTs into CPS and CPSoS. This synthesis culminates in
an integrative analysis, offering insights into the operational syn-
ergies and transformative capabilities of these paradigms in
fostering resilient, efficient, and adaptive urban ecosystems.

4.1. Theoretical and practical foundations

4.1.1. Sustainable smart cities: environmental sustainability and
climate Resilience

Sustainable smart cities have emerged as an integrated model
for urban development, emphasizing the convergence of advanced
technologies and innovative practices to address complex urban
challenges. These cities are designed to optimize resource utili-
zation, enhance energy efficiency and conservation, reduce carbon
emissions, and build resilience against climate change. Funda-
mentally, these urban environments are designed to advance the
environmental, economic, and social pillars of sustainability,
aligning with overarching goals such as the Sustainable Develop-
ment Goals (SDGs) (e.g., Ref. [1,2,4,97,98]). However, due to the
pressing need to combat ecological degradation, resource deple-
tion, and climate instability, there has been a shift toward priori-
tizing the environmental dimension of sustainability (see Bibri
et al. [7] for a bibliometric analysis). This evolving focus has
positioned emerging technologies such as Al [13,15,17,99-101] and
AloT [6,20,22,30,35,37,42,102] at the forefront of sustainable urban
and environmental innovation. Especially in urban areas, which
are significant contributors to greenhouse gas emissions and
resource consumption, have become focal points for advancing
environmental sustainability goals through advanced technolog-
ical solutions.

The evolution of sustainable smart cities relies heavily on
advanced technologies to address complex environmental chal-
lenges and bolster resilience. Several recent studies have high-
lighted the innovative role of Al and AloT in addressing climate
change and promoting environmental sustainability, positioning
them as cornerstones of sustainable urban development. These
works underscore the multifaceted applications of these emerging
technologies in advancing integrative and adaptive strategies
essential for sustainable smart cities. Bibri [6] offers a compre-
hensive review of the evolving landscape of sustainable smart
cities and smarter eco-cities, emphasizing the transformative
impact of applied Al and AloT solutions. The study highlights their
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critical role in advancing environmental sustainability and driving
climate action. The findings reveal the significant potential of
these technologies to optimize resource utilization, improve
infrastructure development, facilitate renewable energy deploy-
ment, monitor and analyze environmental conditions, reduce
carbon emissions, enhance air and water quality, promote sus-
tainable transportation, support biodiversity conservation,
advance waste, and water management, and strengthen climate
resilience. Despite their promising opportunities, the study em-
phasizes that Al and AloT face technical, ethical, social, regulatory,
and environmental challenges—including data security and pri-
vacy, bias and fairness, transparency and accountability, energy
and water consumption, and data governance—that must be
effectively addressed to ensure their successful implementation.

In the realm of Al, Sahil et al. [103] highlight the critical role of
Al in mitigating climate change through advanced predictive tools
and data-driven interventions. Their study highlights how Al can
contribute to achieving the United Nations' SDG 13, “Climate Ac-
tion”, by reducing greenhouse gas emissions, predicting extreme
weather events, and facilitating climate-related time series anal-
ysis. Shaamala et al. [ 104] focus on optimizing Green Infrastructure
(GI) using Al to address climate change. Their systematic explo-
ration identifies key areas of GI optimization, such as air quality,
biodiversity, energy efficiency, and urban heat island mitigation.
The study also introduces a framework to guide Al-driven GI
optimization processes within the context of climate adaptation
and mitigation. Nti et al. [100] explore Al applications in envi-
ronmental sustainability, particularly in biodiversity, energy,
transportation, and water management. They discuss how Al
technologies, such as neural networks, Expert Systems (ES), and
Computer Vision (CV), are employed to predict and optimize
ecosystem services, conserve water resources, enhance energy
efficiency, and improve transportation systems. These insights
collectively illustrate Al's innovative role in shaping sustainable
smart cities capable of addressing pressing environmental
challenges.

4.1.2. Artificial intelligence of things for environmental
management and planning in sustainable smart cities

With the recent groundbreaking convergence of Al and IoT,
sustainable smart cities are particularly leveraging AloT as a
transformative technological paradigm. This enables the devel-
opment of intelligent systems capable of processing vast amounts
of real-time data to make informed decisions, implement adaptive
measures, and execute strategic interventions (e.g.,
Ref. [20,23,35,39,102,105,176). Al and AloT are being utilized not
only to address environmental management challenges (e.g.,
Ref. [6,22,25,25,44-49]) but also to enhance environmental plan-
ning strategies (e.g., Ref. [33,55,64,106-109,176]). In urban man-
agement, AloT enables real-time monitoring and control systems,
ensuring that operations are dynamically optimized to maximize
efficient resource utilization. In urban planning, AloT facilitates
strategic decision-making through simulations, scenario
modeling, and predictive analytics, which help restructure and
redesign sustainable and resilient urban environments, as well as
develop newly planned urban districts or areas.

AloT provides the foundation for creating cities that are both
operationally efficient and environmentally sustainable by
enabling intelligent and adaptive systems. This dual capability
bridges operational functioning and strategic planning, creating an
integrated framework that enhances the adaptive and dynamic
capacities of urban systems. Kataria et al. [35] examine the inno-
vative potential of AloT in reshaping urban planning and man-
agement, emphasizing its critical role in advancing sustainable
smart cities. AloT enables intelligent systems to perform real-time
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data collection, analysis, and decision-making, driving innovative
applications. While still an emerging technology, AloT presents
significant opportunities to enhance dynamic management and
improve resilience planning, thereby contributing to the devel-
opment of next-generation smart cities. Likewise, Alwar et al. [30]
examine how the integration of IoT and techn Al ologies can sup-
port the development of sustainable smart cities. Using case
studies from cities such as Singapore, Barcelona, and Copenhagen,
the study showcases the application of IoT-Al solutions—including
smart grids, adaptive traffic control, predictive waste manage-
ment, and Al-based surveillance—to improve urban efficiency and
sustainability. The research reports notable gains, including a 25%
increase in energy efficiency, a 30% reduction in traffic congestion,
and a 40% improvement in waste management. These findings
highlight the transformative potential of IoT and Al in creating
more resilient, efficient, and livable urban environments.

AloT is transforming urban sustainability by facilitating seam-
less cross-domain integration and fostering holistic strategies.
Bibri [29] explores the catalytic role of the convergence of Al and
IoT in advancing the development of smarter eco-cities. The study
focuses on leveraging the synergies of circular economy, metabolic
circularity, and tripartite sustainability to align smarter eco-cities
with SDGs. The findings highlight that AloT capabilities support
circular economy principles, such as resource regeneration and
waste minimization, and optimize urban metabolic circularity by
improving the flow, reuse, and closed-loop systems of materials
and energy. Moreover, AloT facilitates tripartite sustainability by
balancing environmental, economic, and social dimensions,
fostering a holistic approach to urban development. In a nutshell,
AloT enables smart city systems to adapt dynamically to evolving
challenges, fostering operational optimization and long-term
sustainability by integrating real-time data analytics with
advanced decision-making capabilities.

Despite the future prospects of AloT, Alwar et al. [30] identify
major adoption barriers—such as data privacy, interoperability
issues, and high costs—and propose a governance and infra-
structure framework to support scalable and secure implementa-
tion. Similarly, as Kataria et al. [35] point out, several challenges
must be addressed for the effective implementation of sustainable
smart city management and planning. These include the need for
secure and comprehensive data management systems to safeguard
vast amounts of collected data against unauthorized access and
misuse, as well as developing unbiased Al algorithms, which is
critical to ensure equitable outcomes. The training data must
accurately represent the demographics of the populations the Al
systems aim to serve. The authors underscore that, although these
challenges persist, the future of AloT in sustainable urban devel-
opment remains promising. Advancements in the field are ex-
pected to yield more innovative and effective applications, further
enhancing the sustainability and functionality of urban in-
frastructures. The study calls for continued research and devel-
opment to overcome these barriers and unlock the full potential of
AloT in creating smarter, more sustainable cities.

4.1.3. Models and techniques in artificial intelligence of things

AloT utilizes various models and techniques from Al sub-
domains, especially ML, DL, CV, and Natural Language Processing
(NLP), particularly in the context of smart cities (e.g.,
Ref. [31,39,42,50,53,110,111]). ML models, such as Random Forests,
Support Vector Machines (SVM), Gradient Boosting, and k-nearest
Neighbors (k-NN), are used for predictive analytics, anomaly
detection, and optimization of processes such as energy con-
sumption, air quality monitoring, and waste management. Simi-
larly, DL models, such as Convolutional Neural Networks (CNNs),
Recurrent Neural Networks (RNNs), and Long Short-Term Memory
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Networks (LSTMs), excel in pattern recognition, climate modeling,
and resource allocation tasks. CV models enable systems to
monitor and analyze visual data, contributing to applications such
as waste monitoring, traffic analysis, and biodiversity assessment,
thereby improving operational efficiency and reducing environ-
mental impacts. NLP contributes to AloT by facilitating human-
machine interactions, analyzing sentiment for citizen engage-
ment, and processing textual data from urban reports, policy
documents, and sensor-generated alerts.

Furthermore, AloT systems operate within a structured frame-
work (Fig. 3) composed of a set of interdependent components,
typically ranging from four to siX, depending on the specific
application context. These include processes such as perceiving,
learning, reasoning, and behaving [111]; sensing, perceiving,
learning, visualizing, and decision-making [22]; and sensing,
perceiving, learning, evaluating, visualizing, and acting [112].
These layered functions are foundational to advancing urban
environmental management and planning, as they enable more
adaptive, data-driven, and responsive decision-making in complex
urban systems.

AloT is reshaping critical domains by enabling intelligent,
autonomous, and sustainable solutions. Recent research highlights
the diverse Al technologies, approaches, and application areas that
collectively drive innovation within AloT ecosystems (Table 2).

These studies collectively demonstrate the strategic role of Al
models, advanced AloT frameworks, and emerging technologies in
delivering intelligent and sustainable solutions. AloT facilitates
achieving sustainability goals, enhances urban resilience, and
transforms infrastructure management in sustainable smart
environments.

Models and techniques from ML and DL are most extensively
applied in smart cities and environmental sustainability, as well as
within AloT frameworks, for their capability to process vast
amounts of environmental and climate data in real-time (e.g.,
Ref. [6,22,30,35,42,99,101,111,113-116]). These models and tech-
niques enable efficient resource management, predictive mainte-
nance, and improved decision-making, thereby enhancing the
functionality and sustainability of wurban systems (e.g.,
[50,117-120,177]).

Worth noting is that ML, DL, CV, and NLP fundamentally
intersect to address complex problems, especially in urban man-
agement and planning, where integrated models leverage cross-
domain insights for enhancing urban systems (e.g.,
Ref. [31,55,86,109,121-123]). In data-driven urban planning, UDT
bridges the digital and physical domains to enable real-time
monitoring, assessment, and prediction of urban system behav-
iors, while ML, DL, CV, and NLP techniques analyze vast datasets,
exemplifying their combined potential when seamlessly inte-
grated [64]. Bibri [55] provides an in-depth analysis of the syner-
gistic integration of ML, DL, CV, NLP, and Generative Al (GenAl)
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Fig. 3. Six pillars of Artificial Intelligence of Things systems [112].
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subfields, emphasizing their role in fostering collaboration and
innovation in data-driven environmental planning by driving the
development of Al systems that advance sustainable smart cities.
While GenAl falls outside the immediate scope of this study;, it is
increasingly recognized as a critical enabler at the frontier of urban
intelligence and decision-making, particular in the context of
environmental sustainnability. Indeed, it is becoming more deeply
integrated into both UDT systems (e.g., Ref [124-127]) and AloT-
driven UDT frameworks—under the emerging paradigm of
Generative Al of Things (GAloT)—to accelerate environmental
outcomes in sustainable smart city development [128].

4.1.4. Cyber-Physical Systems versus Cyber-Physical Systems of
Systems: key characteristics, components, distinctions, and
applications

The evolution of sustainable smart cities has driven significant
advancements in integrating CPS into their frameworks. These
systems represent a notable innovation, seamlessly connecting the
digital and physical domains to optimize various urban processes.
However, as urban challenges grow in complexity, the need for
more interconnected and adaptive systems has given rise to CPSoS,
particularly in the form of complex city platforms such as UB and
UDT. Unlike CPS, CPSoS unifies multiple CPS setups into a cohesive
and interconnected framework, enabling the management of
diverse and large-scale objectives, including environmental sus-
tainability and long-term urban resilience.

CPS are tightly integrated networks that connect computa-
tional algorithms (cyber) with physical processes through sensors,
actuators, and control systems. These systems enable seamless
interaction between digital systems and real-world environments,
facilitating dynamic monitoring and control of specific urban op-
erations. They enhance system responsiveness, automation, and
efficiency through feedback loops [129], making them indispens-
able for enhancing the performance of urban systems. They
operate with localized control and optimization, leveraging Al
technologies, especially ML and DL, to focus on specific tasks
within clearly defined environments [80,81]. Communication in
CPS is typically limited to direct interactions between system
components, utilizing a centralized or task-specific decision-
making approach. For instance, a traffic light system employs
sensors and algorithms to monitor real-time traffic conditions,
dynamically adjusting signal timings to optimize traffic flow and
reduce congestion as part of UDT. Another example is a CPS-based
smart grid that adjusts energy distribution in real-time to balance
demand and supply, reducing energy losses and enhancing effi-
ciency as part of UB.

CPS integrates multiple components that collectively enhance
the functionality, efficiency, and sustainability of urban systems.
These components include sensing systems that collect data,
robust communication networks that transmit these data,
advanced Al-driven computational units that generate actionable
insights, actuation systems that translate these insights into
physical actions, and a software layer that orchestrates automa-
tion and scalability (e.g., Ref. [38, 53, 81]). To maintain system
integrity, these components are safeguarded by robust security
and privacy measures (e.g., Ref. [130-132]). Table 3 illustrates
these components, as distilled from these studies, alongside ex-
amples of their applications in urban and industrial systems (e.g.,
Ref. [25,27,28,41,56,58,133]). It emphasizes the roles and in-
terdependencies of these components in creating cohesive and
adaptive systems, highlighting their contributions to enhancing
the operational functioning of urban systems.

In urban and industrial systems, the seamless interaction of CPS
components creates an interconnected ecosystem capable of real-
time decision-making and adaptive responses. This dynamic
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Table 2
Key relevant studies on models, techniques, approaches, and applications in Artificial Intelligence of Things ecosystems.
Application area Al models Specific approaches Relevant applications in AloT Reference
and
techniques
Environmental ML, DL, NLP, Predictive analytics, autonomous Renewable energy optimization, water resource management, smart  [42]
sustainability and CV, IoT decision-making agriculture, environmental monitoring, sustainable urban development,
climate resilience platforms climate resilience
Smart cities and urban  ANN, CNN, Al algorithms for automation and Waste management, mobility solutions, risk management, urban [31]
management LSTM, SVM efficiency security, smart city management
Sustainable ML, DL, CV, Real-time analytics, predictive modeling, Environmental monitoring, smart infrastructure, smart grids, precision [39]
development and NLP federated learning, and blockchain- agriculture, energy management, urban planning, climate resilience
infrastructure enabled security
innovation
Table 3

Key components of Cyber-Physical Systems and their applications in urban and industrial systems.

Component Description

Examples in urban and industrial systems

Sensing

foundational inputs for decision-making processes.
Communication

computational units, and control systems.
Computation and

Collects real-time data from the physical environment using sensors. Measures
environmental parameters such as air quality, traffic flow, and energy usage to provide

Transfers data seamlessly between components, ensuring interoperability and
enabling real-time responses. Facilitates data exchange between sensing layers,

Processes and analyzes incoming data using algorithms to transform raw information

Sensors in smart traffic systems detect congestion, air
quality monitors in urban areas, or energy meters in smart
grids.

Communication networks in IoT-enabled systems, such as
vehicle-to-infrastructure (V2I) communication or smart grid
data transfer protocols.

Al models in smart cities analyze traffic patterns to reduce
congestion, while ML systems optimize energy distribution.

Adaptive traffic light systems, dynamic energy allocation in
smart grids, or automated environmental monitoring
systems.

Control into actionable insights. Incorporates Al-driven analytics, including ML, DL, and
predictive modeling, to optimize operations and anticipate future scenarios.
Actuation Converts computational insights into physical actions. Responsible for implementing
real-time interventions such as adjusting infrastructure settings or controlling
mechanical operations.
System Facilitates the orchestration of hardware components and computational algorithms,

Integration and
Coordination

ensuring interoperability, scalability, and efficient deployment across diverse systems.
Incorporates user interfaces for real-time monitoring and control, offering critical

Platforms managing smart grid operations, urban mobility
systems, or building automation, with real-time dashboards
for operators to make informed decisions.

insights, diagnostics, and actionable feedback to enhance system performance.

Security and
Privacy
related to individuals or communities.

Protects sensitive data and systems from cyber threats while ensuring public trust.
Includes encryption, secure communication protocols, and privacy safeguards for data

Cybersecurity frameworks for smart energy systems or
privacy-preserving data analytics in urban mobility
applications.

interplay establishes a continuous feedback loop, enabling CPS to
adapt to changing conditions while optimizing efficiency and
functionality. CPS plays a key role in advancing sustainable smart
cities by enabling real-time monitoring, coordination, and control
of complex systems.

Moreover, CPS serves as the technological backbone of a wide
range of AloT-driven applications in sustainable smart city man-
agement and planning [25]. Regarding planning, the adaptive
strategies supported by CPS can indirectly inform UDT for short-
term predictive adjustments. For instance, UDT excels in predict-
ing urban mobility patterns over days or weeks [134], e.g., fore-
casting the short-term impacts of rerouting strategies. Conversely,
immediate, localized simulations for operational management,
such as optimizing signaling systems in response to real-time
traffic bottlenecks, are more characteristic of UB [59], leveraging
CPS and AloT for dynamic adjustments.

Furthermore, CPS enhances urban management and planning
in the context of environmental sustainability, aligning short-term
actions with long-term goals to address pressing challenges in
resource optimization, energy efficiency, and ecological resilience
[18,25]. In this context, Alexandra et al. [56] examine the trans-
formative impact of CPS in water management and governance,
emphasizing their deployment across diverse sectors and river
basins. CPS, characterized as Al-enabled and automated smart
systems, are reviewed for their applications in monitoring, man-
aging, and governing hydrological systems across the water cycle
in rural, urban, and coastal contexts. The research highlights the
importance of integrating socio-ecological dimensions into CPS
design and implementation.

Rane et al. [48] emphasize the critical role of Al and ML in
transforming renewable energy strategies, with applications
directly aligning with the principles and functionalities of CPS.
Enhancing forecasting capabilities allows Al and ML to predict and
optimize energy production and distribution, exemplifying a core
aspect of CPS: the seamless integration and dynamic management
of data-driven processes within physical systems. These technol-
ogies further enhance renewable energy systems through
advanced analytics, predictive maintenance, and real-time deci-
sion-making in smart grids, reflecting CPS's feedback-driven con-
trol mechanisms that aim to optimize performance and minimize
waste.

In the context of energy storage, Al and ML improve operational
efficiency by forecasting storage demands and optimizing charge-
discharge cycles, aligning with CPS's goals of resource efficiency
and adaptability. The study also underscores the interplay be-
tween Al, IoT, blockchain, and edge computing in renewable en-
ergy systems. These interconnected technologies mirror CPS
architectures by utilizing IoT devices for real-time data collection,
edge computing for decentralized data processing, and blockchain
for secure and transparent operations—all essential for main-
taining system reliability and scalability [91,135,136]. This inte-
gration of advanced Al and ML techniques within renewable
energy systems exemplifies CPS principles, particularly in creating
tightly coupled systems where computational intelligence in-
teracts dynamically with physical processes. The study demon-
strates how such CPS frameworks can optimize energy systems
while contributing to broader sustainability and environmental
impact mitigation goals.
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In light of the above, Sharma and Sharma [81] discuss the
growing importance of CPSs as they become increasingly data-
rich, enabling higher levels of autonomy and automation. While
significant advancements have been made in CPS technology,
there is a growing need for innovation across various applications,
making foundational research crucial for keeping pace with
technological developments. The study highlights how traditional
CPS models are being challenged by ML and DL approaches, with
Al playing a key role in analyzing data from actuators and sensors.
Al is shown to enhance both system optimization and security.
However, the study by Bundas et al. [137] examines the challenges
inherent in integrating Al and ML into CPS and IoT technologies.
While these innovations hold innovative potential, the unpre-
dictable and often opaque behavior of Al components poses
considerable barriers to their adoption. The authors propose
extending an established CPS framework to incorporate unified
terminology and collaborative methodologies. These advance-
ments aim to enable designers, operators, and stakeholders to
define, validate, and manage behavioral requirements for Al-
driven CPS and IoT systems, thereby enhancing system under-
standing, reliability, and trustworthiness.

Within the framework of CPSoS, Wang et al. [87] contribute to
the conceptual understanding of CPSoS by presenting a distributed
IoDT architecture. This framework interconnects diverse physical
systems and their digital counterparts through intra-twin and
inter-twin communication, facilitating real-time synchronization,
dynamic mission coordination, and data exchange. The IoDT ar-
chitecture exemplifies the adaptive and interconnected nature of
CPSoS by enabling efficient information aggregation and com-
posite insights across urban domains. The study also addresses
critical challenges in security and privacy within [oDT systems,
proposing advanced defense mechanisms to ensure the integrity
and reliability of these interconnected networks. These advance-
ments demonstrate the foundational principles of CPSoS and their
transformative potential in managing complex and dynamic urban
ecosystems. Building on this study, Radanliev et al. [54] present a
hierarchical cascading framework designed to enhance resilience
in CPS through the integration of IoT and Al. This framework en-
hances the understanding of Al decision-making in multiple
interconnected CPS, providing valuable insights into managing
complexity and enhancing system robustness.

When multiple CPS setups are interconnected and operate in
coordination, they form CPSoS—an advanced iteration of CPS.
CPSoS represents a network of networked interacting and inter-
dependent systems that collaborate to achieve broader, more
complex goals beyond the capabilities of individual CPS. Bonda-
valli et al. [84] present an in-depth exploration of CPSoSs, high-
lighting their critical role in underpinning modern infrastructure
across various domains, such as energy grids, transportation net-
works, water supply systems, and embedded technologies. They
emphasize the importance of ensuring the correct operation and
availability of these interconnected and independent systems as
they form the foundation of contemporary societal functions. The
study presents a unified conceptual framework for understanding
CPSoSs, examining their defining characteristics, including time,
emergence, evolution, and dynamicity. Accordingly, the authors
provide a framework that enhances the description, analysis, and
operational understanding of CPSoSs, offering practical guidance
for their development and application in critical systems.

Papaefstathiou and Hatzopoulos [85] explore the significant
potential of CPSoS, an advanced evolution of CPS and a natural
extension of IoT. CPSoS merges the physical and digital worlds,
enabling software applications to interact directly with real-world
events through globally networked data and services, fostering
innovation, and creating novel platforms. The study highlights the
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need for future CPSoS to handle highly coordinated, complex in-
frastructures characterized by multi-scale, multi-layer, multi-
domain, and multi-system integration. These infrastructures will
demand advanced system science and engineering approaches to
support their design and development. Key topics discussed
include foundational principles for heterogeneous CPSoS, the role
of blockchain technologies, reconfigurable systems, advanced
sensor interfaces, and human-centered design. The authors also
review advanced tools and methodologies necessary for designing
and implementing CPSoS, emphasizing their potential to drive
innovation across various domains.

Table 4 An overview of key comparative aspects of Cyber-
Physical Systems and Cyber-Physical Systems of Systems Build-
ing on the insights from Table 2, CPSoS go beyond the scope of
individual CPS setups in several critical ways, reflecting their
inherently more complex, large-scale, and integrated nature-
—essential characteristics for effectively managing interconnected
systems in diverse urban contexts. While many foundational
principles remain the same, CPSoS introduces additional layers of
technical considerations that address the broader scale and intri-
cate nature of such systems. These distinctions are exemplified by
UB and UDT platforms, which represent advanced implementa-
tions of CPSoS in the landscape of sustainable smart cities (see, e.g.,
Ref. [25,32,55,60,61,64,74,86,138,139,166]). Table 5 elaborates on
these differences, providing a detailed comparison that demon-
strates how CPSoS tackle challenges such as interoperability,
emergent behavior, and strategic alignment, ultimately enhancing
functionality and resilience in complex urban systems.

While CPSoS builds on the technical foundations of CPS, it in-
troduces additional challenges related to scale, complexity, and
interconnectivity. These considerations necessitate advanced ap-
proaches to design, implementation, and governance, making
CPSoS a distinct and more intricate domain in the broader spec-
trum of CPS [84,85]

Operating at a larger scale, CPSoS forms a cohesive ecosystem
capable of managing and planning across diverse domains or a
single domain throughout the city. For example, within a CPSoS
framework, multiple CPS-based smart grids are coordinated to
dynamically optimize energy distribution across city districts
while seamlessly integrating renewable energy sources and stor-
age systems to enhance resilience and sustainability. Unlike CPS,
CPSoS focuses on system-level coordination and also involves
multiple domains (mobility, energy, water, waste, materials,
environment, etc.)—working collaboratively to optimize complex
processes as part of large-scale AloT systems such as UB and UDT.
These systems emphasize interoperability, scalability, and adapt-
ability across these domains. Communication and control in CPSoS
are distributed, requiring extensive cross-system data exchange
and dynamic collaboration to address multifaceted challenges in
urban systems. This process is reflected in UB and UDT in the
context of smart cities (e.g., Ref. [25,59,73,74]) and sustainable
smart cities [55,60,61,86].

Within the framework of UDT, for instance, Huang et al. [86]
introduce a UDT platform that exemplifies the principles of CPSoS
by highlighting the importance of system-level integration, inter-
connected operations, and adaptive planning in addressing the
multifaceted challenges of environmental sustainability in smart
cities. While not directly referring to CPSoS, the platform demon-
strates how localized computational systems and physical proc-
esses—spanning mobility patterns, vehicle movements, energy
monitoring, waste management, material usage, and biodiversity
tracking—can function cohesively within a unified framework. This
integration underscores the potential of interconnected CPS setups
to operate collaboratively, providing a comprehensive and adaptive
approach to urban sustainability. Coordinating diverse urban
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Presents an overview of a comparative analysis derived from the previously reviewed studies on CPS and CPSoS. This overview involves the key attributes and functionalities
of these systems while positioning UB and UDT as illustrative examples of advanced CPSoS for operational management and strategic planning, respectively.

Aspects CPS

CPSoS (e.g., UB and UDT)

Scope Single, self-contained system
Integration Limited to internal components
Communication Direct, component-level

Multi-system, interconnected, large-scale
Requires interaction and coordination across multiple CPS setups
Distributed, involving cross-system data sharing

Control Centralized or localized Decentralized and collaborative
Objective Task-specific (e.g., traffic optimization, energy Holistic and multi-domain (e.g., sustainable urban management or planning)
management)
Examples Smart traffic lights, autonomous vehicles, localized Integration of UB for real-time management and UDT for strategic planning with two or more
energy grids domains
Table 5

Comparative analysis of technical components in cyber-physical systems and cyber-physical systems of systems.

Dimensions CPS

CPSoS

Scale and complexity

Focuses on integrating cyber and physical components within Requires managing multiple interconnected CPS setups that

a single system, often targeting specific, localized applications interact and depend on each other. Addresses scalability,

(e.g., traffic management, smart grids).
Interoperability and integration
components within a single domain.

Data management and coordination
specific application.

Feedback loops and decision-making
system behavior.

System resilience and robustness
Emergent behavior and predictability
interactions within the system.

Security and privacy
communication channels.

Real-time and strategic alignment

Governance and control

Energy efficiency and sustainability
systems.

Focuses on real-time data processing and analytics for a

Implements localized feedback loops to monitor and control

Ensures resilience at the system level, focusing on fault

tolerance and recovery within a single application.

Relatively predictable due to the bounded scope of

Secures individual system components and their

Primarily emphasizes real-time operational performance.

Often managed by a single entity with centralized governance.

Focuses on optimizing the energy efficiency of individual

emergent behavior, and system-wide optimization.

Ensures seamless interaction between the cyber and physical Harmonizes communication protocols, data formats, and

control mechanisms across heterogeneous CPS setups operating
in different urban domains.

Manages vast volumes of data across multiple CPS setups,
ensuring efficient aggregation, distribution, and analysis while
avoiding redundancies.

Requires sophisticated bidirectional feedback mechanisms
integrating localized responses with system-wide strategic
objectives.

Addresses resilience at a higher level, ensuring disruptions in
one CPS do not propagate across the system of systems.
Distributed control mechanisms are key.

Can exhibit emergent behavior due to interactions among
multiple CPS setups, necessitating management of complex
dynamics.

Faces amplified security challenges and privacy concerns due to
interconnected systems, increasing vulnerability to cascading
failures and cyberattacks.

Balances real-time responsiveness with strategic objectives,
requiring coordination between operational analytics (e.g., UB)
and predictive simulations (e.g., UDT).

Requires decentralized governance to align goals, share data,
and ensure equitable resource allocation among multiple
stakeholders and jurisdictions.

Requires systemic strategies to optimize energy usage across
interconnected CPS setups for sustainability while maintaining
overall performance.

domains enables the UDT platform to ensure synchronized planning
across interconnected systems. Through real-time data integration
and simulation, the UDT dynamically adapts to evolving urban
conditions. Moreover, the UDT platform synthesizes data across
domains to generate strategic insights, such as estimating flow data
in new locations, forecasting the evolution of flow data, and
informing infrastructure development that aligns with environ-
mental sustainability objectives. This multi-domain approach
highlights the crucial role of CPSoS in achieving comprehensive and
sustainable urban planning.

4.1.5. The dynamic interplay of artificial intelligence of the Internet
of Everything and Cyber-Physical Systems of Systems

The convergence of emerging technological paradigms is
transforming how urban systems are managed, optimized, and
designed, with a distinct focus on environmental sustainability.
Among these paradigms, CPSoS and AloE emerge as synergistic
and groundbreaking integrated frameworks. AloE builds upon the
foundational connectivity of IoT by encompassing a broader
ecosystem of interconnected devices, systems, processes, people,
and environments. Through advanced Al-driven analytics, AlIoE

1

enables improved decision-making, enhanced pattern recognition,
streamlined process automation, and optimized system perfor-
mance across this interconnected ecosystem. This evolution fos-
ters smarter interactions and integrations within urban systems,
promoting holistic and adaptive strategies for tackling complex
urban challenges. Together, CPSoS and AloE constitute the back-
bone of advanced urban ecosystems, enhancing capabilities such
as real-time monitoring, predictive insights, and cross-domain
coordination. The interplay between these paradigms creates
new avenues for addressing the intricate challenges of environ-
mental sustainability and urban resilience. Their complementary
roles and dynamic interactions highlight the potential of CPSoS
and AloE to drive technological innovation and advance data-
driven approaches to management and planning for sustainable
and resilient urban futures.

A CPS framework incorporates a wide array of technologies,
including Al, ML, DL, IoT, big data analytics, IloT, blockchain, edge
and cloud computing, and 5G/6G networks, to create inter-
connected and resilient systems [81,91,135]. This integration
transforms AloT-driven insights into actionable measures,
empowering sustainable smart cities to adapt dynamically to real-
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time demands while aligning with long-term sustainability goals
[25,38]. By merging Al's analytical and computational capabilities
with the expansive connectivity of AloE and the operational pre-
cision of CPSoS [85,140,141], these frameworks collectively enable
advanced, real-time decision-making, holistic system optimiza-
tion, and enhanced prediction. Their interplay enhances the
functionality of urban systems while leveraging synergies that
address the interconnected challenges of environmental sustain-
ability, adaptive urban management, and strategic planning. This
convergence underscores the transformative capabilities of CPSoS
and AloE paradigms in driving efficiency, resilience, and sustain-
ability within urban ecosystems.

As a critical enabler of sustainable smart cities, [oT serves as the
foundational infrastructure, deploying a network of sensors and
devices to generate extensive real-time data streams that drive
sustainable development (e.g., Ref. [142,143]). These data streams
are then processed and analyzed by Al systems using ML and DL,
enabling informed decision-making to support the development
of sustainable smart city infrastructures [6,35]. Enhancing this
ecosystem, IoE strengthens the integration of urban systems by
fostering intelligent, interconnected ecosystems that can adapt
and respond dynamically to the complexities of evolving urban
challenges. This interconnected framework is supported by the
critical role and significance of smart sensors and actuators in IoE-
enabled smart city infrastructure, as highlighted by Singh et al.
[144], whose contributions to real-time data collection and intel-
ligent responsiveness are improving the performance and sus-
tainability of urban environments. Smart sensors and actuators
enable proactive management and optimization by gathering data
from monitoring public infrastructure. The study highlights their
critical applications and the opportunities they provide in shaping
smarter, safer, and more sustainable urban environments.

Souza et al. [145] emphasize the need for collaborative and
efficient computing architectures as IoT technologies continue to
transform urban areas into smart cities. Extending beyond tradi-
tional machine-to-machine interactions, the Internet of Every-
thing (IoE) incorporates human-to-human and human-machine
collaboration. The study evaluates four key IoE computing archi-
tectures: Edge Computing, Cloud Computing, Blockchain/Web
Services, and Fog Computing. Using the 3C collaboration mod-
el—communication, cooperation, and coordination—the authors
assess the capabilities and limitations of these architectures. Their
findings emphasize the critical roles of Edge Computing, which
enables real-time, low-latency processing at data sources, and
Cloud Computing, which offers scalable resources for diverse
workloads. These architectures enhance collaborative coordina-
tion by improving efficiency and network functionality. Effective
resource allocation and network configuration are identified as
critical for cohesive IoE ecosystems. The study provides valuable
insights for selecting the optimal computing frameworks in IoE
environments. Applying the 3C collaboration model provides a
practical approach to enhancing collaboration in smart city
systems.

Given the above, IoE facilitates seamless communication and
data sharing among all connected entities, creating an inter-
connected smart city infrastructure that links devices, systems,
and people. Building on this foundation, AloE integrates autono-
mous intelligence into these interconnected systems, enabling
innovative, self-learning technologies that not only share and
analyze data but also make and execute decisions independently.
Solanki and Singh [141] explore how intelligent systems and IoE
are driving the transformation of smart cities, making them more
efficient, interconnected, and responsive to citizen needs. The
authors provide a detailed examination of the potential and
challenges associated with IoE-based smart cities powered by
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advancements in Al and ML. Key topics include design consider-
ations for the physical layer that supports smart city infrastruc-
ture, enabling technologies for intelligent systems within smart
computing environments, the role of smart sensors and actuators,
and their associated challenges and future trends. Additionally, the
study addresses the applications, enabling technologies, and
emerging challenges of IoE while highlighting future directions for
smart city development.

Lawless et al. [146] delve into the foundations, metrics, and
applications of AloE, examining its impact on devices, systems, and
broader ecosystems. The work explores critical questions about
whether IoE systems and devices should interact exclusively with
one another, with humans, or with both, and considers how these
interactions influence society at large. It examines the pivotal role
of IoE in shaping future ecosystems, highlighting its impact on
sensing, perception, cognition, and behavior within the context of
intelligent and autonomous systems. The study also addresses
practical, theoretical, and research challenges, focusing on the
implications of IoE systems as they begin to reason, communicate,
and act autonomously. A particular emphasis is placed on their
potential to function independently or interdependently, raising
critical questions about the societal and systemic impacts of
autonomous and interconnected “things.”

Overall, the key elements of AIoE in sustainable smart cities
include real-time data collection and analysis, intelligent decision-
making, predictive and adaptive capabilities, system integration
and interoperability, scalability and resilience, as well as
sustainability-focused optimization. These elements are brought
together through CPS to enable integrated dynamic management
and adaptive planning processes.

Within the framework of CPS, Haldorai [52] examines the
integration of Al, IoT, and CPS, highlighting their potential to drive
the next generation of smart technological advancements. The
study examines the components of [oT-CPS and explores the crit-
ical role of Al in enhancing their functionality. It also addresses
challenges associated with managing the vast amounts of data
generated in these systems, particularly the limitations of current
processing capabilities. It emphasizes the need for more reliable Al
systems to address these challenges and advocates for their inte-
gration into real-world IoT-CPS applications to unlock their full
potential. Building on this, Song et al. [ 147] explore the integration
of Al into CPS, highlighting the importance of benchmarking and
performance evaluation. While Al-enabled CPS has seen wide-
spread adoption across industries, the study highlights gaps,
including a lack of publicly available benchmarks and a limited
understanding of their performance and reliability across diverse
domains. To address these gaps, the authors develop a public
benchmark utilizing advanced Deep Reinforcement Learning (DRL)
methods. Systematic evaluations comparing Al-enabled CPS with
traditional systems reveal critical challenges, such as the need for
enhanced testing techniques and deeper exploration of hybrid CPS
to improve performance and reliability.

Within the broader framework of CPS, Masserov and Masserov
[140] explore the innovative potential of integrating IoT with AL
The authors envision a future characterized by the "Internet of
Everything on a Smart Cyber-Physical Earth," positioning IoT
combined with Al as a pivotal driver of the next technological
revolution. They emphasize that the primary challenge lies in
processing vast amounts of data with the limited computing po-
wer currently available, a hurdle that advancements in Al and data
science aim to address. They highlight the multifaceted benefits of
integrating IoT and Al, extending beyond cost savings and effi-
ciency to enhancing human lives and meeting the evolving needs
of society. They argue that the success of this integration depends
not only on technological advancements but also on how these
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systems are perceived—whether as beneficial tools, unnecessary
burdens, or potential threats.

This vision aligns with the concept of CPSoS within the broader
paradigm of a Smart Cyber-Physical City. In this advanced frame-
work, interconnected and intelligent systems collaborate to opti-
mize processes across diverse urban and industrial domains,
leveraging the innovative potential of AloT to create adaptive and
resilient ecosystems. This study highlights their capacity to
address complex challenges by integrating Al and IoT within the
CPSoS and Smart Cyber-Physical City frameworks, advancing
environmental sustainability and fostering innovation on an un-
precedented scale. Within the CPSoS framework, AloE plays a
crucial role by enabling seamless communication and integration
between the UB and UDT ecosystems, thereby forming a unified
framework for intelligent, real-time monitoring, operational
management, predictive planning, and data-driven strategic
decision-making. Through the computational power of Al and the
data-generation capacity of IoT, this connectivity enables the
seamless integration of key urban domains—including energy,
transportation, waste, and environmental monitoring—while
fostering a dynamic and synergistic interplay between UB and UDT
functionalities. This ensures synchronized responses to immediate
challenges and alignment with long-term objectives, further so-
lidifying the role of CPSoS in driving environmentally sustainable
smart city development [25].

4.2. Architectural and comparative insights into artificial
intelligence of things-driven ecosystems

As urban systems grapple with escalating sustainability chal-
lenges, AloT-driven systems for urban management and planning
have emerged as pivotal tools within CPSoS frameworks. These
advanced systems harness the powerful convergence of Al and IoT
technologies to enhance real-time operational functionalities and
strategic planning capabilities, respectively, equipping cities to
navigate the multifaceted complexities of urban life effectively.
The architectural and comparative insights detailed next establish
a foundational understanding of the distinctions and synergies
between UB and UDT, emphasizing their contributions to
advancing urban management and planning within AloT-driven
ecosystems.

4.2.1. Architectural layers and integration frameworks of artificial
intelligence of things grounded in the data science cycle

AloT architectures, grounded in the iterative principles of the
data science cycle, are designed to optimize and advance urban
systems. While their design and implementation may vary across
domains, these architectures share a core objective: the intelli-
gent collection, analysis, and application of data to enhance the
functionalities of AloT-driven systems such as UB and UDT. The
studies summarized in Table 5 showcase a diverse range of
architectural layers, computational processes, and integration
frameworks, reflecting the dynamic evolution of AloT in the
rapidly evolving landscape of sustainable smart cities. Notably,
some architectural layers overlap with computational processes,
which are referred to as the pillars of AloT systems. Table 6 pre-
sents a comparative overview of AloT architectures, emphasizing
their key differences and shared attributes. It highlights their
unique contributions and significant impacts on advancing sus-
tainable urban ecosystems.

The comparative analysis highlights the diverse approaches to
AloT architectures, with each study presenting distinct layers or
processes designed to address specific urban challenges while
demonstrating adaptability across varied applications. Common
elements among these architectures include foundational
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reliance on sensors, networking, and computing layers. However,
notable differences arise in their computational mechanisms and
approaches to advanced connectivity. These distinctions high-
light the ongoing innovation in aligning AloT architectures with
the iterative principles of the data science cycle, addressing the
unique urban contexts and objectives. Moreover, these frame-
works lay a foundation for future advancements in AloT by
emphasizing the importance of scalability, seamless interopera-
bility, and domain-specific customization to meet the evolving
demands of sustainable smart cities. Together, these architec-
tures illustrate the vast potential of AloT to drive transformative
changes in urban system functionalities, enabling more inte-
grated, adaptive, and scalable solutions for sustainable urban
development [6,13,25,29,35,39,42,47,48].

Notably, recent advancements in edge computing are reshaping
the IoT and AloT ecosystems, addressing challenges related to data
processing, scalability, and latency. The early studies by Yang et al.
[150] and Yang et al. [151] explore the innovative capabilities of
edge computing technologies, highlighting innovative solutions to
overcome limitations and enhance the efficiency of IoT infra-
structure, particularly for Al-powered applications. Yang et al.
[150] focus on the increasing reliance on edge computing as an
alternative to cloud-device architectures, which struggle to handle
the vast data volumes generated by IoT devices. They emphasize
that edge computing, by bringing data processing and storage
closer to the network edge, offers key benefits, including reduced
latency, improved scalability, and increased energy efficiency.
Yang et al. [151] introduce an innovative edge-based IoT platform
designed specifically for Al applications. The study addresses
challenges related to the deployment and management of edge
data centers. This platform provides a unified interface for
resource optimization and incremental deployment. The study's
simulations and real-world deployments demonstrate significant
performance improvements, validating the platform's effective-
ness in optimizing Al-driven IoT systems. These two studies un-
derscore the critical role of edge computing in advancing AloT
ecosystems.

4.3. Comparative analysis of Urban Brain and Urban Digital Twin
architectures

Urban systems are undergoing a profound transformation
fueled by advanced technological paradigms, particularly in the
realms of UB and UDT. These systems serve as critical elements of
the broader CPSoS framework, leveraging AloT technologies to
effectively merge real-time operational insights with forward-
looking strategic planning. UB is tailored to enhance urban oper-
ations through real-time monitoring, advanced analytics, and
immediate decision-making, whereas UDT emphasizes predictive
modeling, scenario analysis, and long-term strategic foresight.
Together, UB and UDT architectures address the multifaceted
challenges of urban management and planning, fostering efficient
and resilient urban ecosystems.

According to numerous foundational and practical studies, UB
platforms harness advanced Al computational and analytical
capabilities to extract actionable insights from vast and hetero-
geneous urban data generated via IoT sensors and devices and
other sources to transform wurban management (e.g.,
Ref. [59,60,62,74,75,93,94,95]) through domain-specific stages
such as cognition, optimization, decision-making, prediction, and
intervention [76,77]. Conversely, UDT platforms generate dy-
namic, high-fidelity digital representations of physical urban
environments, enhancing urban planning processes. Leveraging
real-time data from IoT sensors, GIS mapping, satellite imagery,
and other urban repositories, UDT integrates Al-driven modeling,
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Table 6
A comparative overview of Artificial Intelligence of Things architectures and their characteristics.

Architectural layers Key computational processes Integration frameworks Contributions/insights Reference

Tri-tier structure comprising edge, fog, Perception-Action Cycle in intelligent Distributed architecture with Emphasizing distributed edge and fog [111]
and cloud computing. Four cognitive systems to enable adaptive and autonomous centralized cloud topology. nodes, along with centralized cloud
processes: Perceiving, learning, functionality. resources, for enhanced AloT system
reasoning, and behaving. performance.

Five cognitive processes: sensing, Transforming sensory data into actionable  Focus on interrelated Introducing a structured [22]
perception, learning, visualization, insights using ML and DL and visualization for processes enhancing real- computational process tailored for
and acting. real-time insights. time decision-making in optimizing urban systems.

urban domains.

Six cognitive processes: adding Introducing evaluation metrics and iterative Including feedback Enhancing model performance and [93]
evaluation between learning and feedback to assess outcomes to refine mechanisms for model ensuring meaningful data-driven
visualization. learning and reasoning before proceeding to validation and reliability. insights.

visualization and action.

Three-step system: IoT data analytics Predictive modeling, scenario forecasting. APl-enabled interoperability Highlighting APIs' role in ensuring [148]
systems, APIs, and AlI/ML systems. across devices, software, and seamless data integration and

platform levels. communication.

Three layers: sensors/devices/energy, Computational frameworks for data handling Integrating AloT with 5G/6G Exploring hardware and connectivity [50]
communication and networking, and across edge, fog, and cloud layers. networks and emerging innovations for scalable and efficient
applications. communication AloT implementations.

technologies.
Decentralization, edge computing, and Model compression, quantization, energy-  Emphasizing scalable Introducing optimization strategies [149]

hardware accelerators. efficient algorithms, latency reduction.

such as model compression and
energy-efficient algorithms to
overcome hardware limitations.

architectures through
decentralized systems and
real-time decision-making.

simulation, and predictive analytics to enable scenario-based
planning and strategic goals, supporting informed decision-
making by allowing planners to visualize potential outcomes,
test policy interventions, and optimize urban systems (e.g.,
Ref. [55,63,64,67,73,127,139,152]).

Based on the relevant insights distilled from the studies above,
Table 7 presents a comprehensive comparative analysis of the
architectural layers of UB and UDT systems in terms of their un-
derlying technical components. Derived and adapted from a recent
study by Bibri [153], it highlights the structural and functional
attributes of these approaches, emphasizing their shared objec-
tives in advancing urban development and their distinct roles in
real-time operational management (UB) and strategic predictive
planning (UDT). Together, UB and UDT architectures exemplify the
synergistic and complementary functionalities that are crucial
within CPSoS frameworks, enabling the alignment of immediate
responses with long-term objectives. This integrated approach
facilitates the development of sustainable smart city ecosystems,
addressing current urban complexities while preparing for future
challenges.

By harmonizing the complementary capabilities of UB and UDT,
these data-driven management and planning systems create a
robust framework for tackling the multifaceted challenges of
sustainable urban development. They achieve this by enhancing
resource efficiency, promoting environmental sustainability, and
strengthening urban resilience, which is the focus of the next
subsection.

4.4. The role of Urban Digital Twin and Urban Brain in advancing
environmental sustainability through artificial intelligence and
artificial intelligence of things

The integration of Al and AloT into UB and UDT systems has
emerged as a transformative force in advancing environmental
sustainability in smart cities. These AloT-driven systems facilitate a
paradigm shift from reactive to proactive urban management and
planning, respectively, enabling cities to address and anticipate
environmental challenges more effectively. Together, they estab-
lish a comprehensive framework that aligns short-term urban
operations with long-term urban strategies. This synthesis,
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presented in both textual and tabulated formats, underscores the
specific management roles of UB and the distinct planning func-
tions of UDT, illustrating their unique yet complementary contri-
butions to advancing the environmental objectives of sustainable
development.

In a recent comprehensive systematic review, Bibri et al. [64]
explore the innovative potential of integrating Al, AloT, and UDT
systems within the framework of sustainable smart cities. The
authors focus on how these technologies work collaboratively to
reshape data-driven planning strategies, emphasizing their critical
role in achieving environmental sustainability goals. The study
reveals untapped synergies and complex dynamics among these
interconnected technologies and domains, which drive innovation
in sustainable urban development. A key focus of the study is the
integration of Al and AloT processes with UDT functionalities,
which amplifies the predictive and strategic capabilities of urban
planning processes, providing a roadmap for fostering environ-
mentally conscious and resilient urban systems. The insights
presented in Table 8, which detail UDT's planning functions for
environmental sustainability, are derived from this comprehensive
review and hence substantiated by the theoretical frameworks and
practical implementations underpinning this work. The outcome
underscores the augmented UDT's capacity to address complex
environmental challenges through innovative approaches to data-
driven urban planning.

Table 8 provides a comprehensive overview of UDT's planning
functions, illustrating its critical role in addressing environmental
sustainability and climate change challenges. Each function con-
tributes to creating resilient, adaptive, and sustainable urban
systems.

Furthermore, Zarrabi and Doost Mohammadian [67] examine
the integration of DT, IoT, and Al in advancing urban intelligence
and decision-making. Their study highlights how these technolo-
gies collectively enhance sustainability, resilience, and governance
in smart cities. Through a comprehensive review of literature, case
studies, and theoretical frameworks, the authors examine both the
benefits and challenges of implementing AloT-driven urban in-
telligence systems. The fusion of DT, IoT, and Al enables real-time
data collection and analysis, facilitating informed and proactive
urban management and strategic urban planning. Al-driven
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Table 7

Comparative analysis of architectural layers of Urban Brain and Urban Digital Twin.
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Technical
components of UB
and UDT

Description

Differences

IoT layer (UB)

Big data layer (UB)

Cloud computing
layer (UB)

Edge computing
layer (UB)

Al layer (UB)

Internet neural
network layer
(UB)

Data acquisition and Collects and integrates data from IoT devices, GIS, satellite imagery, and other

Distributed across urban platforms and systems to gather real-time data

through connected sensors and devices for monitoring and responsiveness.

Collects, stores, and processes extensive raw data to extract actionable
insights for decision-making and management.

A centralized system that manages data with high computational power,
enabling the efficient integration and coordination of urban processes.

Processes data at the source with Al-enabled devices, reducing latency and
enabling immediate decision-making.

Applies ML, DL, CV, and GenAl algorithms for real-time data analysis, data
generation, adaptive learning, and operational optimization.

Interconnects urban components, supporting collaborative interactions
among humans, things, and systems.

integration layer sources for a holistic urban representation.

(UDT)
Modeling and
simulation
engine (UDT)
Al and analytics
module (UDT)

Visualization and
user interfaces
(UDT)

Communication

Core engine enabling dynamic simulations, scenario planning, and predictive

modeling of urban environments.

Processes real-time data for insights using ML, DL, CV, NLP, and GenAl
algorithms for predictive analysis, anomaly detection, optimization, visual
monitoring, textual data interpretation, and synthetic data generation for
enhanced urban system simulations.

Provides stakeholders with real-time visualization tools to explore urban
dynamics and scenarios and enable data-driven decision-making.

Facilitates seamless data exchange and interoperability between UDT

UB focuses on operational real-time monitoring and action, while
UDT uses IoT data and other forms of data for detailed modeling and
predictive simulations.

UB emphasizes large-scale operational insights, whereas UDT
integrates diverse data types for dynamic simulations and scenario
analysis.

UB utilizes centralized management for real-time urban
operations; UDT leverages cloud services for modeling, analytics,
and scalability.

UB relies heavily on edge computing for real-time data processing
and instantaneous urban responses, while UDT, though primarily
dependent on centralized systems, incorporates edge computing
for faster synchronization and simulation updates in dynamic
environments.

UB emphasizes pattern recognition and urban process
optimization; UDT focuses on predictive modeling and long-term
scenario planning.

UB enhances system-level collaboration; UDT focuses on
integrating feedback mechanisms for model refinement.

Exclusive to UDT for comprehensive and up-to-date urban data
collection.

Exclusive to UDT for scenario-based strategic foresight and
planning.

A comparable use of Al exists in both UB and UDT, but UDT employs
Al primarily for predictive and scenario modeling.
Focused on user-centric exploration and planning tools, distinct

from UB's operational visualization for urban monitoring.

UDT relies on communication protocols tailored for internal data

protocols (UDT) components.

Security Protects sensitive urban data, ensuring privacy, integrity, and resistance to
infrastructure cyber threats.
(UDT)

Semantic Enhances understanding of urban features and relationships to support
knowledge informed decision-making.
representation
(UDT)

Feedback Continuously refining models using real-world data, UDT enhances its
mechanism predictive capabilities over time, ensuring its simulations remain accurate and
(UDT) aligned with evolving urban dynamics.

Scalability and

flexibility (UDT) addressing new challenges.

Adapts to expanding urban environments and emerging technologies,

flow between digital and physical components, while UB
emphasizes real-time system communication to support
operational tasks.

Essential for both UB and UDT, but UDT places additional emphasis
on securing simulation and predictive data.

UDT-specific for improved interpretability and actionable insights
in simulations and scenario analyses.

Core to UDT, feedback mechanisms enable ongoing model
refinement and synchronization with real-world systems, whereas
UB focuses primarily on real-time operational adjustments and
lacks explicit iterative feedback loops.

UDT emphasizes long-term scalability and flexibility, while UB
focuses on immediate scalability to meet operational demands.

predictive analytics optimize resource allocation, improve service
efficiency, and enhance infrastructure maintenance, while IoT-
enabled monitoring systems support environmental tracking,
traffic management, and energy optimization. The study also
highlights the role of AloT-driven UDT in fostering digital inclusion
and civic engagement by enabling participatory platforms and co-
creation workshops that empower citizens to shape urban plan-
ning and ensure smart city initiatives align with community needs
and priorities.

In addition, numerous studies provide domain-specific insights
into the role of Al- or AloT-driven UDT in addressing challenges
and enabling innovative solutions across various facets of envi-
ronmental sustainability. They include the contributions of UDT to
optimizing transportation systems [73,134,154], enhancing energy
management through renewable energy integration and efficiency
strategies [70,155,156,157] accelerating sustainability in positive
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energy districts [158,159], improving water infrastructure man-
agement [160], and supporting disaster response with dynamic
modeling and decision-making frameworks [161]. UDT enhances
the adaptability and resilience of urban systems by bridging the
gap between real-time infrastructure management and long-term
development strategies, fostering a data-driven approach to urban
planning [64].

In light of the above, UDT plays a more significant role in
environmental sustainability compared to UB, primarily due to its
ability to create a detailed dynamic replica of a city's physical,
spatial, and functional systems. This capability enables UDT to
integrate complex interdependencies and multimodal dynamics
across urban infrastructure and domains, organizational struc-
tures, and natural environments, supporting a more comprehen-
sive and adaptive approach to urban planning and infrastructure
management. This is achieved either through advanced
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Table 8
Planning functions of Urban Digital Twin in relation to environmental sustainability.
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UDT domains Description

Relevance to environmental sustainability

Resource allocation
based on real-time and predictive data insights.
Infrastructure
development
Energy forecasting

environmental impacts.

dynamics across urban areas.
Renewable energy

deployment as solar panels and wind turbines.
Zero-energy Models energy consumption, renewable energy generation, and efficiency
buildings scenarios to enable precise forecasting, adaptive energy strategies, and

effective decision-making throughout the lifecycle of ZEB projects.
Simulates various climate scenarios to evaluate the potential impacts of

Climate scenario

analysis climate change on urban systems.
Biodiversity
preservation habitats.

Pollution Monitoring Tracks air and water pollution levels and suggests actionable strategies for

and Mitigation remediation.

Waste management

strategies recycling, and disposal systems.
Water resource Models urban water cycles, including demand forecasting, flood risk
management assessment, and stormwater management.

Transportation and
Mobility Planning

Disaster Risk
Reduction and
Resilience
Planning

Carbon Accounting
and Emission
Reduction

emissions and enhance efficiency.

floods, storms, and heatwaves.

evaluating the impact of mitigation policies.

Optimizes the distribution and utilization of natural and urban resources
Simulates urban infrastructure projects to evaluate their long-term

Utilizes data-driven modeling to forecast energy demand and supply

Analyzes urban waste streams and models efficient waste collection,

Tracks and models urban carbon emissions, identifying key sources and

Reduces waste, ensures equitable resource distribution, and
prevents overexploitation of finite resources.

Promotes green infrastructure, reduces carbon footprints, and
supports resilient urban growth.

Encourages energy efficiency, reduces dependency on non-
renewable resources, and integrates renewable energy solutions.

Models the optimal placement and scaling of renewable energy sources such Accelerates the transition to clean energy and reduces greenhouse

gas emissions.

Supports the design and operation of ZEBs to reduce carbon
emissions, enhance energy efficiency, and promote the use of
renewable energy sources.

Aids in developing proactive strategies for climate mitigation and
adaptation.

Monitors and plans for the conservation of urban green spaces and natural Maintains ecological balance, supports urban biodiversity, and

mitigates the effects of land-use alterations.

Improves environmental health and reduces adverse impacts on
public health and ecosystems.

Promotes circular economy principles and minimizes waste-related
pollution.

Ensures sustainable water usage, reduces flood risks, and supports
climate resilience.

Simulates traffic flow and models public transportation systems to minimize Reduces greenhouse gas emissions, promotes low-carbon

transportation options, and enhances sustainable urban mobility.

Assesses vulnerabilities and models the impacts of natural disasters, such as Enhances preparedness, improves disaster response capabilities,

and strengthens urban resilience to climate-related risks.

Supports the achievement of net-zero goals and the development of
low-carbon cities.

approaches to predictive modeling and process optimization
[32,63,64,66,68,158,159,162] or through conventional modeling
and simulation techniques for analyzing established urban sys-
tems and long-term scenarios [72,139,163-166] for data-driven
insights or scenario-based decision making, respectively. Conse-
quently, UDT's capacity to capture and simulate interconnected
urban systems positions it as a more impactful tool for advancing
environmental sustainability in urban ecosystems. In contrast, UB
is primarily focused on real-time urban management and opera-
tional adjustments. This distinction is evident from the applied
domains of UB and its functions (Table 9), as documented by
numerous studies in the field of urban management
[59-62,66,74,75,77,93], which reveal its limited focus on
addressing broader environmental strategies.

Additionally, several studies offer domain-specific insights into
the role of UB in promoting environmental sustainability through
data-driven technologies. For example, Kierans et al. [60] propose

Table 9
Management functions of Urban Brain in relation to environmental sustainability.

the "Smart City Brain" concept, highlighting UB's potential to
support circular economy practices by collecting, analyzing, and
sharing data to optimize resource allocation, minimize waste, and
foster collaboration among stakeholders. This platform aims to
advance the SDGs by integrating technological connectivity with
material product data to enhance circularity. In the transportation
domain, Wang et al. [62] demonstrate UB's capability in real-time
emissions monitoring using operational data-driven systems.
Their study establishes an intelligent platform for visualizing on-
road vehicle emissions and traffic states, enabling the identifica-
tion of emission hotspots and the optimization of traffic control
policies. These findings underscore UB's ability to bridge gaps
between traffic emissions, air quality, and human exposure
through high-performance computing and visualization systems.
Liu et al. [61] expand UB's contributions to broader domains,
showcasing its role in driving innovation across transportation,
environmental protection, and smart energy systems.

UB domains Description Relevance to environmental sustainability

Traffic and UB monitors and analyzes real-time traffic data to optimize traffic flow, reduce Reduces vehicle emissions and fuel consumption by
Transportation  congestion, and enhance public transportation systems improving traffic flow and promoting sustainable mobility
Management options.

Energy Supports the efficient use of energy resources by monitoring consumption patterns Enhances energy efficiency, reduces energy waste, and
Optimization and optimizing energy distribution in urban areas. promotes the integration of renewable energy.

Air Quality Tracks pollution levels and provides actionable insights to improve air quality and Aids in mitigating air pollution and supports clean air
Monitoring reduce environmental hazards. initiatives, contributing to healthier urban environments.

Water Resource Facilitates real-time monitoring and optimization of water distribution systems, Conserves water resources by preventing wastage and
Management addressing issues such as leakage detection and efficient water usage. optimizing distribution for sustainable urban living.

Waste Management Enhances urban waste collection and recycling processes through data-driven

insights and real-time monitoring of waste disposal systems.
Public Safety and
Emergency

Response floods.

Integrates data from surveillance systems and other sources to improve city-wide
safety and enable rapid responses to emergencies, including natural disasters such as damage by ensuring timely responses to hazards and natural

Promotes circular economy practices by improving recycling
rates and reducing landfill waste.
Protects urban populations and reduces environmental

disasters.
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Notably, according to Cugurullo and Xu [59], the predictive
scope of UB encompasses three key dimensions: environmental
risk management, traffic management, and public security,
thereby enabling anticipatory governance for proactive urban
management. In environmental risk management, UB integrates
data from environmental sensors and weather information centers
to predict the impacts of extreme weather, such as urban flooding.
It identifies vulnerable areas, optimizes traffic routes to prevent
accidents, and informs proactive infrastructure improvements,
such as reinforcing riverbanks or enhancing drainage systems. In
the domain of traffic management, it utilizes CCTV cameras, traffic
sensors, and predictive analytics to forecast traffic jams, accident
locations, and accident severity. It prioritizes responses by deter-
mining the gravity of predicted accidents and dispatching emer-
gency services accordingly. These predictions differ from those of
UDT, which primarily focuses on long-term scenario modeling and
simulation rather than the immediate, actionable insights pro-
vided by UB for real-time operational adjustments.

5. A pioneering foundational framework for integrating
Urban Brain and Urban Digital Twin: leveraging their
synergistic and complementary capabilities for advancing
environmental sustainability

The proposed framework integrates UB's real-time operational
management functions with UDT's strategic predictive planning
functions of UDT into a unified AloT-driven CPSoS architecture.
This integration addresses the interconnected challenges of envi-
ronmental sustainability by leveraging the synergistic and com-
plementary capabilities of UB and UDT to foster seamless
collaboration and deliver dynamic management and adaptive
planning solutions.

5.1. Key components, processes, and interconnections

The foundational framework is visually represented through its
components, processes, and interconnections (Fig. 4), providing a
comprehensive overview of its structure. UB and UDT represent
multifaceted CPS setups, each encompassing a range of domains in
urban environments. UB, as a set of real-time CPS setups, focuses
on real-time analytics and operational tasks across specific do-
mains. UDT, as a set of strategic CPS setups, extends its focus to
predictive modeling and scenario-based planning across specific
domains. Together, they operate as interconnected platforms
within the CPSoS framework, harnessing AloT technologies to
enhance environmental sustainability and climate resilience in
urban environments. The AloT ecosystem integrates IoT's data
acquisition and connectivity capabilities with Al's computational
and analytical power, enabling real-time processing, predictive
analytics, and intelligent decision-making within this framework.
The overarching CPSoS architecture unifies UB and UDT by facili-
tating bidirectional communication between their physical and
digital components, ensuring continuous feedback and adaptation.

The processes within the proposed framework are equally
important. Data collection and processing form the foundation,
where IoT sensors and devices stream real-time data to UB for
operational decisions and to UDT for simulation-based predictive
modeling. UB applies real-time analytics to optimize urban oper-
ations, while UDT employs predictive modeling to generate sce-
narios and forecast future conditions, guiding strategic planning.
Decision-making and implementation are enhanced through
actionable insights generated by the unified framework, enabling
sustainable smart cities to respond dynamically to urban chal-
lenges while maintaining strategic alignment with overarching
sustainability goals. Al and AloT seamlessly support these
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Enhanced environmental performance of sustainable smart cities

1

Refinement of UB’s operational decisions via UDT’s simulations and
dynamic input of UB’s real-time insights into UDT’s strategic models

= T -

( N
— Synergistic data-driven management and planning systems «———

—»[ Long-term strategic planning ] [Real»time operational management

—{ Artificial intelligence of cyber-physical systems of systems ]4—

’—{ Cyber-physical systems of systems ]1—'

Urban digital twin Multiple cyber-physical system setups Urban brain

Cyber-physical systems

4( Artificial Intelligence of Things }—

Artificial intelligence The Internet of Things

Fig. 4. A pioneering foundational framework for integrating the functions of Urban
Brain and Urban Digital Twin to enhance the environmental performance of sus-
tainable smart cities.

interconnected processes within the proposed CPSoS framework,
where their distinct yet interdependent roles enhance the func-
tionality and effectiveness of UB and UDT, enabling dynamic urban
management and adaptive planning for sustainable smart cities
(Table 10).

The interconnections among the foundational framework com-
ponents and processes ensure cohesion and functionality. UB and
UDT complement each other, forming a unified system where short-
term operational decisions are seamlessly guided by strategic
foresight. Bidirectional integration through feedback loops aligns
operational actions with strategic goals, ensuring synchronization.
Specifically, feedback mechanisms enable real-time data from UB to
inform UDT's long-term models, while predictive insights from UDT
refine UB's operational processes. This iterative feedback loop sus-
tains continuous alignment between immediate actions and long-
term objectives. The CPSoS framework's scalability and adapt-
ability allow dynamic adjustments to urban systems, making it
suitable for varying city sizes and evolving challenges.

The framework relies heavily on API integration hubs to facil-
itate seamless communication and interoperability between UB
and UDT as CPSoS. APIs act as essential intermediaries, enabling
these systems to exchange data, insights, and functionalities effi-
ciently. As conduits, APIs allow UB to share real-time data, ana-
lytics, and operational insights with UDT, enhancing its
functionalities. Conversely, APIs enable UDT to relay simulation
results and predictive insights back to UB, ensuring that UB's real-
time decision-making remains aligned with long-term strategic
objectives.

The integration of APIs is further amplified by the incorporation
of AloT and CPSoS layers within the framework. Together, these
technologies create a synergistic relationship between UB and
UDT, fostering a feedback-driven ecosystem where their functions
reinforce each other. This unified approach ensures that UB and
UDT function cohesively, maximizing their respective strengths to
address complex challenges and advance environmental sustain-
ability in smart cities.
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Table 10
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Roles and functions of Artificial Intelligence and Artificial Intelligence of Things and their synergistic integration in the foundational framework.

Aspects

Roles and functions of artificial intelligence

Examples of applications

Data analysis and
interpretation

Predictive modeling
and simulation

Real-time decision-
making

Optimization

Learning and
adaptation

Seamless data
integration

Enabling
interoperability

Real-time data
processing

Bridge between
operational and
strategic layers

Cross-domain
optimization

Scalability and
adaptability

Bridging real-time
and strategic
layers

Creating a cohesive
ecosystem

Al employs advanced algorithms, such as ML and DL, to process vast and
diverse datasets generated by IoT devices, urban sensors, and other data
sources. These capabilities enable pattern recognition, anomaly
detection, and the prediction of future scenarios.

Al powers UDT's predictive capabilities by generating simulations and
scenario analyses to forecast the impact of policies, infrastructure
developments, and environmental changes. This function supports
strategic planning and long-term decision-making.

Al processes real-time data streams in UB to provide actionable insights,
enabling immediate responses to challenges such as traffic congestion,
energy optimization, and environmental monitoring.

Al ensures the cohesive and sustainable functioning of urban systems by
optimizing resource allocation, energy efficiency, and operational
processes.

Al continuously learns from new data and feedback loops, refining
models to enhance the accuracy and reliability of both UDT's strategic
forecasts and UB's operational actions.

AloT combines IoT's connectivity with Al's computational power to create
a unified ecosystem where real-time data from urban sensors, IoT
devices, and other sources can flow seamlessly across systems.

AloT ensures the integration of heterogeneous CPS setups by
standardizing communication protocols, aligning semantic frameworks,
and supporting bidirectional data flow or exchange between UB and UDT.
Through edge and fog computing, AloT decentralizes data processing,
reducing latency and improving responsiveness. This function supports
UB in managing immediate urban challenges dynamically.

AloT links UB's real-time monitoring with UDT's long-term planning by
ensuring that operational insights from UB inform UDT's predictive
models while UDT's forecasts refine UB's real-time actions.

AloT supports CPSoS by enabling cross-domain collaboration and system-
wide optimization, ensuring energy efficiency, transportation
management, environmental monitoring, and other urban domains
operate in synergy.

AloT provides the technological infrastructure necessary for scaling the
framework to accommodate the increasing complexity of urban
environments and integrating emerging technologies.

Al and AloT work concurrently to bridge the gap between real-time urban
operational management (UB) and long-term strategic urban planning
(UDT). While Al drives computational and analytical processes, AloT
facilitates the seamless integration of these capabilities across urban
systems.

Together, Al and AloT enable the framework to dynamically adapt to
immediate challenges (UB) while maintaining alignment with long-term
goals (UDT), creating a cohesive, intelligent, and resilient urban
ecosystem.

Recognizing traffic patterns and detecting energy inefficiencies.

Evaluating urban growth scenarios or predicting climate adaptation
impacts.

Automated traffic signal adjustments; real-time air quality alerts.
Optimizing energy grid performance and smart waste collection

systems.

Adaptive learning for real-time resource deployment and disaster
response planning.

Centralized data collection from urban sensors for integrated
dashboards.

Unified data frameworks for transportation and energy systems.
Dynamic energy load balancing in response to real-time demand.

UB informs real-time traffic data for UDT's long-term transport
infrastructure strategies.

Integrating smart mobility, energy, and environmental initiatives in one
cohesive framework.

Scaling IoT networks for city expansion; integrating Al-driven robotics
for urban management.

Adaptive urban ecosystems balancing real-time mobility management
with predictive infrastructure planning.

Urban systems dynamically respond to challenges such as traffic
congestion and long-term environmental degradation, employing
strategies that address these issues.

5.2. Key environmental sustainability outcomes of integrating
Urban Brain and Urban Digital Twin

The integrated framework positions UB and UDT as synergistic
systems that collaboratively enhance the environmental perfor-
mance of sustainable smart cities. The integration of UB and UDT
effectively tackles critical environmental challenges and drives
progress across urban systems. The framework optimizes and
harmonizes diverse environmental domains through the AloT-
enabled functionalities of UB and UDT. Table 11 provides an in-
depth view of how the framework operationalizes Al and AloT
technologies to address immediate management needs, achieve
long-term planning objectives, and integrate these elements into
adaptive operations and strategies for environmental sustainabil-
ity. These insights, except for the unique value derived from this
synergy, are synthesized from a substantial body of the existing
literature, particularly based on the extensive reviews conducted
by Bibri [6,29], Bibri et al. [22], Bibri et al. [64,93], and Bibri and
Huang [32], which examine applied Al and AloT solutions for
environmental sustainability and climate change in the context of
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sustainable smart cities and their operational management and
strategic planning, including through UDT and UB.

The outcomes presented in Table 9 underscore the significant
contributions of the proposed framework to advancing sustainable
smart city development. The framework encapsulates the over-
arching benefits of this synergy by integrating UB and UDT func-
tionalities across diverse environmental domains. Notably, it
highlights the unique advantages achieved through the fusion of
immediate and dynamic management with predictive and stra-
tegic planning capabilities within a cohesive system.

This synthesis builds on prior research to address critical gaps
in sustainable urban development, providing both empirical and
theoretical foundations for harnessing the environmental syn-
ergies of UB and UDT. The framework adapts these concepts to
specific environmental domains by extending existing theories of
real-time urban management and strategic planning. Each domain
is addressed through Al and AloT techniques, supported by
empirical evidence and theoretical advancements, delivering a
comprehensive solution to the multifaceted challenges of envi-
ronmental sustainability in smart cities.
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Table 11
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Key environmental sustainability outcomes of the integrated Urban Brain and Urban Digital Twin framework.

Environmental
domains

Immediate and dynamic
management (UB)

Strategic and predictive planning
(UDT)

Integrated data-driven management
and planning

Foundational framework benefits

Transportation

Real-time traffic monitoring,
optimization of traffic signals,
and congestion reduction
through dynamic routing.

Scenario modeling for future
transportation needs and long-
term investment planning.

Energy Real-time energy distribution Predicting energy demand patterns
management optimization and monitoring to and planning for renewable energy
prevent overloads and ensure  integration.
efficient usage.

Infrastructure development Monitoring construction processes
and detecting potential risks during
real-time infrastructure
operations.

Improved infrastructure resilience and

adherence to sustainability
standards.

Air quality Dynamic pollution level Forecasting pollution trends and
monitoring and alerts for planning long-term air quality
mitigation actions. improvement projects.

Waste Optimizing waste collection Long-term planning for waste

management schedules and routes in real-time recycling programs, facility
to reduce operational expansions, waste-to-energy
inefficiencies. systems, and circular economy.

Water Real-time monitoring of urban  Planning for water resource

management water usage and detecting allocation under future urban

Biodiversity

leakage in water distribution
systems.

Detection of changes in urban
green spaces and rapid
restoration measures.

growth scenarios and flood
prevention.

Predictive analysis for urban
biodiversity preservation and
habitat restoration.

Climate Monitoring real-time emissions Developing carbon reduction
mitigation  and implementing corrective scenarios and transition plans for
measures. clean energy adoption.
Climate Dynamic response to extreme  Forecasting climate risks and
adaptation  weather events such as floods  planning adaptive infrastructure
and heatwaves. projects.
Resource Real-time monitoring and Strategic planning for long-term

optimization

allocation of urban resources to
optimize usage.

optimization of resources across
urban domains.

Combining real-time traffic
management with predictive
planning for sustainable
transportation networks.
Integrating real-time energy
management with long-term
renewable energy adoption
strategies.

Strategic modeling for future urban
infrastructure demands, including
sustainability standards.

Synchronizing real-time pollution
controls with strategic air quality
improvement projects.

Harmonizing waste management
processes with long-term recycling
and reduction targets and resource
recovery strategies.

Merging real-time water monitoring
with long-term water conservation
and urban flood management.

Integrating biodiversity actions with
strategic urban ecological
preservation.

Combining real-time emission
reductions with long-term
decarbonization policies and
predictive mitigation strategies.
Coordinated frameworks for disaster
resilience, integrating real-time
response with future-proofing
strategies.

Integrating real-time resource
monitoring with strategic
optimization initiatives.

Reduced congestion, decreased travel
times, lowered emissions, and improved
public transportation systems.

Enhanced energy efficiency, improved
energy resilience, maximized renewable
energy utilization, minimized energy
losses, and cost savings.

Aligning dynamic infrastructure
monitoring with future urban
development plans.

Cleaner urban environments, improved
public health outcomes, and compliance
with air quality regulations.

Reduced operational costs and landfill
dependency, efficient recycling processes,
and sustainable waste-to-energy
transitions.

Enhanced water security, reduced
wastage through proactive management,
and mitigated flood risks.

Improved ecosystem services, greater
biodiversity preservation, and enhanced
urban livability and ecological balance.
Lower greenhouse gas emissions,
improved climate policy alignment, and
accelerated transitions to carbon
neutrality.

Improved resilience against climate-
related risks, enhanced urban safety, and
minimized disaster impacts.

Optimal use of urban resources,
significant reduction in operational costs,
and greater adaptability to changing
demands.

6. Discussion

The integration of UB and UDT within an AloT-driven CPSoS
framework presents an innovative approach to advancing envi-
ronmental goals in sustainable smart cities. This study introduced
a pioneering foundational framework that synergistically in-
tegrates the real-time analytical and operational capabilities of UB
with the predictive modeling and simulation capabilities of UDT.
The framework addresses critical challenges of dynamic urban
management and long-term urban planning by bridging these
distinct yet complementary capabilities. This discussion section
summarizes and interprets the findings in the context of the
research objectives, compares the results with existing literature,
explores their implications for research, practice, and policy-
making, and addresses the challenges, limitations, and directions
for future research.

6.1. Summary of findings and their interpretation

The study achieved its objectives, yielding significant insights
into the integration of UB and UDT for enhancing the environ-
mental performance of sustainable smart cities. Concerning the
first objective, it reveals that sustainable smart cities increasingly
depend on emerging technological paradigms to address
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multifaceted environmental challenges. AloT emerges as a central
enabler, generating real-time operational and long-term strategic
insights in the domain of urban management and planning.
Meanwhile, CPSoS frameworks provide the structural and func-
tional foundation for scaling and interconnecting large-scale AloT
systems or multifaceted CPS setups, enabling cross-domain
collaboration, system-wide optimization, and adaptive decision-
making. However, significant gaps persist in harmonizing these
technological paradigms within emerging city platforms, partic-
ularly in addressing interoperability, scalability, and holistic
integration.

Regarding the second objective, UB and UDT demonstrate
distinct yet complementary roles within AloT-driven ecosystems.
UB excels in real-time monitoring and advanced data analytics,
delivering actionable insights to facilitate immediate decision-
making and enhance operational efficiency in urban manage-
ment. Conversely, UDT specializes in predictive modeling and
scenario testing, supporting strategic planning and sustainability
initiatives. Together, these systems demonstrate great potential to
synergize, aligning short-term urban responses with long-term
urban objectives and bridging real-time operations with stra-
tegic foresight.

As regards the third objective, UB and UDT significantly
contribute to data-driven urban management and planning,
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particularly in advancing environmental sustainability and climate
resilience. UB facilitates resource efficiency, energy optimization,
environmental protection, and traffic and transport management.
In contrast, UDT enables informed planning for resource alloca-
tion, infrastructure development, energy forecasting, renewable
energy deployment, climate mitigation and resilience, biodiversity
preservation, and sustainable urban design. Together, they exem-
plify the potential of AloT-driven CPSoS to deliver holistic, scalable
solutions for sustainable smart cities, especially in addressing
environmental challenges. However, gaps remain in integrating
localized and global urban dynamics, emphasizing the need for
further refinement of these frameworks to fully leverage their
potential in light of emerging technological convergences.

Concerning the fourth objective, the development of the pro-
posed AloT-driven CPSoS framework underscores the untapped
potential of integrating UB's real-time analytics using stream
processing capabilities with UDT's predictive analytics using
simulation models capabilities. Stream processing is a computa-
tional approach and data management technique that involves
ingesting a continuous data stream in real-time or near real-time
to quickly analyze, filter, transform, or enhance the data. Unlike
batch processing, which requires data to be collected, stored, and
processed later, stream processing analyzes and acts on the data as
soon as they are generated. Once processed, the data are passed to
an application or another stream-processing engine for further
use. Furthermore, the framework emphasizes a bidirectional
feedback loop, where UB's real-time insights inform UDT's stra-
tegic models dynamically, while UDT's simulations refine UB's
operational decisions. It provides a scalable and structured
approach to integrating UB and UDT, leveraging AloT's computa-
tional capabilities and CPS's operational efficiencies. It demon-
strates a novel methodology for enhancing data-driven urban
management and planning systems through unified strategies.
Moreover, the inherent scalability and adaptability of CPSoS allow
the framework to tackle diverse urban complexities.

6.2. Implications for research, practice, and policymaking

This study carries significant implications for advancing
research, informing practical applications, and shaping policy-
making in the dynamic landscape of sustainable smart cities.

The proposed AloT-driven CPSoS framework contributes to the
theoretical foundations of sustainable urban development by
addressing the interplay between emerging city platforms for
data-driven urban management and planning, thereby advancing
environmental sustainability in smart cities. It lays the ground-
work for a holistic approach to navigating the complexities of ur-
ban systems. This research opens new avenues for future studies to
explore the scalability, adaptability, and coordination of integrated
city platforms at various spatial scales and in diverse urban set-
tings, offering insights into how ongoing technological conver-
gences can be tailored to meet the specific demands of urban
domains essential for achieving interrelated environmental goals.

The framework underscores the potential for extending AloT
capabilities to enhance the functional synergies of multifaceted
CPS setups across critical areas of data-driven urban management
and planning. Its emphasis on bridging operational efficiency with
strategic foresight encourages interdisciplinary exploration into
multi-domain interoperability, resilience, and applicability. This
provides fertile ground for research spanning urban management,
urban planning, environmental science, computer science, data
science, control systems engineering, and systems engineering.
Moreover, the study emphasizes the importance of interdisci-
plinary collaboration and system-level coordination in designing
holistic systems for advancing environmental sustainability goals
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in smart cities. In doing so, the framework advances the research
agenda in sustainable smart city development, presenting oppor-
tunities for innovation across both theoretical and applied
dimensions.

For urban planners, engineers, and system designers, the pro-
posed framework provides actionable strategies to enhance the
operational and strategic capacities of urban systems. It equips
practitioners with the tools to design adaptive and scalable urban
systems. This framework serves as a blueprint for practitioners,
enabling them to operationalize the synergies between UB and
UDT, thereby enhancing informed decision-making, optimizing
resource utilization, reducing carbon emissions, and fostering ur-
ban resilience in the face of climate and societal challenges. The
practical implications of the foundational framework are particu-
larly evident in critical urban domains. Its application can lead to
tangible improvements in this regard, ensuring that urban systems
are equipped to handle dynamic demands and unforeseen condi-
tions by facilitating the creation of interconnected urban ecosys-
tems. Furthermore, the framework promotes a holistic approach to
sustainable urban development by aligning operational manage-
ment with strategic planning. Practitioners can utilize integrative
principles to address interconnected challenges.

The proposed framework is inherently adaptable to varying
socio-economic conditions, enabling its practical application in
regions outside Europe. Urban systems across different regions
often face distinct challenges shaped by unique cultural, economic,
and environmental factors. Its modularity and scalability allow it
to accommodate these variations while maintaining its core
principles. In resource-constrained regions, the framework prior-
itizes cost-effective and incremental strategies, focusing initially
on high-impact, low-cost domains such as energy efficiency and
waste management. This modular design supports gradual
expansion, aligning with resource availability, and ensures feasi-
bility without overwhelming existing systems.

Socio-cultural dynamics and governance structures also play a
critical role in the framework's adaptability. Cities can align im-
mediate interventions with culturally relevant long-term sus-
tainability goals by integrating participatory approaches and
leveraging localized data, thereby fostering community engage-
ment and acceptance. Furthermore, phased technological inte-
gration tailored to regions' readiness levels ensures sustainable
development. Initial reliance on foundational technologies can
evolve into more advanced systems as cities grow technologically,
maintaining alignment with strategic sustainability objectives.

For regions experiencing rapid urbanization, the framework
addresses environmental challenges through real-time monitoring
and predictive planning. Moreover, global collaboration fosters the
exchange of best practices and insights, enabling regions at earlier
stages of implementation to benefit from proven strategies. This
adaptability ensures the framework's relevance across diverse
urban contexts, creating a pathway for urban systems worldwide
to achieve efficiency, resilience, and sustainability, regardless of
their socio-economic starting points.

The proposed framework offers a solid foundation for policy-
makers to design evidence-based strategies that align short-term
urban management actions with long-term planning strategies.
Policymakers can develop and implement adaptive policies for
short-term and long-term goals of environmental sustainability.
Moreover, the framework highlights the critical role of policy in-
terventions in fostering cross-sectoral collaborations, promoting
investments in integrated urban infrastructure, and aligning reg-
ulatory frameworks to address key challenges, including data
privacy, system interoperability, ethical governance, and commu-
nity engagement. Policymakers can accelerate the deployment of
innovative, sustainable smart city solutions while simultaneously
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building public trust and ensuring equitable, responsible, and
ethical outcomes.

The integration of UB and UDT emphasizes the need for policies
that support strategic investments in emerging technological
paradigms. Policymakers can draw on this framework to develop
comprehensive urban strategies that balance the pressing opera-
tional needs of cities with broader strategic goals, such as
renewable energy deployment, carbon emission reduction, sus-
tainable resource management, and climate resilience. In addition,
the framework serves as a guide for creating policies that promote
the scalability and adaptability of sustainable smart city initiatives
across diverse urban contexts. Policies informed by this integrative
framework can catalyze the transformation of urban systems into
cohesive, resilient, and sustainable ecosystems that effectively
address both present and future challenges.

6.3. Challenges and barriers

The integration of UB and UDT into a unified AloT-driven CPSoS
framework presents multifaceted challenges that span technical,
computational, environmental, ethical, social, financial, and reg-
ulatory domains. These challenges stem from both technical
complexities and the multidimensional and complex nature of
urban environments, necessitating collaborative efforts among
stakeholders to realize the full potential of the foundational
framework for advancing environmental goals in sustainable
smart cities.

A key challenge lies in achieving interoperability among diverse
systems and technologies that constitute UB and UDT, particularly
CPS setups. These systems rely on heterogeneous data sources,
protocols, formats, and processes, complicating seamless inte-
gration and communication. The absence of standardized frame-
works to harmonize these components may exacerbate
inefficiencies in data exchange and coordination. Ensuring
compatibility across IoT sensors and devices, Al models and algo-
rithms, and CPS feedback and control mechanisms becomes
especially challenging in large-scale urban ecosystems. Addressing
this challenge requires the establishment of standardized
communication protocols and flexible architectures that adapt to
various urban domains while maintaining interoperability.

The real-time data generated by urban systems imposes sig-
nificant demands on data processing and management capabil-
ities. Advanced analytics powered by ML, DL, CV, NLP, and GenAl
require substantial computational resources, often straining
existing urban infrastructure. Scalability further complicates
deployment, particularly in densely populated cities with high
data volumes. Scaling involves accommodating an increasing
number of sensors and data sources while ensuring that the in-
tegrated UB-UDT framework maintains performance under high
computational loads. Developing scalable computational archi-
tectures and real-time algorithms is crucial for optimizing real-
time data processing and predictive modeling in expanding ur-
ban environments.

While the framework aims to promote environmental sus-
tainability, its implementation poses potential risks. Real-time
analytics and large-scale simulations using advanced Al models
and algorithms can demand significant computational and energy
resources, potentially undermining sustainability gains (e.g.,
Ref. [6,55,167-171]). Energy-efficient algorithms, edge computing
solutions, and sustainable computing practices are crucial for
aligning technological advancements with environmental objec-
tives (e.g., Ref. [172-175]). Ensuring that UB and UDT operate
efficiently without exceeding resource limitations is key to sus-
tainable and responsible deployment.

The integration of UB and UDT within an AloT-CPSoS
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framework raises pressing ethical and governance concerns. Key
issues include ensuring data protection, mitigating algorithmic
biases, and maintaining transparency in decision-making pro-
cesses to foster public trust and confidence. The social implications
extend to promoting fairness, gender equality, social equity, and
accountability, while addressing potential disparities and digital
divides in access to technology and its benefits. Aligning diverse
stakeholder interests—urban planners, policymakers, technology
providers, and community representatives—adds another layer of
complexity. Transparent communication channels and inclusive
approaches are crucial for ensuring equitable representation and
inclusivity.

The interconnected nature of CPSoS increases the risk of cyber
threats, such as data breaches, malicious attacks, and unautho-
rized access. Given that UB and UDT process sensitive data,
including real-time urban operations and predictive scenarios,
safeguarding data integrity and confidentiality is paramount.
Robust cybersecurity measures, including advanced encryption,
real-time threat detection, and resilient system architectures, are
critical. These measures must also comply with data privacy reg-
ulations while maintaining public trust.

Implementing the proposed framework will require substantial
financial investments in cutting-edge technologies, infrastructure
upgrades, workforce development, and professional skills
enhancement. These financial and capacity-building demands
may create accessibility challenges for cities with limited budgets
or inadequate technological resources. Ensuring equitable distri-
bution of resources and opportunities is vital to prevent disparities
in the benefits derived from the framework across urban
landscapes.

The integration of UB and UDT requires interdisciplinary
expertise spanning urban management, urban planning, environ-
mental science, computer science, data science, and systems en-
gineering. Coordinating across these fields often results in gaps in
understanding and delays in implementation. Effective interdis-
ciplinary collaboration is crucial for achieving cohesive solutions
that align operational management with strategic planning.
Divergent priorities and interests can impede the deployment and
operationalization of the framework. Establishing clear gover-
nance structures and fostering participatory decision-making
processes are critical to aligning stakeholder objectives and
ensuring the framework's effectiveness.

A core challenge in integrating UB and UDT is harmonizing
their distinct functionalities. Developing bidirectional feedback
loops that seamlessly align short-term responses with long-term
goals is crucial for advancing environmental sustainability in
smart cities. This entails creating adaptive algorithms and in-
terfaces that enable real-time analytics from UB to refine UDT's
strategic simulations and vice vera, without introducing delays or
inconsistencies.

The proposed framework can maximize its applicability and
effectiveness while minimizing risks by systematically addressing
these challenges. Collaboration among stakeholders, investments
in infrastructure and human capital, and innovative approaches
are essential to ensure the successful deployment of the frame-
work. These efforts will enable sustainable smart cities to enhance
their environmental performance, fostering resilient, adaptive,
and efficient urban ecosystems.

6.4. Limitations

While the foundational framework offers a comprehensive
strategy and operational model for integrating UB and UDT within
a unified ecosystem, several limitations must be acknowledged to
contextualize its contributions and areas for improvement.
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The framework primarily emphasizes the technological, archi-
tectural, and functional aspects of AloT-driven CPSoS, including
real-time analytics, predictive modeling, computational processes,
integration frameworks, and system coordination. However, it
does not thoroughly address the sociocultural and sociopolitical
factors that are crucial for ensuring the equitable and inclusive
implementation of sustainable smart city technologies. These
factors influence stakeholder engagement, policy formulation,
institutional buy-in, and public acceptance, which are essential for
the framework's widespread adoption and effectiveness.

A significant limitation of the framework is its reliance on the
availability of advanced infrastructure, including high-speed con-
nectivity, robust computational resources, and reliable data stor-
age systems. In resource-constrained urban contexts, such
infrastructure may be insufficient or non-existent, hindering the
applicability and scalability of the framework. This poses chal-
lenges for implementing the framework in developing regions
with limited technological maturity. Moreover, the accuracy and
reliability of the framework are contingent on the availability of
high-quality input data. Data scarcity, inconsistencies, or poor
integration can significantly impact the framework's ability to
deliver actionable insights, particularly in underdeveloped or
resource-constrained settings. This limitation highlights the need
for strategies to enhance data collection, management, and stan-
dardization in diverse urban settings. Furthermore, the framework
was developed under specific assumptions about technological
capabilities, urban infrastructure, and stakeholder priorities. These
assumptions may not be universally applicable, particularly in
cities with different levels of development, technological readi-
ness, and governance structures. As a result, the findings and
recommendations derived from this study should be interpreted
with caution when applied to urban contexts that deviate from
these assumptions.

While the framework prioritizes environmental sustainability
as a core objective, urban stakeholders often face competing de-
mands, such as economic development, social equity, and political
considerations. Balancing these diverse priorities remains a sig-
nificant challenge and requires further exploration. The frame-
work's focus on environmental objectives may not fully align with
the priorities of all stakeholders, potentially limiting its practical
adoption.

Although the framework is grounded in robust theoretical and
practical insights, it has not been empirically validated at scale in
real-world urban scenarios. It is important to note that pilot pro-
jects and practical implementations are outside the scope of this
study, which primarily seeks to establish a structured and scalable
framework for other researchers and practitioners to build upon,
advance, and adapt. Therefore, the framework's potential, scal-
ability, and adaptability remain to be fully explored with practical
application in real-world settings. Testing the framework in
diverse urban contexts is necessary to evaluate its practical per-
formance, refine its design, and address context-specific
challenges.

Methodologically, while this study provides a comprehensive
state-of-the-art review and develops an innovative foundational
framework grounded in integrative analytical and synthesized
insights, certain methodological limitations inherent to this
approach should be acknowledged: First, the study's reliance on
available literature limits its ability to capture unpublished or
emerging studies that may not yet be widely documented. This
could exclude innovative but less disseminated works or practices.
Although care was taken to ensure an exhaustive review, the
possibility of overlooking relevant contributions cannot be ruled
out. In addition, the selection of academic databases, while
extensive, may introduce bias in the scope and diversity of
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reviewed studies, potentially excluding contributions published in
less accessible sources.

Third, the thematic literature review methodology, while
effective for synthesizing insights across diverse domains, is
inherently interpretative, potentially relying on subjective judg-
ment to categorize themes and integrate findings. Despite a sys-
tematic approach, this process may be influenced by the scope of
selected studies and their framing, introducing potential biases in
how themes and trends are identified and synthesized. Lastly, the
focus on literature from 2020 to 2024 ensures recency but may
omit foundational studies developed before this period that
remain relevant to the topic.

The study positions itself transparently by recognizing these
limitations, paving the way for further refinement, validation, and
investigation of its contributions. This entails addressing socio-
cultural, infrastructural, theoretical, practical, and methodological
constraints to ensure broader relevance, applicability, and impact.
These considerations also provide a roadmap for future research
aimed at bridging the gaps between theory, technology, practice,
methodology, and policy in sustainable smart city development.

6.5. Suggestions for future research

Building on the challenges and limitations highlighted in this
study, several promising opportunities emerge for future research
to further advance the field of sustainable smart city development.
Table 12 provides a concise summary of key recommendations and
potential research avenues that aim to address existing gaps and
enhance the framework.

Addressing these research directions allows future studies to
refine and expand the proposed framework, improving its rele-
vance and effectiveness in driving sustainable smart city devel-
opment. Such efforts are instrumental in bridging existing
knowledge gaps and fostering the development of innovative, in-
clusive, and adaptable strategies to tackle the complex challenges
posed by urbanization, ecological degradation, and resource
scarcity.

7. Conclusion

This study addressed critical gaps in the rapidly burgeoning field
of sustainable smart cities by introducing a pioneering foundational
framework—Artificial Intelligence of Things for Sustainable Smart
City Brain and Digital Twin Systems. This framework integrates the
distinct yet complementary functionalities of UB and UDT as AloT-
driven CPSoS, creating a unified system that bridges real-time
operational urban management and strategic predictive urban
planning. In doing so, it provides a holistic and scalable approach to
tackling the multifaceted and interconnected challenges of envi-
ronmental sustainability in smart cities.

The study achieved its objectives by offering critical insights
into the integration of UB and UDT to enhance sustainable urban
development practices. It revealed the central role of AloT and CPS
in addressing urban complexities, emphasizing their significant
potential for system-wide optimization, cross-domain collabora-
tion, and adaptive decision-making for advancing environmental
sustainability goals in smart cities. Moreover, UB and UDT were
shown to play distinct but complementary roles within AloT-
driven ecosystems. UB demonstrated its strength in real-time ur-
ban management through its capabilities in dynamic monitoring,
in-depth analytics, and immediate decision-making, enabling
effective responses to urgent and evolving challenges. In contrast,
UDT showcased its expertise in predictive modeling and scenario
planning, leveraging advanced simulations and long-term fore-
casting to inform and shape sustainability strategies.
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Table 12
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Summary of suggestions for future research directions.

Focus areas

Research directions

Empirical validation

Sociocultural and political
dimensions

Data quality and
standardization

Energy-efficient computing

Functional synergies of cpsos

Multidisciplinary approach

Cybersecurity and ethics

Scalability and adaptability

Integration of emerging
technologies

Policy implications

Competing urban priorities

Methodological improvement

Future research should focus on implementing and testing the proposed framework in diverse urban settings to evaluate its practical
performance and scalability. Empirical validation across varying urban contexts—ranging from highly urbanized cities to resource-
constrained areas—can provide valuable insights into the framework’s effectiveness, adaptability, and generalizability. Pilot projects and
case studies would help refine the framework by identifying real-world constraints and solutions.

Further studies are needed to investigate the sociocultural and sociopolitical factors that influence the adoption and implementation of
the framework. Investigations into public trust, stakeholder engagement, participatory decision-making, equitable access to technology
and infrastructure, policy alignment, and institutional support can provide a more holistic understanding of the barriers to adoption.
Research in this area can also guide strategies to foster inclusivity, transparency, and accountability engagement in sustainable smart city
initiatives.

Given the framework's reliance on high-quality data, future research should address challenges related to data collection, integration,
and standardization. Exploring innovative approaches such as decentralized data architectures, blockchain for data integrity, and
advanced data fusion techniques can help overcome issues of data scarcity and inconsistencies. Comparative studies across cities with
different data infrastructures could identify best practices for improving data reliability.

Future work should prioritize the development of energy-efficient algorithms and computational methods to reduce the environmental
footprint of real-time analytics and large-scale simulations using advanced Al models, particularly those from the DL and GenAl
subdomains. Investigations into the integration of edge computing and distributed cloud systems, as well as green computing practices
within this framework, can align technological advancements with sustainability goals.

Research should delve deeper into enhancing the functional synergies of CPSoS by exploring advanced bidirectional feedback loops
between UB and UDT. Developing adaptive algorithms and real-time interfaces to align UB's operational analytics with UDT's strategic
simulations could improve the framework’s responsiveness to dynamic urban challenges.

The integration of UB and UDT within CPSoS demands interdisciplinary expertise. Future research should focus on fostering
collaborations among urban planners, computer scientists, environmental researchers, system engineers, and policymakers. Cross-
domain studies can provide a comprehensive understanding of the interplay of science, technology, environment, and society, thereby
enhancing the framework's applicability.

Given the sensitive nature of urban data, future research should address advanced cybersecurity measures to safeguard against threats
such as data breaches and unauthorized access. Investigating ethical frameworks for AloT-driven urban systems, including algorithmic
fairness, bias mitigation, and ethical governance, will ensure the responsible deployment of technology.

To accommodate diverse urban scales, future research should examine strategies for scaling the framework without compromising its
efficiency or functionality. Investigating modular designs and adaptive frameworks capable of accommodating varying urban
complexities would enhance its scalability. Studies on the adaptability of the framework to different cultural, social, economic, and
environmental contexts would further refine its universal applicability.

Research should explore the integration of emerging technologies, such as quantum computing, 6G communication networks, and
GenAl, to enhance the computational capabilities and efficiency of the framework. These advancements could significantly improve real-
time data processing, predictive modeling, synthetic data generation, and data augmentation capabilities, enabling more sophisticated
urban management and planning solutions.

Future studies should investigate the policy implications of integrating UB and UDT into sustainable smart city governance structures.
Research on stakeholder dynamics, participatory governance models, and regulatory frameworks could identify pathways to align policy
interventions with technological advancements. Emphasizing collaborations among stakeholders, including government agencies,
private sectors, and community organizations, will strengthen the framework's implementation.

Balancing environmental sustainability with other social and economic priorities remains a key area of ongoing research. Developing
methodologies to reconcile these competing priorities while maintaining stakeholder consensus could enhance the framework's
acceptability and alignment with urban goals.

Future research should focus on expanding the scope of literature reviews to include a wider range of perspectives and emerging
insights, diversifying academic databases to mitigate selection bias, and incorporating quantitative methods such as bibliometric
analysis or mixed-method approaches to complement thematic analysis and reduce interpretative subjectivity. In addition, revisiting
foundational studies beyond the 2020-2024 timeframe could offer valuable historical context and enrich the understanding of balanced
contributions to the field of sustainable smart city development.

Moreover, compared to UB, UDT contributes more significantly
to environmental sustainability due to its advanced functional-
ities, which enable the anticipation and mitigation of long-term
environmental challenges. UDT supports resource allocation, en-
ergy forecasting, renewable energy deployment, climate scenario
analysis, biodiversity preservation, and sustainable urban design-
—domains that require forward-looking strategies and data-
driven planning. UDT's contributions go beyond operational im-
provements by addressing systemic and structural environmental
challenges, offering pathways to achieve enduring sustainability
goals. Together, UB and UDT bridge short-term operational needs
with overarching long-term objectives, providing actionable in-
sights across various domains of environmental sustainability.
Their synergy within CPSoS frameworks exemplifies their poten-
tial to address environmental challenges holistically, integrating
dynamic real-time responses with strategic interventions.

The proposed framework emphasizes a synergistic relationship
between UB and UDT, where UB's real-time insights dynamically
inform UDT's strategic simulations, whose resulting forecasts, in
turn, refine UB's operational decisions. This bidirectional feedback
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loop ensures synchronized responses to immediate challenges
while aligning with long-term objectives to drive environmentally
sustainable smart city development. The framework establishes a
structured and scalable solution for managing and planning urban
systems more effectively by harnessing the computational and
analytical capabilities of AloT and the operational and adaptable
coordination mechanisms of CPSoS.

Within this framework, real-time management and predictive
planning are complementary approaches that represent two
distinct but interconnected temporal modalities of urban intelli-
gence. Their conceptual alignment lies in their differing functions
and focal points—reactive responses in the present versus antici-
patory strategies for the future. This deliberate juxtaposition of
temporal modalities emphasizes their role in forming a contin-
uous spectrum of urban decision-making. Together, they consti-
tute a temporal continuum—responding to current dynamics
while simultaneously preparing for long-term developments.
Their synergistic integration underscores how they can mutually
reinforce environmental outcomes in sustainable smart city
systems.
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This research offers key advancements to data-driven urban
management and planning, particularly in promoting environ-
mental sustainability in smart cities. It introduces a unified
framework that integrates UB and UDT, bridging traditionally
siloed domains of urban management and planning to better align
operational actions with long-term goals. It also demonstrates
how these technologies enable intelligent decision-making, real-
time optimization, and strategic foresight by emphasizing the in-
tegral role of AloT and CPS in equipping cities to dynamically
respond to complex environmental challenges. Furthermore, it
substantiates the synergistic potential of UB and UDT functions,
amplifying urban efficiency, resilience, and environmental per-
formance through integrated processes and practices. The pro-
posed framework provides actionable solutions for advancing
environmentally sustainable urban development by offering a
structured blueprint for researchers, practitioners, and policy-
makers. Equipped with this framework, stakeholders are better
positioned to design adaptive and collaborative urban ecosystems
that harmonize real-time management with strategic planning.

The framework advances the broader goals of sustainable smart
city development by unifying dynamic urban operations and
strategic foresight. It provides actionable pathways for optimizing
resource utilization, reducing carbon emissions, and fostering
resilience, demonstrating the power of aligning operational effi-
ciency with predictive planning. Through its holistic and integra-
tive approach, the proposed framework positions itself as a
transformative model for fostering environmentally conscious,
adaptive, and efficient urban ecosystems, paving the way for an
innovative urban future.

However, several limitations and challenges need to be
addressed and overcome for the framework to be fully realized and
widely implemented. These limitations and challenges, which
were extensively discussed in the previous section, highlight the
complexities inherent in achieving seamless integration and
scalability across diverse urban contexts. Addressing these obsta-
cles is crucial to unlocking the full potential of the proposed
framework and ensuring its long-term viability and impact.

CRediT authorship contribution statement

Simon Elias Bibri: Writing - Review & Editing, Writing -
Original Draft, Visualization, Methodology, Investigation, Data
Curation, Conceptualization. Jeffrey Huang: Writing - Review &
Editing.

Declaration of competing interest

The author declares that they have no known competing
financial interests or personal relationships that could have
appeared to influence the work reported in this paper.

Acknowledgement

The authors acknowledge the financial support provided by
Innosuisse for the Blue City Flagship Project (Flagship ID #PFFS-
21- 03).

References

[1] A. Abu-Rayash, 1. Dincer, Development of an integrated model for envi-
ronmentally and economically sustainable and smart cities, Sustain. Energy
Technol. Assessments 73 (2025) 104096, https://doi.org/10.1016/j.
seta.2024.104096.

R.K. Mishra, C.L. Kumari, S. Chachra, P.SJ. Krishna, A. Dubey, R.B. Singh
(Eds.), Smart Cities for Sustainable Development. Advances in Geographical
and Environmental Sciences, Springer, 2022.

[2

24

[3]

[4]

[5]

[6

[7

[8

[9

(10]

[11]

[12]

[13]

[14]

[15]

[16]

(17]

(18]

[19]

[20]

(21]

[22]

(23]

[24]

[25]

Environmental Science and Ecotechnology 26 (2025) 100591

K. Saravanan, G. Sakthinathan, Handbook of Green Engineering Technolo-
gies for Sustainable Smart Cities, CRC Press, 2021.

S.E. Shmelev, I.A. Shmeleva, Smart and sustainable benchmarking of cities
and regions in Europe: the application of multicriteria assessment, Cities
156 (2025) 105533, https://doi.org/10.1016/j.cities.2024.105533.

N. Tura, V. Ojanen, Sustainability-oriented innovations in smart cities: a
systematic review and emerging themes, Cities 126 (2022) 103716, https://
doi.org/10.1016/j.cities.2022.103716.

S.E. Bibri, Artificial intelligence and artificial intelligence of things solutions
for smarter eco-cities: advancing environmental sustainability and climate
change strategies, in: Artificial Intelligence of Things for Smarter Eco-Cities:
Pioneering the Environmental Synergies of Urban Brain, Digital Twin,
Metabolic Circularity, and Platform, CRC/Taylor & Francis Group, 2025,
https://doi.org/10.1201/9781003536420.

S.E. Bibri, A. Alexandre, A. Sharifi, J. Krogstie, Environmentally sustainable
smart cities and their converging Al, IoT, and big data technologies and
solutions: an integrated approach to an extensive literature review, Energy
Informatics 6 (2023) 9.

R.H. Al-Dabbagh, Dubai, the sustainable, smart city, Renewable Energy and
Environmental Sustainability 7 (3) (2022) 12.

F.A. Almalki, S.H. Alsamhi, R. Sahal, ]. Hassan, A. Hawbani, N.S. Rajput, A. Saif,
J. Morgan, J. Breslin, Green IoT for eco-friendly and sustainable smart cities:
future directions and opportunities, Mobile Network. Appl. (2021), https://
doi.org/10.1007/s11036-021-01790-w.

X.H. Chu, D. Ge, S. Alamri, D. Toghraie, Greening smart cities: an investi-
gation of the integration of urban natural resources and smart city tech-
nologies for promoting environmental sustainability, Sustain. Cities Soc. 99
(2023) 104985, https://doi.org/10.1016/j.5cs5.2023.104985.

D. Peteleaza, A. Matei, R. Sorostinean, A. Gellert, U. Fiore, B.C. Zamfirescu,
F. Palmieri, Electricity consumption forecasting for sustainable smart cities
using machine learning methods, Internet of Things 27 (2024) 101322,
https://doi.org/10.1016/j.i0t.2024.101322.

S.L. Tripathi, S. Ganguli, A. Kumar, T. Magradze, Intelligent Green Technol-
ogies for Sustainable Smart Cities, John Wiley & Sons, 2022.

T. Alam, R. Gupta, S. Qamar, A. Ullah, Recent applications of artificial in-
telligence for sustainable development in smart cities, in: M. Al-Emran,
K. Shaalan (Eds.), Recent Innovations in Artificial Intelligence and Smart
Applications, Studies in Computational Intelligence, vol.1061, Springer,
Cham, 2022, https://doi.org/10.1007/978-3-031-14748-7_8.

.-P. Efthymiou, T.E. Egleton, Artificial intelligence for sustainable smart
cities, in: Handbook of Research on Applications of Ai, Digital Twin, and
Internet of Things for Sustainable Development, IGI Global, 2023, pp. 1-11.
M.K. Gourisaria, G. Jee, G. Harshvardhan, D. Konar, P.K. Singh, Artificially
intelligent and sustainable smart cities, in: Sustainable Smart Cities:
Theoretical Foundations and Practical Considerations, Springer, 2022,
pp. 237-268.

K. Herath, M. Mittal, Adoption of artificial intelligence in smart cities: a
comprehensive review, International Journal of Information Management
Data Insights 2 (1) (2022) 100076, https://doi.org/10.1016/j.
jiimei.2022.100076.

P. Mishra, G. Singh, Artificial intelligence for sustainable smart cities, in:
Sustainable Smart Cities: Enabling Technologies, Energy Trends and Po-
tential Applications, Springer, Cham, 2023, https://doi.org/10.1007/978-3-
031-33354-5_6.

Sustainable smart cities, in: P.K. Singh, M. Paprzycki, M. Essaaidi, S. Rahimi
(Eds.), Studies in Computational Intelligence, vol. 942, Springer, Cham,
2023, https://doi.org/10.1007/978-3-031-08815-5_14.

R. Wolniak, K. Stecuta, Artificial intelligence in smart cities—Applications,
barriers, and future directions: a review, Smart Cities 7 (3) (2024)
1346-1389, https://doi.org/10.3390/smartcities7030057.

M.E.E. Alahi, A. Sukkuea, FW. Tina, A. Nag, W. Kurdthongmee,
K. Suwannarat, S.C. Mukhopadhyay, Integration of loT-enabled technologies
and artificial intelligence (AI) for smart city scenario: recent advancements
and future trends, Sensors 23 (11) (2023) 5206.

S. Akhter, J. Arefin, M.S. Hossen, M.H. Bhuyan, S.M.B. Taslim, M.S.R. Zishan,
M. Amanul Islam, Neuro-symbolic Al for loT-driven smart cities: a next-
generation framework for urban intelligence, Journal of Computer Science
and Technology Studies 7 (2) (2025) 36-55, https://doi.org/10.32996/
jcsts.2025.7.2.4.

S. Bibri, ]. Krogstie, A. Kaboli, A. Alahi, Smarter eco-cities and their leading-
edge artificial intelligence of things solutions for environmental sustain-
ability: a comprehensive systemic review, Environmental Science and
Ecotechnlogy 19 (2023), https://doi.org/10.1016/j.ese.2023.100330.

T.V. Hoang, Impact of integrated artificial intelligence and internet of things
technologies on smart city transformation, Journal of Technical Education
Science 19 (1) (2024) 64-73, https://doi.org/10.54644/jte.2024.1532.

M. Andronie, G. Lazaroiu, M. latagan, C. Uta, R. Stefanescu, M. Cocosatu,
Artificial intelligence-based decision-making algorithms, internet of things
sensing networks, and deep learning-assisted smart process management
in cyber-physical production systems, Electronics 10 (20) (2021) 2497,
https://doi.org/10.3390/electronics10202497.

S.E. Bibri, Transformative integration of artificial intelligence of things and
cyber-physical systems of systems advancing smarter eco-cities and sus-
tainable smart cities, in: Artificial Intelligence of Things for Smarter Eco-
Cities: Pioneering the Environmental Synergies of Urban Brain, Digital


https://doi.org/10.1016/j.seta.2024.104096
https://doi.org/10.1016/j.seta.2024.104096
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref2
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref2
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref2
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref3
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref3
https://doi.org/10.1016/j.cities.2024.105533
https://doi.org/10.1016/j.cities.2022.103716
https://doi.org/10.1016/j.cities.2022.103716
https://doi.org/10.1201/9781003536420
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref7
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref7
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref7
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref7
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref8
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref8
https://doi.org/10.1007/s11036%2D021%2D01790%2Dw
https://doi.org/10.1007/s11036%2D021%2D01790%2Dw
https://doi.org/10.1016/j.scs.2023.104985
https://doi.org/10.1016/j.iot.2024.101322
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref12
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref12
https://doi.org/10.1007/978%2D3%2D031%2D14748%2D7_8
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref14
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref14
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref14
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref15
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref15
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref15
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref15
https://doi.org/10.1016/j.jjimei.2022.100076
https://doi.org/10.1016/j.jjimei.2022.100076
https://doi.org/10.1007/978%2D3%2D031%2D33354%2D5_6
https://doi.org/10.1007/978%2D3%2D031%2D33354%2D5_6
https://doi.org/10.1007/978%2D3%2D031%2D08815%2D5_14
https://doi.org/10.3390/smartcities7030057
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref20
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref20
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref20
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref20
https://doi.org/10.32996/jcsts.2025.7.2.4
https://doi.org/10.32996/jcsts.2025.7.2.4
https://doi.org/10.1016/j.ese.2023.100330
https://doi.org/10.54644/jte.2024.1532
https://doi.org/10.3390/electronics10202497

S.E. Bibri and J. Huang

[26]

[27]

(28]

[29]

(30]

[31]

(32]

[33]

[34]

(35]

(36]

(37]

(38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

Twin, Metabolic Circularity, and Platform, CRC/Taylor & Francis Group,
2025, https://doi.org/10.1201/9781003536420.

M.K. Hasan, R.A. Abdulkadir, S. Islam, T.R. Gadekallu, N. Safie, A review on
machine learning techniques for secured cyber-physical systems in smart
grid networks, Energy Rep. 11 (2024) 1268-1290, https://doi.org/10.1016/j.
egyr.2023.12.040.

M. Juma, K. Shaalan, Cyberphysical systems in the smart city: challenges
and future trends for strategic research, in: A.E. Hassanien, A. Darwish
(Eds.), Intelligent Data-Centric Systems: Swarm Intelligence for Resource
Management in Internet of Things, Academic Press, 2020, pp. 65-85, https://
doi.org/10.1016/B978-0-12-818287-1.00008-5.

F. Khan, R.L. Kumar, S. Kadry, Y. Nam, M.N. Meqdad, Cyber physical systems:
a smart city perspective, Int. J. Electr. Comput. Eng. 11 (4) (2021)
3609-3616, https://doi.org/10.11591/ijece.v11i4.pp3609-3616.

S.E. Bibri, Transforming smarter eco-cities with artificial intelligence: har-
nessing the synergies of circular economy, metabolic circularity, and
tripartite sustainability, in: Artificial Intelligence of Things for Smarter Eco-
Cities: Pioneering the Environmental Synergies of Urban Brain, Digital Twin,
Metabolic Circularity, and Platform, CRC/Taylor & Francis Group, 2025,
https://doi.org/10.1201/9781003536420.

B. Alwar, H. Edgardo, E. Faustino, Integrating IoT and artificial intelligence
for sustainable smart city development: a case study approach, Information
Technology Engineering Journals (ITEJ) 9 (2) (2024) 80-90, https://doi.org/
10.24235/itej.v9i2.137.

K.N. Anjum, M.A.H. Raju, M.H. Saikat, S.P. Avi, K.T. Islam, R. Hoque, T. Imam,
Exploring the multifaceted impact of artificial intelligence and the internet
of things on smart city management, Journal of Computer Science and
Technology Studies 6 (1) (2024) 241-248, https://doi.org/10.32996/
jcsts.2024.6.1.28.

S.E. Bibri, J. Huang, Artificial intelligence and digital twins for advancing
smart, green, and zero-energy buildings: a systematic review of leading-
edge environmental sustainability solutions, Environ. Sci. Ecotechnol.
(2025) (in press).

H. Hao, Y. Wang, ]. Chen, Empowering scenario planning with artificial in-
telligence: a perspective on building smart and resilient cities, Engineering
(2024), https://doi.org/10.1016/j.eng.2024.06.012.

AH. Hassan, EM. Ahmed, J.M. Hussien, R.B. Sulaiman, M. Abdulhak,
H. Kahtan, A cyber physical sustainable smart city framework toward so-
ciety 5.0: explainable Al for enhanced SDGs monitoring, Research in Glob-
alization 10 (2025) 100275, https://doi.org/10.1016/j.resglo.2025.100275.
A. Kataria, S. Rani, S. Kautish, Artificial intelligence of things for sustainable
development of smart city infrastructures, in: W. Leal Filho, S. Kautish,
T. Wall, S. Rewhorn, S.K. Paul (Eds.), Digital Technologies to Implement the UN
Sustainable Development Goals (World Sustainability Series), Springer,
Cham, 2024, https://doi.org/10.1007/978-3-031-68427-2_10.

KN. Kumar, Y.A. Jeevanantham, S.S. Kerur, S.P. Kumar, ].P. Ranjusha,
M. Sudhakar, A multidisciplinary approach to sustainable smart city
development: cyber-Physical systems, in: Urban Mobility and Challenges of
Intelligent Transportation Systems, IGI Global, 2025, p. 22, https://doi.org/
10.4018/979-8-3693-7984-4.ch023.

B.K. Mishra (Ed.), Handbook of research on applications of Al, digital twin,
and internet of things for sustainable development, IGI Global (2023),
https://doi.org/10.4018/978-1-6684-6821-0. Hershey, PA.

A. Mishra, A.V. Jha, B. Appasani, A.K. Ray, D.K. Gupta, A.N. Ghazali, Emerging
technologies and design aspects of next generation cyber physical system
with a smart city application perspective, International Journal of System
Assurance Engineering and Management 14 (Suppl 3) (2023) 699-721,
https://doi.org/10.1007/s13198-021-01523-y.

S. Mishra, K. Siakas, G. Lampropoulos (Eds.), Artificial Intelligence of Things
for Achieving Sustainable Development Goals, Lecture Notes on Data En-
gineering and Communications Technologies, vol. 192, Springer, 2024,
https://doi.org/10.1007/978-3-031-53433-1.

A. Puliafito, G. Tricomi, A. Zafeiropoulos, S. Papavassiliou, Smart cities of the
future as cyber physical systems: challenges and enabling technologies,
Sensors 21 (10) (2021) 3349, https://doi.org/10.3390/s21103349.

K.D. Singh, P. Singh, R. Chhabra, G. Kaur, A. Bansal, V. Tripathi, Cyber-
physical systems for smart city applications: a comparative study, in: 2023
International Conference on Advancement in Computation & Computer
Technologies (InCACCT), Gharuan, India, 2023, pp. 871-876, https://doi.org/
10.1109/InCACCT57535.2023.10141719.

H. Thamik, J.D.F. Cabrera, J. Wu, The digital paradigm: unraveling the impact
of artificial intelligence and internet of things on achieving sustainable
development goals, in: S. Mishra, K. Siakas, G. Lampropoulos (Eds.), Artificial
Intelligence of Things for Achieving Sustainable Development Goals (Lecture
Notes on Data Engineering and Communications Technologies, vol. 192,
Springer, Cham, 2024, https://doi.org/10.1007/978-3-031-53433-1_2.

M.A. Uwaga, E.O. Ogunbiyi, Artificial intelligence in environmental conser-
vation: evaluating cyber risks and opportunities for sustainable practices,
Computer Science & IT Research Journal 5 (5) (2024) 1178-1209, https://
doi.org/10.51594/csitrj.v5i5.1156.

K. Ahmed, M.K. Dubey, A. Kumar, S. Dubey, Artificial intelligence and IoT
driven system architecture for municipality waste management in smart
cities: a review, Measurement: Sensors 36 (2024) 101395, https://doi.org/
10.1016/j.measen.2024.101395.

F.A. Alaba, U. Sani, E.G. Dada, B.H. Mohammed, AloT-enabled smart grids:

25

[46]

[47]

[48]

[49]

[50]

[51]

[52]

(53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

(61]

[62]

[63]

[64]

Environmental Science and Ecotechnology 26 (2025) 100591

advancing energy efficiency and renewable energy integration, in: S. Misra,
K. Siakas, G. Lampropoulos (Eds.), Artificial Intelligence of Things for Achieving
Sustainable Development Goals. Lecture Notes on Data Engineering and
Communications Technologies, vol. 192, Springer, Cham, 2024, https://doi.
org/10.1007/978-3-031-53433-1_4.

A. Dheeraj, S. Nigam, S. Begam, S. Naha, S. Jayachitra Devi, H.S. Chaurasia,
D. Kumar, Ritika, S.K. Soam, N. Srinivasa Rao, A. Alka, V.V. Sreekanth Kumar,
S.C. Mukhopadhyay, Role of artificial intelligence (Al) and internet of things
(IoT) in mitigating climate change, in: C. Srinivasarao, et al. (Eds.), Climate
Change and Indian Agriculture: Challenges and Adaptation Strategies, ICAR-
National Academy of Agricultural Research Management, Hyderabad, 2020,
pp. 325-358.

S. El Himer, M. Ouaissa, Z. Boulouard, Artificial intelligence of things (AloT)
for renewable energies systems, in: S. El Himer, M. Ouaissa, A.A.
A. Emhemed, M. Ouaissa, Z. Boulouard (Eds.), Artificial Intelligence of Things
for Smart Green Energy Management, Studies in Systems, Decision and
Control, vol. 446, Springer, 2022, pp. 1-19, https://doi.org/10.1007/978-3-
031-04851-7_1.

N. Rane, S. Choudhary, J. Rane, Artificial intelligence and machine learning
in renewable and sustainable energy strategies: a critical review and future
perspectives, Partners Universal International Innovation Journal 2 (3)
(2024) 80-102, https://doi.org/10.5281/zenodo.12155847.

C. Tomazzoli, S. Scannapieco, M. Cristani, Internet of things and artificial
intelligence enable energy efficiency, J. Ambient Intell. Hum. Comput. 14
(2020) 4933-4954, https://doi.org/10.1007/s12652-020-02151-3.

K.P. Seng, LM. Ang, E. Ngharamike, Artificial intelligence internet of things:
a new paradigm of distributed sensor networks, Int. ]J. Distributed Sens.
Netw. (2022), https://doi.org/10.1177/15501477211062835.

P. Durana, N. Perkins, K. Valaskova, Artificial intelligence data-driven
internet of things systems, real-time advanced analytics, and cyber-
physical production networks in sustainable smart manufacturing, Econ.
Manag. Financ. Mark. 16 (1) (2021).

A. Haldorai, A review on artificial intelligence in internet of things and
cyber-physical systems, Journal of Computational Natural Sciences 3 (1)
(2023) 12-23.

K.S. Mohamed, Deep learning for IoT “Artificial Intelligence of Things
(AloT)”, in: Deep Learning-Powered Technologies. Synthesis Lectures on
Engineering, Science, and Technology, Springer, Cham, 2023 https://doi.org/
10.1007/978-3-031-35737-4_3.

P. Radanliev, D.C.D. Roure, M. Van Kleek, O. Santos, U.D. Ani, Artificial in-
telligence in cyber physical systems. https://doi.org/10.2139/ssrn.3692592,
2020.

S.E. Bibri, Artificial intelligence and its generative power for advancing the
sustainable smart city digital twin: a novel framework for data-driven
environmental planning and design, in: Artificial Intelligence of Things for
Smarter Eco-Cities: Pioneering the Environmental Synergies of Urban Brain,
Digital Twin, Metabolic Circularity, and Platform, CRC/Taylor & Francis
Group, 2025, https://doi.org/10.1201/9781003536420.

C. Alexandra, K.A. Daniell, J. Guillaume, C. Saraswat, H.R. Feldman, Cyber-
physical systems in water management and governance, Curr. Opin. Envi-
ron. Sustain. 62 (2023) 101290, https://doi.org/10.1016/j.
cosust.2023.101290.

C.G. Cassandras, Smart cities as cyber-physical social systems, Engineering 2
(2) (2016) 156-158, https://doi.org/10.1016/J.ENG.2016.02.012.

S. Radini, E. Marinelli, C. Akyol, ALL. Eusebi, V. Vasilaki, A. Mancini,
E. Frontoni, G.B. Bischetti, C. Gandolfi, E. Katsou, F. Fatone, Urban water-
energy-food-climate nexus in integrated wastewater and reuse systems:
cyber-Physical framework and innovations, Appl. Energy 298 (2021)
117268, https://doi.org/10.1016/j.apenergy.2021.117268.

F. Cugurullo, Y. Xu, When Als become oracles: generative artificial intelli-
gence, anticipatory urban governance, and the future of cities. Policy and
Society, Advance online publication, 2024, https://doi.org/10.1093/polsoc/
puae025.

G. Kierans, S. Jiingling, D. Schiitz, A first step towards a "Smart City Brain"
for sustainable development: turning the experiences of two cities into
replicable processes, in: Society 5.0 - Human Centeredness in a cyber-
physical Society, University of Pretoria, South Africa, 2023, May, https://
doi.org/10.29007/zrbr.

W. Liu, Y. Mei, Y. Ma, W. Wang, F. Hu, D. Xu, City brain: a new model of
urban governance, in: M. Li, G. Bohdcs, A. Huang, D. Chang, X. Shang (Eds.),
[EIS 2021. Lecture Notes in Operations Research, Springer, Singapore, 2022,
https://doi.org/10.1007/978-981-16-8660-3_12.

L. Wang, X. Chen, Y. Xia, L. Jiang, J. Ye, T. Hou, L. Wang, Y. Zhang, M. Li, Z. Li,
et al,, Operational data-driven intelligent modelling and visualization sys-
tem for real-world, On-Road vehicle emissions—A case study in hangzhou
city, China, Sustainability 14 (9) (2022) 5434, https://doi.org/10.3390/
su14095434.

S. Beckett, Smart city digital twins, 3D modeling and visualization tools, and
spatial cognition algorithms in artificial intelligence-based urban design
and planning, Geopolit. Hist. Int. Relat. 14 (1) (2022) 123-138. https://www.
jstor.org/stable/48679657.

S.E. Bibri, J. Huang, ]. Krogstie, Artificial intelligence of things for synergizing
smarter eco-city brain, metabolism, and platform: pioneering data-driven
environmental governance, Sustain. Cities Soc. (2024) 105516., https://doi.
org/10.1016/j.5¢5.2024.105516.


https://doi.org/10.1201/9781003536420
https://doi.org/10.1016/j.egyr.2023.12.040
https://doi.org/10.1016/j.egyr.2023.12.040
https://doi.org/10.1016/B978%2D0%2D12%2D818287%2D1.00008%2D5
https://doi.org/10.1016/B978%2D0%2D12%2D818287%2D1.00008%2D5
https://doi.org/10.11591/ijece.v11i4.pp3609%2D3616
https://doi.org/10.1201/9781003536420
https://doi.org/10.24235/itej.v9i2.137
https://doi.org/10.24235/itej.v9i2.137
https://doi.org/10.32996/jcsts.2024.6.1.28
https://doi.org/10.32996/jcsts.2024.6.1.28
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref32
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref32
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref32
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref32
https://doi.org/10.1016/j.eng.2024.06.012
https://doi.org/10.1016/j.resglo.2025.100275
https://doi.org/10.1007/978%2D3%2D031%2D68427%2D2_10
https://doi.org/10.4018/979%2D8%2D3693%2D7984%2D4.ch023
https://doi.org/10.4018/979%2D8%2D3693%2D7984%2D4.ch023
https://doi.org/10.4018/978%2D1%2D6684%2D6821%2D0
https://doi.org/10.1007/s13198%2D021%2D01523%2Dy
https://doi.org/10.1007/978%2D3%2D031%2D53433%2D1
https://doi.org/10.3390/s21103349
https://doi.org/10.1109/InCACCT57535.2023.10141719
https://doi.org/10.1109/InCACCT57535.2023.10141719
https://doi.org/10.1007/978%2D3%2D031%2D53433%2D1_2
https://doi.org/10.51594/csitrj.v5i5.1156
https://doi.org/10.51594/csitrj.v5i5.1156
https://doi.org/10.1016/j.measen.2024.101395
https://doi.org/10.1016/j.measen.2024.101395
https://doi.org/10.1007/978%2D3%2D031%2D53433%2D1_4
https://doi.org/10.1007/978%2D3%2D031%2D53433%2D1_4
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref46
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref46
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref46
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref46
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref46
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref46
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref46
https://doi.org/10.1007/978%2D3%2D031%2D04851%2D7_1
https://doi.org/10.1007/978%2D3%2D031%2D04851%2D7_1
https://doi.org/10.5281/zenodo.12155847
https://doi.org/10.1007/s12652%2D020%2D02151%2D3
https://doi.org/10.1177/15501477211062835
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref51
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref51
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref51
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref51
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref52
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref52
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref52
https://doi.org/10.1007/978%2D3%2D031%2D35737%2D4_3
https://doi.org/10.1007/978%2D3%2D031%2D35737%2D4_3
https://doi.org/10.2139/ssrn.3692592
https://doi.org/10.1201/9781003536420
https://doi.org/10.1016/j.cosust.2023.101290
https://doi.org/10.1016/j.cosust.2023.101290
https://doi.org/10.1016/J.ENG.2016.02.012
https://doi.org/10.1016/j.apenergy.2021.117268
https://doi.org/10.1093/polsoc/puae025
https://doi.org/10.1093/polsoc/puae025
https://doi.org/10.29007/zrbr
https://doi.org/10.29007/zrbr
https://doi.org/10.1007/978%2D981%2D16%2D8660%2D3_12
https://doi.org/10.3390/su14095434
https://doi.org/10.3390/su14095434
https://www.jstor.org/stable/48679657
https://www.jstor.org/stable/48679657
https://doi.org/10.1016/j.scs.2024.105516
https://doi.org/10.1016/j.scs.2024.105516

S.E. Bibri and J. Huang

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

(73]

[74]

[75]

[76]

AF. Gkontzis, S. Kotsiantis, G. Feretzakis, V.S. Verykios, Enhancing urban
resilience: smart city data analyses, forecasts, and digital twin techniques at
the neighborhood level, Future Internet 16 (2) (2024) 47, https://doi.org/
10.3390/fi16020047.

Y. Li, Al-enhanced digital twins for energy efficiency and carbon footprint
reduction in smart city infrastructure, Applied and Computational Engi-
neering 118 (2025) 42-47, https://doi.org/10.54254/2755-2721/118/
2025.20569.

H. Zarrabi, M.R. Doost Mohammadian, Fusion of digital twin, internet of
things, and artificial intelligence for urban intelligence, in: S. Pourroostaei
Ardakani, A. Cheshmehzangi (Eds.), Digital Twin Computing for Urban In-
telligence, Springer, 2024, https://doi.org/10.1007/978-981-97-8483-7_4.
XX-XX.

S.M. Zayed, G.M. Attiya, A. El-Sayed, E.E.-D. Hemdan, A review study on
digital twins with artificial intelligence and internet of things: concepts,
opportunities, challenges, tools and future scope, Multimed. Tool. Appl.
1-27 (2023), https://doi.org/10.1007/s11042-023-15611-7.

F.N. Abdeen, S. Shirowzhan, S.M.E. Sepasgozar, Citizen-centric digital twin
development with machine learning and interfaces for maintaining urban
infrastructure, Telematics Inf. 84 (2023) 102032, https://doi.org/10.1016/j.
tele.2023.102032.

S. Agostinelli, F. Cumo, G. Guidi, C. Tomazzoli, Cyber-physical systems
improving building energy management: Digital twin and artificial intelli-
gence, Energies 14 (8) (2021) 2338.

G. Mylonas, A. Kalogeras, G. Kalogeras, C. Anagnostopoulos, C. Alexakos,
L. Munoz, Digital twins from smart manufacturing to smart cities: a survey,
IEEE Access 9 (2021) 143222-143249.

E. Nica, G.H. Popescu, M. Poliak, T. Kliestik, O.-M. Sabie, Digital twin simu-
lation tools, spatial cognition algorithms, and multi-sensor fusion technol-
ogy in sustainable urban governance networks, Mathematics 11 (9) (2023)
1981, https://doi.org/10.3390/math11091981.

A.A. Salunke, Reinforcement learning empowered digital twins: pioneering
smart cities towards optimal urban dynamics, EPRA International Journal of
Research & Development (I[JRD) (2023), https://doi.org/10.36713/
epral3959.

Y. Xu, F. Cugurullo, H. Zhang, A. Gaio, W. Zhang, The emergence of artificial
intelligence in anticipatory urban governance: multi-scalar evidence of
china’s transition to city brains, J. Urban Technol. (2024) 1-25. https://doi.
org/10.1080/10630732.2023.2292823.

F. Cugurullo, Urban artificial intelligence: from automation to autonomy in
the smart city, Front. Sustain. Cities 2 (2020) 38, https://doi.org/10.3389/
frsc.2020.00038.

X. Hua, The city brain: towards real-time search for the real-world, in:
Proceedings of the 41st International ACM SIGIR Conference on Research
and Development in Information Retrieval, 2018, pp. 1343-1344, https://
doi.org/10.1145/3209978.3210208. Ann Arbor, MI, USA.

[77] J. Zhang, X.S. Hua, ]. Huang, X. Shen, J. Chen, Q. Zhou, Z. Fu, Y. Zhao, City

(78]

[79]

[80]

(81]

[82]

(83]

[84]

[85]

brain: practice of large-scale artificial intelligence in the real world, IET
Smart Cities 1 (2019) 28-37.

S. Gaba, 1. Budhiraja, V. Kumar, S. Martha, J. Khurmi, A. Singh, A systematic
analysis of enhancing cyber security using deep learning for cyber physical
systems, IEEE Access 12 (2024) 6017-6035, https://doi.org/10.1109/
ACCESS.2023.3349022.

A. Nazir, R.N. Mir, S. Qureshi, in: N. Sharma, L.K. Awasthi, M. Mangla (Eds.),
A Theoretical Framework for Deep Neural Networks over CPS: Vision,
Application, Challenges, 2022. K. P.

N. Sharma, LK. Awasthi, M. Mangla, K.P. Sharma, R. Kumar (Eds.), Cyber-
Physical Systems: a Comprehensive Guide, first ed., Chapman and Hall/CRC,
2022 https://doi.org/10.1201/9781003202752.

R. Sharma, N. Sharma, Applications of artificial intelligence in cyber-
physical systems. Cyber Physical Systems, 2022, pp. 1-14, https://doi.org/
10.1201/9781003202752-1.

S. El Himer, M. Ouaissa, A.A.A. Emhemed, M. Ouaissa, Z. Boulouard (Eds.),
Artificial Intelligence of Things for Smart Green Energy Management,
Springer, 2022, https://doi.org/10.1007/978-3-031-04851-7.

SJ. Soheli, N. Jahan, M.B. Hossain, A. Adhikary, A.R. Khan,
M. Wahiduzzaman, Smart greenhouse monitoring system using internet of
things and artificial intelligence, Wirel. Pers. Commun. 124 (4) (2022)
3603-3634, https://doi.org/10.1007/s11277-022-09528-x.

A. Bondavalli, S. Bouchenak, H. Kopetz (Eds.), Cyber-Physical Systems of
Systems: Foundations — a Conceptual Model and Some Derivations,
Springer, Cham, 2016, https://doi.org/10.1007/978-3-319-47590-5.

1. Papaefstathiou, A. Hatzopoulos (Eds.), Heterogeneous Cyber Physical
Systems of Systems, first ed., River Publishers, 2021 https://doi.org/10.1201/
9781003338390.

[86] J. Huang, S.E. Bibri, P. Keel, Generative spatial artificial intelligence for

(87]

[88]

sustainable smart cities: a pioneering large flow model for urban digital
twin, Environ. Sci. Ecotechnol. 24 (2025) 100526. https://doi.org/10.1016/j.
ese.2025.100526.

Y. Wang, Z. Su, S. Guo, M. Dai, T.H. Luan, Y. Liu, A survey on digital twins:
architecture, enabling technologies, security and privacy, and future pros-
pects, IEEE Internet Things J. 10 (17) (2023) 14965-14987, https://doi.org/
10.1109/J10T.2023.3263909.

W. Zhu, Artificial intelligence and urban governance: risk, conflict, and
strategy choice, Open J. Soc. Sci. 9 (2021) 250-261, https://doi.org/10.4236/

26

(89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]

(98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

Environmental Science and Ecotechnology 26 (2025) 100591

j$s.2021.94019.

D. Correia, L. Teixeira, J.L. Marques, Study and analysis of the relationship
between smart cities and industry 4.0: a systematic literature review, Int. J.
Technol. Manag. Sustain. Dev. 21 (1) (2022) 37-66, https://doi.org/10.1386/
tmsd_00051_1.

O. Herzog, M. Jarke, S.Z. Wu, Cooperating and competing digital twins for
industry 4.0 in urban planning contexts, Sci 5 (4) (2023) 44, https://doi.org/
10.3390/sci5040044.

S. Acharya, A.A. Khan, T. Paivarinta, Interoperability levels and challenges of
digital twins in cyber-physical systems, Journal of Industrial Information
Integration 42 (2024) 100714, https://doi.org/10.1016/.jii.2024.100714.

R. Webb, X. Bai, M.S. Smith, R. Costanza, D. Griggs, M. Moglia, M. Neuman,
P. Newman, P. Newton, B. Norman, C. Ryan, Sustainable urban systems: co-
Design and framing for transformation, Ambio 47 (2018) 57-77.

S.E. Bibri, ]J. Huang, S.K. Jagatheesaperumal, ]J. Krogstie, The synergistic
interplay of artificial intelligence and digital twin in environmentally
planning sustainable smart cities: a comprehensive systematic review,
Environ. Sci. Ecotechnol. 20 (2024) 100433, https://doi.org/10.1016/j.
ese.2024.100433.

F. Liu, F.Y. Liu, Y. Shi, City brain, a new architecture of smart city based on
the internet brain, in: IEEE 22nd International Conference on Computer
Supported Cooperative Work in Design, 2018, pp. 9-11, https://doi.org/
10.1109/CSCWD.2018.8465164. Nanjing.

F. Liuy, L. Ying, Z. Yunqin, Discussion on the definition and construction
principles of city brain. 2021 IEEE 2nd International Conference on Big Data,
Artificial Intelligence and Internet of Things Engineering (ICBAIE), 2021,
https://doi.org/10.1109/ICBAIE52039.2021.9390064. Nanchang, China.

MJ. Page, J.E. McKenzie, P.M. Bossuyt, I. Boutron, T.C. Hoffmann, C.
D. Mulrow, others, The prisma 2020 statement: an updated guideline for
reporting systematic reviews, Int. J. Surg. 88 (2021) 105906.

A. Sharifi, Z. Allam, S.E. Bibri, A.R. Khavarian-Garmsir, Smart cities and
sustainable development goals (SDGs): a systematic literature review of co-
benefits and trade-offs, Cities 146 (2024) 104659, https://doi.org/10.1016/].
cities.2023.104659.

M. Del Mar Martinez-Bravo, A. Labella-Fernandez, Sustainable smart cities:
a step beyond, in: F. Theofanidis, O. Abidi, A. Erturk, S. Colbran, E. Coskun
(Eds.), Digital Transformation and Sustainable Development in Cities and
Organizations, IGI Global, 2024, pp. 125-140, https://doi.org/10.4018/979-
8-3693-3567-3.ch006.

R. Nishant, M. Kennedy, J. Corbett, Artificial intelligence for sustainability:
challenges, opportunities, and a research agenda, Int. ]. Inf. Manag. 53
(2020) 102104.

E.K. Nti, SJ. Cobbina, E.E. Attafuah, E. Opoku, M.A. Gyan, Environmental
sustainability technologies in biodiversity, energy, transportation and water
management using artificial intelligence: a systematic review, Sustainable
Futures 4 (2022) 100068, https://doi.org/10.1016/j.sftr.2022.100068.

Z. Ullah, F. Al-Turjman, L. Mostarda, R. Gagliardi, Applications of artificial
intelligence and machine learning in smart cities, Comput. Commun. 154
(2020) 313-323.

H.A. Nguyen, D. Nawara, R. Kashef, Connecting the indispensable roles of IoT
and artificial intelligence in smart cities: a survey, Journal of Information
and Intelligence 2 (3) (2024) 261-285, https://doi.org/10.1016/j.
jiixd.2024.01.003.

K. Sahil, P. Mehta, S. Kumar Bhardwaj, L.K. Dhaliwal, Development of
mitigation strategies for climate change using artificial intelligence to attain
sustainability, in: Visualization Techniques for Climate Change with Ma-
chine Learning and Artificial Intelligence, 2023, pp. 421-448, https://doi.
org/10.1016/B978-0-323-99714-0.00021-2.

A. Shaamala, T. Yigitcanlar, A. Nili, D. Nyandega, Algorithmic green infra-
structure optimisation: review of artificial intelligence driven approaches
for tackling climate change, Sustain. Cities Soc. 101 (2024) 105182, https://
doi.org/10.1016/j.5¢s.2024.105182.

Y. Yao, A review of the comprehensive application of big data, artificial
intelligence, and internet of things technologies in smart cities, Journal of
Computational Methods in Engineering Applications 2 (1) (2022) 1-10,
https://doi.org/10.62836/jcmea.v2i1.0004.

C. Andrews, K. Cooke, A. Gomez, P. Hurtado, T. Sanchez, S. Shah, N. Wright,
Al in Planning: Opportunities and Challenges and How to Prepare, American
Planning Association, 2022. https://www.planning.org/publications/
document/9255930/.

T.S.C. Koumetio, E.B. Diop, R. Azmi, et al., Artificial intelligence based
methods for smart and sustainable urban planning: a systematic survey,
Arch. Comput. Methods Eng. 30 (5) (2023) 1421-1438, https://doi.org/
10.1007/s11831-022-09844-2.

M.S. Prajna, P. Okkie, Deployment and use of artificial intelligence (Al) in
water resources and water management, IOP Conf. Ser. Earth Environ. Sci.
1195 (2023) 012056, https://doi.org/10.1088/1755-1315/1195/1/012056.
T.H. Son, Z. Weedon, T. Yigitcanlar, T. Sanchez, ].M. Corchado, R. Mehmood,
Algorithmic urban planning for smart and sustainable development: sys-
tematic review of the literature, Sustain. Cities Soc. (2023) 104562.

Z. Chang, S. Liu, X. Xiong, Z. Cai, G. Tu, A survey of recent advances in edge-
computing-powered artificial intelligence of things, IEEE Internet Things J. 8
(18) (2021) 13849-13875, https://doi.org/10.1109/]I0T.2021.3088875.

J. Zhang, D. Tao, Empowering things with intelligence: a survey of the
progress, challenges, and opportunities in artificial intelligence of things,


https://doi.org/10.3390/fi16020047
https://doi.org/10.3390/fi16020047
https://doi.org/10.54254/2755%2D2721/118/2025.20569
https://doi.org/10.54254/2755%2D2721/118/2025.20569
https://doi.org/10.1007/978%2D981%2D97%2D8483%2D7_4
https://doi.org/10.1007/s11042%2D023%2D15611%2D7
https://doi.org/10.1016/j.tele.2023.102032
https://doi.org/10.1016/j.tele.2023.102032
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref70
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref70
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref70
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref71
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref71
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref71
https://doi.org/10.3390/math11091981
https://doi.org/10.36713/epra13959
https://doi.org/10.36713/epra13959
https://doi.org/10.1080/10630732.2023.2292823
https://doi.org/10.1080/10630732.2023.2292823
https://doi.org/10.3389/frsc.2020.00038
https://doi.org/10.3389/frsc.2020.00038
https://doi.org/10.1145/3209978.3210208
https://doi.org/10.1145/3209978.3210208
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref77
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref77
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref77
https://doi.org/10.1109/ACCESS.2023.3349022
https://doi.org/10.1109/ACCESS.2023.3349022
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref79
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref79
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref79
https://doi.org/10.1201/9781003202752
https://doi.org/10.1201/9781003202752%2D1
https://doi.org/10.1201/9781003202752%2D1
https://doi.org/10.1007/978%2D3%2D031%2D04851%2D7
https://doi.org/10.1007/s11277%2D022%2D09528%2Dx
https://doi.org/10.1007/978%2D3%2D319%2D47590%2D5
https://doi.org/10.1201/9781003338390
https://doi.org/10.1201/9781003338390
https://doi.org/10.1016/j.ese.2025.100526
https://doi.org/10.1016/j.ese.2025.100526
https://doi.org/10.1109/JIOT.2023.3263909
https://doi.org/10.1109/JIOT.2023.3263909
https://doi.org/10.4236/jss.2021.94019
https://doi.org/10.4236/jss.2021.94019
https://doi.org/10.1386/tmsd_00051_1
https://doi.org/10.1386/tmsd_00051_1
https://doi.org/10.3390/sci5040044
https://doi.org/10.3390/sci5040044
https://doi.org/10.1016/j.jii.2024.100714
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref94
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref94
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref94
https://doi.org/10.1016/j.ese.2024.100433
https://doi.org/10.1016/j.ese.2024.100433
https://doi.org/10.1109/CSCWD.2018.8465164
https://doi.org/10.1109/CSCWD.2018.8465164
https://doi.org/10.1109/ICBAIE52039.2021.9390064
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref170
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref170
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref170
https://doi.org/10.1016/j.cities.2023.104659
https://doi.org/10.1016/j.cities.2023.104659
https://doi.org/10.4018/979%2D8%2D3693%2D3567%2D3.ch006
https://doi.org/10.4018/979%2D8%2D3693%2D3567%2D3.ch006
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref99
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref99
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref99
https://doi.org/10.1016/j.sftr.2022.100068
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref101
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref101
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref101
https://doi.org/10.1016/j.jiixd.2024.01.003
https://doi.org/10.1016/j.jiixd.2024.01.003
https://doi.org/10.1016/B978%2D0%2D323%2D99714%2D0.00021%2D2
https://doi.org/10.1016/B978%2D0%2D323%2D99714%2D0.00021%2D2
https://doi.org/10.1016/j.scs.2024.105182
https://doi.org/10.1016/j.scs.2024.105182
https://doi.org/10.62836/jcmea.v2i1.0004
https://www.planning.org/publications/document/9255930/
https://www.planning.org/publications/document/9255930/
https://doi.org/10.1007/s11831%2D022%2D09844%2D2
https://doi.org/10.1007/s11831%2D022%2D09844%2D2
https://doi.org/10.1088/1755%2D1315/1195/1/012056
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref109
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref109
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref109
https://doi.org/10.1109/JIOT.2021.3088875

S.E. Bibri and J. Huang

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

IEEE Internet Things J. 8 (10) (2021) 7789-7817, https://doi.org/10.1109/
JIOT.2020.3039359.

S.E. Bibri, Smarter eco-city management, planning, and governance in the
era of artificial intelligence of things: theoretical and conceptual frame-
works, in: Artificial Intelligence of Things for Smarter Eco-Cities: Pioneering
the Environmental Synergies of Urban Brain, Digital Twin, Metabolic
Circularity, and Platform, CRC/Taylor & Francis Group, 2025, https://doi.org/
10.1201/9781003536420.

S. Christin, E. Hervet, N. Lecomte, Applications for deep learning in ecology,
Methods Ecol. Evol. 10 (10) (2019) 1632-1644.

A.B. Khajwal, C.-S. Cheng, A. Noshadravan, Multi-view deep learning for
reliable post-disaster damage classification. 13th International Workshop
on Structural Health Monitoring (IWSHM 2021), 2022, https://doi.org/
10.48550/arXiv.2208.03419.

M.G. Schultz, C. Betancourt, B. Gong, F. Kleinert, M. Langguth, L.H. Leufen,
A. Mozaffari, S. Stadtler, Can deep learning beat numerical weather pre-
diction? Philos. Trans. R. Soc. A Math. Phys. Eng. Sci. 379 (2194) (2021)
https://doi.org/10.1098/rsta.2020.0097.

S. Willcock, ]J. Martinez-Lopez, D.A.P. Hooftman, KJ. Bagstad, S. Balbi,
A. Marzo, LN. Athanasiadis, Machine learning for ecosystem services, Eco-
syst. Serv. 33 (2018) 165-174, https://doi.org/10.1016/j.ecoser.2018.04.004.
L. Chen, Z. Chen, Y. Zhang, et al., Artificial intelligence-based solutions for
climate change: a review, Environ. Chem. Lett. (2023), https://doi.org/
10.1007/s10311-023-01617-y.

T. Han, K. Muhammad, T. Hussain, ]. Lloret, SW. Baik, An efficient deep
learning framework for intelligent energy management in IoT net- works,
IEEE IoT Journal 8 (2020) 3170-3179.

J-Y. Kim, S.-B. Cho, Electric energy consumption prediction by deep
learning with state explainable autoencoder, Energies 12 (4) (2019) 739.
A. Mosavi, M. Salimi, S. Faizollahzadeh Ardabili, T. Rabczuk,
S. Shamshirband, A.R. Varkonyi-Koczy, State of the art of machine learning
models in energy systems, a systematic review, Energies 12 (7) (2019) 1301.
https://www.mdpi.com/1996-1073/12/7/1301.

B. Guzder-Williams, E. Mackres, S. Angel, A. Blei, P. Lamson-Hall, Intra-ur-
ban land use maps for a global sample of cities from Sentinel-2 satellite
imagery and computer vision, Comput. Environ. Urban Syst. 100 (2023),
https://doi.org/10.1016/j.compenvurbsys.2022.101917. Article 101917.

R. Marasinghe, T. Yigitcanlar, S. Mayere, T. Washington, M. Limb, Computer
vision applications for urban planning: a systematic review of opportunities
and constraints, Sustain. Cities Soc. 100 (105047) (2024), https://doi.org/
10.1016/j.5¢s.2023.105047.

T.W. Sanchez, Planning on the verge of Al, or Al on the verge of planning,
Urban Sci. 7 (2023) 70, https://doi.org/10.3390/urbansci7030070.

M. Canzaniello, S. Amitrano, E. Prezioso, F. Giampaolo, S. Cuomo, F. Piccialli,
in: Leveraging Digital Twins and Generative Al for effective urban mobility
management, I[EEE, 2024, pp. 146-153. https://doi.org/10.1109/
CyberSciTech64112.2024.00032.

X. Huang, H. Yang, C. Zhou, X. Shen, W. Zhuang, When digital twin meets
generative Al: intelligent closed-loop network management, IEEE Network
(2024). https://doi.org/10.1109/MNET.2024.3524474.

H. Razavi, O. Titidezh, A. Asgary, H. Bonakdari, Building Resilient Smart
Cities: The Role of Digital Twins and Generative Al in Disaster Management
Strategy, in: S. Pourroostaei Ardakani, A. Cheshmehzangi (Eds.), Digital
Twin Computing for Urban Intelligence. Urban Sustainability, Springer,
Singapore, 2024. https://doi.org/10.1007/978-981-97-8483-7_5.

H. Xu, F. Omitaomu, S. Sabri, S. Zlatanova, X. Li, Y. Song, Leveraging
generative Al for urban digital twins: a scoping review on the autonomous
generation of urban data, scenarios, designs, and 3D city models for smart
city advancement, Urban Informatics 3 (1) (2024). Article 29, https://doi.
org/10.1007/s44212-024-00060-w.

S.E. Bibri, A pioneering generative Al of things framework for sustainable
smart city brain and digital twin integration: Tackling data challenges to
advance environmental management and planning, in: In: Generative Al
and generative Al of things for sustainable smart cities: Pioneering envi-
ronmental innovations, climate solutions, and infrastructural trans-
formation, CRC Press, 2025 XX-XX.

RJ. Somers, J.A. Douthwaite, D.J. Wagg, N. Walkinshaw, R.M. Hierons, Dig-
ital-twin-based testing for cyber-physical systems: a systematic literature
review, Inf. Software Technol. 156 (2023) 107145, https://doi.org/10.1016/].
infsof.2022.107145.

M. Alowaidi, S.K. Sharma, A. AlEnizi, S. Bhardwaj, Integrating artificial in-
telligence in cyber security for cyber-physical systems, Electronic Research
Archive 31 (4) (2023) 1876-1896, https://doi.org/10.3934/era.2023097.

Z. Giirkas Aydin, M. Kazang, Using artificial intelligence in the security of
cyber physical systems, Alphanumeric Journal 11 (2) (2023) 193-206,
https://doi.org/10.17093/alphanumeric.1404181.

S. Rani, A. Kataria, M. Chauhan, P. Rattan, R. Kumar, A.K. Sivaraman, Security
and privacy challenges in the deployment of cyber-physical systems in
smart city applications: state-Of-Artwork, Mater. Today Proc. 62 (Part 7)
(2022) 4671-4676, https://doi.org/10.1016/j.matpr.2022.03.123.

A.S. Rajawat, P. Bedi, S.B. Goyal, R.N. Shaw, A. Ghosh, Reliability analysis in
cyber-physical system using deep learning for smart cities industrial IoT
network node, in: V. Piuri, R.N. Shaw, A. Ghosh, R. Islam (Eds.), Al and ot for
Smart City Applications, Studies in Computational Intelligence, vol.1002,
Springer, Singapore, 2022, https://doi.org/10.1007/978-981-16-7498-3_10.

27

[134]

[135]

[136]

[137]

[138]

[139]

[140]

[141]

[142]

[143]

[144]

[145]

[146]

[147]

[148]

[149]

[150]

[151]

[152]

[153]

[154]

[155]

[156]

[157]

Environmental Science and Ecotechnology 26 (2025) 100591

H. Kamal, W. Yénez, S. Hassan, D. Sobhy, Digital-twin-based deep rein-
forcement learning approach for adaptive traffic signal control, IEEE
Internet Things J. (99) (2024), https://doi.org/10.1109/]10T.2024.3377600,
1-1.

B. Dafflon, N. Moalla, Y. Ouzrout, The challenges, approaches, and used
techniques of CPS for manufacturing in industry 4.0: a literature review, Int.
J. Adv. Manuf. Technol. 113 (6) (2021) 2395-2412, https://doi.org/10.1007/
s00170-020-06572-4.

A. Fakhar, A.M.A. Haidar, M.O. Abdullah, N. Das, Smart grid mechanism for
green energy management: a comprehensive review, Int. J. Green Energy 20
(3) (2022) 284-308, https://doi.org/10.1080/15435075.2022.2038610.

M. Bundas, C. Nadeau, T. Nguyen, J. Shantz, M. Balduccini, T.C. Son, Towards a
framework for characterizing the behavior of Al-enabled cyber-physical and
[oT systems, in: 2021 IEEE 7th World Forum on Internet of Things (WF-IoT),
2021, pp. 551-556, https://doi.org/10.1109/WF-10T51360.2021.9595077. New
Orleans, LA, USA, 2021.

F. Caprotti, D. Liu, Platform urbanism and the Chinese smart city: the co-
production and territorialisation of hangzhou city brain, Geojournal 87
(2020) 1559-1573, https://doi.org/10.1007/s10708-020-10320-2.

C. Weil, S.E. Bibri, R. Longchamp, F. Golay, A. Alahi, Urban digital twin
challenges: a systematic review and perspectives for sustainable smart
cities, Sustain. Cities Soc. 99 (2023) 104862.

D.A. Masserov, D.D. Masserov, Applying artificial intelligence to the internet
of things, Russian journal of resources, conservation and recycling 9 (2)
(2022), https://doi.org/10.15862/05ITOR222. Available at(in Russian):
https://resources.today/PDF/05ITOR222.pdf.

A. Solanki, AK. Singh, Intelligent Systems for loe Based Smart Cities, Bentham
Science Publishers, 2023, https://doi.org/10.2174/97898151249651230101.
C. Gao, F. Wang, X. Hy, ]. Martinez, Research on sustainable design of smart
cities based on the internet of things and ecosystems, Sustainability 15 (8)
(2023) 6546, https://doi.org/10.3390/su15086546.

F. Zeng, C. Pang, H. Tang, Sensors on internet of things systems for the
sustainable development of smart cities: a systematic literature review,
Sensors 24 (7) (2024) 2074, https://doi.org/10.3390/s24072074.

T. Singh, A. Solanki, S.K. Sharma, H. Hachimi, Smart sensors and actuators
for internet of everything based smart cities: application, challenges, op-
portunities, and future trends, Intelligent Systems for IoE Based Smart Cities
1 (2023) 61, https://doi.org/10.2174/9789815124965123010006 [CH1.

D. Souza, G. Iwashima, V.C. Farias da Costa, C.E. Barbosa, ].M. de Souza,
G. Zimbrao, Architectural trends in collaborative computing: approaches in
the internet of everything era, Future Internet 16 (12) (2024) 445, https://
doi.org/10.3390/fi16120445.

W. Lawless, R. Mittu, D. Sofge, 1.S. Moskowitz, S. Russell, Artificial Intelli-
gence for the Internet of everything, Academic Press, 2019, https://doi.org/
10.1016/C2018-0-00012-2.

J. Song, D. Lyu, Z. Zhang, Z. Wang, T. Zhang, L. Ma, When cyber-physical
systems meet Al: a benchmark, an evaluation, and a way forward, in: In
Proceedings of the International Conference on Software Engineering, 2022,
pp. 343-352, https://doi.org/10.1109/ICSE-SEIP55303.2022.9794128.

S. Samadi, The convergence of Al IoT, and big data for advancing flood
analytics research, Frontiers in Water 4 (2022) 786040, https://doi.org/
10.3389/frwa.2022.786040.

P. Yuan, Artificial intelligence in the internet of things: integrating and
optimizing Al algorithms for real-time data processing and decision-mak-
ing, Applied and Computational Engineering 102 (2024) 84-89.

L. Yang, X. Chen, S.M. Perlaza, et al., Special issue on artificial-intelligence-
powered edge computing for internet of things, IEEE IoT Journal 7 (10)
(2020) 9224-9226.

S. Yang, K. Xu, L. Cui, et al., EBI-PAI: towards an efficient edge-based IoT
platform for artificial intelligence, IEEE IoT Journal 8 (2020) 9580-9593.
M. Austin, P. Delgoshaei, M. Coelho, M. Heidarinejad, Architecting smart city
digital twins: combined semantic model and machine learning approach,
J. Manag. Eng. 36 (4) (2020) 04020026.

S.E. Bibri, Artificial intelligence of sustainable smart city brain, digital twin,
and metabolism pioneering data-driven environmental management and
planning, in: Artificial Intelligence of Things for Smarter Eco-Cities: Pio-
neering the Environmental Synergies of Urban Brain, Digital Twin, Meta-
bolic Circularity, and Platform, CRC/Taylor & Francis Group, 2025, https://
doi.org/10.1201/9781003536420.

J. Wy, X. Wang, Y. Dang, Z. Lv, Digital twins and artificial intelligence in
transportation infrastructure: classification, application, and future
research directions, Comput. Electr. Eng. 101 (September 2021) (2022)
107983, https://doi.org/10.1016/j.compeleceng.2022.107983.

G. Deena, K. Gulati, R. Jha, U.R. Bajjuri, M. Sahithullah, M. Singh, Artificial
intelligence and a digital twin are effecting building energy management,
in: 2022 International Conference on Innovative Computing, Intelligent
Communication and Smart Electrical Systems (ICSES), Chennai, India, 2022,
pp. 1-8, https://doi.org/10.1109/ICSES55317.2022.9914233.

A. Almusaed, 1. Yitmen, Architectural reply for smart building design con-
cepts based on artificial intelligence simulation models and digital twins,
Sustainability 15 (6) (2023) 4955.

A. Abdessadak, H. Ghennioui, N. Thirion-Moreau, B. Elbhiri, M. Abraim,
S. Merzouk, Digital twin technology and artificial intelligence in energy
transition: a comprehensive systematic review of applications, Energy Rep.
13 (2025) 5196-5218. https://doi.org/10.1016/j.egyr.2025.04.060.


https://doi.org/10.1109/JIOT.2020.3039359
https://doi.org/10.1109/JIOT.2020.3039359
https://doi.org/10.1201/9781003536420
https://doi.org/10.1201/9781003536420
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref113
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref113
https://doi.org/10.48550/arXiv.2208.03419
https://doi.org/10.48550/arXiv.2208.03419
https://doi.org/10.1098/rsta.2020.0097
https://doi.org/10.1016/j.ecoser.2018.04.004
https://doi.org/10.1007/s10311%2D023%2D01617%2Dy
https://doi.org/10.1007/s10311%2D023%2D01617%2Dy
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref118
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref118
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref118
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref119
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref119
https://www.mdpi.com/1996-1073/12/7/1301
https://doi.org/10.1016/j.compenvurbsys.2022.101917
https://doi.org/10.1016/j.scs.2023.105047
https://doi.org/10.1016/j.scs.2023.105047
https://doi.org/10.3390/urbansci7030070
https://doi.org/10.1109/CyberSciTech64112.2024.00032
https://doi.org/10.1109/CyberSciTech64112.2024.00032
https://doi.org/10.1109/MNET.2024.3524474
https://doi.org/10.1007/978-981-97-8483-7_5
https://doi.org/10.1007/s44212-024-00060-w
https://doi.org/10.1007/s44212-024-00060-w
http://refhub.elsevier.com/S2666-4984(25)00069-9/optFqQDnSTeDK
http://refhub.elsevier.com/S2666-4984(25)00069-9/optFqQDnSTeDK
http://refhub.elsevier.com/S2666-4984(25)00069-9/optFqQDnSTeDK
http://refhub.elsevier.com/S2666-4984(25)00069-9/optFqQDnSTeDK
http://refhub.elsevier.com/S2666-4984(25)00069-9/optFqQDnSTeDK
http://refhub.elsevier.com/S2666-4984(25)00069-9/optFqQDnSTeDK
https://doi.org/10.1016/j.infsof.2022.107145
https://doi.org/10.1016/j.infsof.2022.107145
https://doi.org/10.3934/era.2023097
https://doi.org/10.17093/alphanumeric.1404181
https://doi.org/10.1016/j.matpr.2022.03.123
https://doi.org/10.1007/978%2D981%2D16%2D7498%2D3_10
https://doi.org/10.1109/JIOT.2024.3377600
https://doi.org/10.1007/s00170%2D020%2D06572%2D4
https://doi.org/10.1007/s00170%2D020%2D06572%2D4
https://doi.org/10.1080/15435075.2022.2038610
https://doi.org/10.1109/WF%2DIoT51360.2021.9595077
https://doi.org/10.1007/s10708%2D020%2D10320%2D2
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref134
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref134
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref134
https://doi.org/10.15862/05ITOR222
https://resources.today/PDF/05ITOR222.pdf
https://doi.org/10.2174/97898151249651230101
https://doi.org/10.3390/su15086546
https://doi.org/10.3390/s24072074
https://doi.org/10.2174/9789815124965123010006
https://doi.org/10.3390/fi16120445
https://doi.org/10.3390/fi16120445
https://doi.org/10.1016/C2018%2D0%2D00012%2D2
https://doi.org/10.1016/C2018%2D0%2D00012%2D2
https://doi.org/10.1109/ICSE%2DSEIP55303.2022.9794128
https://doi.org/10.3389/frwa.2022.786040
https://doi.org/10.3389/frwa.2022.786040
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref144
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref144
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref144
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref145
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref145
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref145
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref146
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref146
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref147
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref147
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref147
https://doi.org/10.1201/9781003536420
https://doi.org/10.1201/9781003536420
https://doi.org/10.1016/j.compeleceng.2022.107983
https://doi.org/10.1109/ICSES55317.2022.9914233
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref151
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref151
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref151
https://doi.org/10.1016/j.egyr.2025.04.060

S.E. Bibri and J. Huang

[158] J. Shen, P.K. Saini, X. Zhang, Machine learning and artificial intelligence for

[159]

[160]

[161]

[162]

[163]

[164]

digital twin to accelerate sustainability in positive energy districts, Data-
driven Analytics for Sustainable Buildings and Cities: From Theory to
Application (2021) 411-422.

X. Zhang, J. Shen, P.K. Saini, M. Lovati, M. Han, P. Huang, Z. Huang, Digital
twin for accelerating sustainability in positive energy district: a review of
simulation tools and applications, Front. Sustain. Cities 3 (2021) 663269,
https://doi.org/10.3389/frsc.2021.663269.

A. Sharifi, A. Tarlani Beris, A. Sharifzadeh Javidi, M. Nouri, A. Gholizadeh
Lonbar, M. Ahmadi, Application of artificial intelligence in digital twin
models for stormwater infrastructure systems in smart cities, Adv. Eng.
Inform. 61 (2024) 102485, https://doi.org/10.1016/j.aei.2024.102485.

C. Fan, C. Zhang, A. Yahja, A. Mostafavi, Disaster city digital twin: a vision for
integrating artificial and human intelligence for disaster management, Int. J.
Inf. Manag. 56 (2021) 102049.

A. Matei, M. Cocosatu, Artificial internet of things, sensor-based digital twin
urban computing vision algorithms, and blockchain cloud networks in
sustainable smart city administration, Sustainability 16 (16) (2024) 6749,
https://doi.org/10.3390/su16166749.

G. Caprari, G. Castelli, M. Montuori, M. Camardelli, R. Malvezzi, Digital twin
for urban planning in the green deal era: a state of the art and future
perspectives, Sustainability 14 (10) (2022) 6263.

M. Charitonidou, Urban scale digital twins in data-driven society: chal-
lenging digital universalism in urban planning decision-making, Int. J. Ar-
chitect. Comput. 20 (2) (2022) 238-253.

[165] ]. Ferré-Bigorra, M. Casals, M. Gangolells, The adoption of urban digital

[166]

[167]

twins, Cities 131 (2022) 10390.

B. Lei, P. Janssen, ]. Stoter, F. Biljecki, Challenges of urban digital twins: a
systematic review and a Delphi expert survey, Autom. ConStruct. 147
(2023) 104716, https://doi.org/10.1016/j.autcon.2022.104716.

A. Kumar, T. Davenport, How to make generative Al greener, Harv. Bus. Rev.

28

[168]

[169]

[170]

[171]

[172]

[173]

[174]

[175]

[176]

[177]

Environmental Science and Ecotechnology 26 (2025) 100591

(2023). https://hbr.org/2023/07/how-to-make-generative-ai-greener.

S. Luccioni, The mounting human and environmental costs of generative Al,
Ars Technica (2023). https://arstechnica.com/gadgets/2023/04/generative-
ai-is-cool-but-lets-not-forget-its-human-and-environmental-costs/.

A. Luers, ]. Koomey, E. Masanet, O. Gaffney, F. Creutzig, J. Lavista Ferres,
E. Horvitz, Will Al accelerate or delay the race to net-zero emissions? Na-
ture (2024) https://doi.org/10.1038/d41586-024-01112-3.

K. Saenko, Is generative Al bad for the environment? A computer scientist
explains the carbon footprint of ChatGPT and its cousins, The Conversation
(2023, May 23). https://theconversation.com/is-generative-ai-bad-for-the-
environment-a-computer-scientist-explains-the-carbon-footprint-of-
chatgpt-and-its-cousins-204096.

H.S. Saetra, Generative Al: here to stay, but for good? Technol. Soc. 75 (2023).
https://www.sciencedirect.com/science/article/pii/S0160791X2300177X.
A.-L. Ligozat, ]. Lefevre, A. Bugeau, J. Combaz, Unraveling the hidden envi-
ronmental impacts of Al solutions for environment, arXiv:2110.11822 [cs.
Al], https://doi.org/10.48550/arXiv.2110.11822, 2021.

R. Raman, D. Pattnaik, H.H. Lathabai, et al., Green and sustainable Al
research: an integrated thematic and topic modeling analysis, J. Big Data 11
(2024) 55, https://doi.org/10.1186/s40537-024-00920-x.

R. Schwartz, J. Dodge, N.A. Smith, O. Etzioni, Green Al, Commun. ACM 63
(12) (2020) 54-63, https://doi.org/10.1145/3381831.

A.M. Yokoyama, M. Ferro, F.B. de Paula, V.G. Vieira, B. Schulze, Investigating
hardware and software aspects in the energy consumption of machine
learning: a green Al-centric analysis, Concurrency Comput. Pract. EX. 35
(24) (2023) e7825.

D. Kamrowska-Zatuska, Impact of Al-based tools and urban big data ana-
lytics on the design and planning of cities, Land 10 (2021) 1209, https://doi.
org/10.3390/land10111209.

A. Almalaq, J.J. Zhang, Evolutionary deep learning-based energy consump-
tion prediction for buildings, IEEE Access 7 (2019) 1520-1531.


http://refhub.elsevier.com/S2666-4984(25)00069-9/sref152
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref152
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref152
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref152
https://doi.org/10.3389/frsc.2021.663269
https://doi.org/10.1016/j.aei.2024.102485
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref155
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref155
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref155
https://doi.org/10.3390/su16166749
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref157
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref157
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref157
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref158
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref158
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref158
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref159
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref159
https://doi.org/10.1016/j.autcon.2022.104716
https://hbr.org/2023/07/how-to-make-generative-ai-greener
https://arstechnica.com/gadgets/2023/04/generative-ai-is-cool-but-lets-not-forget-its-human-and-environmental-costs/
https://arstechnica.com/gadgets/2023/04/generative-ai-is-cool-but-lets-not-forget-its-human-and-environmental-costs/
https://doi.org/10.1038/d41586%2D024%2D01112%2D3
https://theconversation.com/is-generative-ai-bad-for-the-environment-a-computer-scientist-explains-the-carbon-footprint-of-chatgpt-and-its-cousins-204096
https://theconversation.com/is-generative-ai-bad-for-the-environment-a-computer-scientist-explains-the-carbon-footprint-of-chatgpt-and-its-cousins-204096
https://theconversation.com/is-generative-ai-bad-for-the-environment-a-computer-scientist-explains-the-carbon-footprint-of-chatgpt-and-its-cousins-204096
https://www.sciencedirect.com/science/article/pii/S0160791X2300177X
https://doi.org/10.48550/arXiv.2110.11822
https://doi.org/10.1186/s40537%2D024%2D00920%2Dx
https://doi.org/10.1145/3381831
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref169
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref169
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref169
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref169
https://doi.org/10.3390/land10111209
https://doi.org/10.3390/land10111209
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref177
http://refhub.elsevier.com/S2666-4984(25)00069-9/sref177

	Artificial intelligence of things for sustainable smart city brain and digital twin systems: Pioneering Environmental syner ...
	1. Introduction
	2. Related work
	3. Research methodology
	4. A comprehensive state-of-the-art thematic literature review
	4.1. Theoretical and practical foundations
	4.1.1. Sustainable smart cities: environmental sustainability and climate Resilience
	4.1.2. Artificial intelligence of things for environmental management and planning in sustainable smart cities
	4.1.3. Models and techniques in artificial intelligence of things
	4.1.4. Cyber-Physical Systems versus Cyber-Physical Systems of Systems: key characteristics, components, distinctions, and applica ...
	4.1.5. The dynamic interplay of artificial intelligence of the Internet of Everything and Cyber-Physical Systems of Systems

	4.2. Architectural and comparative insights into artificial intelligence of things-driven ecosystems
	4.2.1. Architectural layers and integration frameworks of artificial intelligence of things grounded in the data science cycle

	4.3. Comparative analysis of Urban Brain and Urban Digital Twin architectures
	4.4. The role of Urban Digital Twin and Urban Brain in advancing environmental sustainability through artificial intelligence an ...

	5. A pioneering foundational framework for integrating Urban Brain and Urban Digital Twin: leveraging their synergistic and co ...
	5.1. Key components, processes, and interconnections
	5.2. Key environmental sustainability outcomes of integrating Urban Brain and Urban Digital Twin

	6. Discussion
	6.1. Summary of findings and their interpretation
	6.2. Implications for research, practice, and policymaking
	6.3. Challenges and barriers
	6.4. Limitations
	6.5. Suggestions for future research

	7. Conclusion
	CRediT authorship contribution statement
	Declaration of competing interest
	Acknowledgement
	References


