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AH' ~ Authentication Headér
APDU \ 1 "H Application Protocol Data Unit
API o ~ Application Programming Interfate
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HMAC i " Keyedhash Message Authentication Code
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PIN @, #Z ~ Personal Identification Numbér
RSA RSA ~ RivestShamirAdleman Asymmetric Cryptographydorithm
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SSL n " Secure Sockets Layer
TCP D Ly~ Transmission ContrdProtocol
UDP 1\ " User Datagram Protocol
VPN F " Virtual Private Network
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function writeSMKey(adfkeylndex, mkindex,
adfHeaderIndex, factor, update) {

varrn =
sendApduCommand("0084000008");

if (Irtn.result) {
return false;

)

varurl = "http://192. 7w 95:863/API/
Encryptor/GenWriteKeyCommand®;

var jsonData = ("random”: ™ + rtn.data +
“"adfKeylndex™™ + adfkeyindex +
*"mkindex™:" + mkindex +
" adfHeaderindex":" + adfHeaderindex +
““factor”:” + factor + *, "update™: " + update
+“[*sm10Rsm4": “sm4"|"ecbORcbc”™: "ecb’)’

//var url = "http://192. mm w8 amm/ AP/
Encryptor/GenWriteKeyCommand?
random={0}&adfKeyindex={1}&mkindex={2}
&adfHeaderIndex={3}&factor={4}&update={5}
&sm10Rsm4={6}&ecbORcbe=(7}".

// format(rtn.data, adfkeyindex,
mkindex, adfHeaderindex, factor, update,
*sm4”, “ecb”);

var writekey = postApi(url, jsonData);//

C.1-5 H SE SM4-ECB
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create_date update_date time ¥, pin usern.. card_no d... device_sn device_name
2024-08-01 11:37:19 2024-08-01 11:37:19 2024-08-01 11:37:10 0 0 2 GPH3235201800 192.168.1.202
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2024-08-01 11:30:19 2024-08-01 2024-08-01 11:30:13 0 0 2 192 02
2024-08-01 11:27:34 2024-08-01 2024-08-01 11:27:27 0 0 2 192. N2
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o rm—————— | HMAC_SM3 HMAC *XPCZTYNICU1ZTpeP mED 2023-11-07 16 59.48 2023-11-07 16:59.54

[ S W ' HMAC_SM3 HMAC . GHRNXIYOWPBRAZVKG TEED ' 2023-11-07 17:0021 . 2023-11-07 17:01:20

B ] . HMAC_SM3 . HMAC . VESI3+WRNKXAVGAHVP 2R . 2023-11-07 17.01:16 . 2023-11-07 17.01:21 ‘ ’

[ 5= = . HMAC_SM3 . HMAC ‘ VUQX2THAE IS YEESXIX. *IED . 2023-11-07 17:01:57 . 2023-11-07 17.0259 ‘ J
. A HMAC ‘ Taan V 2023-11.07 17.02.17 . 2023-11.07 17.03.00 ‘

#include <stdio.h>
#include <string.h>

#define HASH_BLOCK_SIZE 64
#define BUF_SIZE 256

int hashisingle (void *session, unsigned char *data, unsigned int len, unsigned char *out, unsigned int *out_le

int] hmac_sm3 fchar *hmac_key, unsigned char *data, unsigned int data len, unsigned char *hash_buf)
=]

unsigned int ret = =i;

void *devHandle = NULL;

void *sessionHandle = NULL;

unsigned char ipad[BUF_SIZE];

unsigned char opad(BUF_SIZE];

unsigned int hash _out_len;

unsigned int hash_data_len;

do {
/! EBERFRE
if (SDF_OpenDevice (édevHandle) = 0) {
msglog("open device failed\n");

break:
)
25 if (SDF_OpenSession(devHandle, &sessionHandle) I= 0) {
26 msglog(“open session failed\n");
273 break;
.Z. ’
>
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2804 607.921916 10.0.0.3 10.0.0.4 ISAKMP 162 Identity Protection (Main Mode)

2805 607.921917 10.0.0.3 10.0.0.4 ISAKMP 162 Identity Protection (Main Mode)
2806 607.921917 10.0.0.4 10.0.0.3 ISAKMP 1174 Identity Protection (Main Mode)
2807 607.921919 10.0.0.4 10.0.0.3 ISAKMP 1174 Identity Protection (Main Mode)
2808 607.924247 10.0.0.3 10.0.0.4 ISAKMP 1422 Identity Protection (Main Mode)
2809 607.924249 10.0.0.3 10.0.0.4 ISAKMP 1422 Identity Protection (Main Mode)

Frame 2806: 1174 bytes on wire (9392 bits), 1174 bytes captured (9392 bits)

Ethernet II, Src: ZerooneTechn_27:8e:f4 (e4:3a:6e:27:8e:f4), Dst: ZerooneTechn_27:8c:1c (e4:3a:6e:27:8c:1c)
Internet Protocol Version 4, Src: 10.0.0.4, Dst: 10.0.0.3

User Datagram Protocol, Src Port: 500, Dst Port: 500

nternet security Assoclation and Key Management Protocol

2807 607.921.. 10.0.0.4 10.0.0.3 ISAKMP 1174 Identity Protection (Main Mode)

2808 607.924.. 10.0.0.3 10.0.0.4 Entity Protection (Main Mode
2809 607.924.. 10.0.0.3 10.0.0.4 ISAKMP 1422 Identity Protection (Main Mode)
2810 607.927.. 10.0.0.4 10.0.0.3 ISAKMP a1 Identity Protection (Main Mode)
2911 607 927 100 0 4 160841 T8AKMD 210 Tdantity Protaction (Main Moda)

~ IKE Attribute (t=3,1=2): Authentication-Method: AUTH_METHOD_DE (Digital Envelope)
Format: Type/value (Tv)

Type: Authentication-Method (3)

value: 0o0a
Authentication Melhud:IALITH METHOD DE (Dipital Envelope) (10) I

Livs vuns vnnn s

K7 ISAKMPizA: 0x11 10304
: Enryption-SM4:Hash-SM3: Authent ication-AUTH_METHOD_DE: ERRE
: Enryption-SW4;Hash-SM3; Authent ication-AUTH_METHOD DE;
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Time
2805 607.921917
2806 607.921917
2807 607.921919
2808 607.924247
2809 607.924249

01 27 QAN TALA

Source

10.6.0.3
10.0.0.4
10.0.90.4
10.0.0.3
10.6.0.3

1 A & A

Destination
10.0.0.4
10.0.0.3
10.0.0.3
10.0.0.4
10.0.0.4

AR A A 2

Protocol  Length Info

ISAKMP

162 Tdentity Protection (Main Mode)

I ISAKMP 1174 Identity Protection (Main Mode)l

ISAKMP
ISAKMP

TCAVMD

1422 Tdentity Protection (Main Mode)
1422 Tdentity Protection (Main Mode)

A1 TAantit+ir Dratactian (Madin Madal

v IKE Attribute (t=1,1=2): Encryption-Algorithm: SM4-CBC (DEPRECATED)
.. Format: Type/Value (TV)
Type: Encryption-Algorithm (1)
Value: 007

1...

Encryption Algorithmj SM4-CBC| (DEPRECATED) (127)

2807 607.921919
2808 607.924247
2809 607.924249

W01 £AT QITACA

C.2- 8 IPSect ISAKMP |

16.0.0.4
16.0.0.3
16.0.0.3

1 A @ A

10.0.0.3
10.0.0.4
10.0.0.4

AR &~ 2

ISAKMP
ISAKMP
ISAKMP

TCAKFMD

[ SM4-CBCE

1174 Identity Protection (Main Mode)

1422 Identity Protection
1422 Identity Protection

A1 TAantityr Dhatactinn

(Main Mode)
(Main Mode)

fMAadn Madany

IKE Attribute
v IKE Attribute

1...

Value

: 9914

[_HASH Algorithm: sM3 (20) |

C.2- 9 IPSect

ISAKMP |
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(t=1,1=2): Encryption-Algorithm: SM4-CBC (DEPRECATED)
(t=2,1=2): Hash-Algorithm: SM3
Ceee e Format: Type/Value (TV)
Type: Hash-Algorithm (2)

I HMAC-SM3€
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[==1

Ha.

Time Source Destination Frotoceol Length Info
11 1.286769 16.8.8.1 16.0.06.2 GMS5Lv1 159 Client Hello
12 1.2842%4 18.9.8.2 18.0.0.1 GMSSLvl 1349 Server Hello, Certificate, Serwver Key Exchange, Server Hello Done
13 1.288932 18.9.9.1 18.0.8.2 GMSSLvl 313 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
15 1.295843 168.8.8.2 18.8.9.1 GMSSLvl 145 Change Cipher Spec, Encrypted Handshake Message
16 1.296176 10.8.06.1 10.8.0.2 GMSSLvl 203 Application Data
19 1.382354 16.8.8.2 16.8.06.1 GM55Lv1 611 Application Data

Frame 11: 159 bytes on wire (1272 bits), 159 bytes captured (1272 bits)
Ethernet II, Src: BizlinkK 42:24:ad (9c:eb:e8:42:24:ad), Dst: SuperMic d1:83:81 (ac:1f:6b:d1:83:81)

j Spce 1o @ a1, Dst. 168 0.8 2
Transmission Control Protocol, Src Port: 53612, Dst Port: 443, Seq: 1, Ack: 1, Len: 1@5 I

Secure Sockets Layer

C.2- 13 SSL HE 1P [ 10.XX.XX.1] 10.XX.XX.2§ & ° « f TCP 443€

v GMTLSv1l Record Layer: Handshake Protocol: Server Hello

i (22)
Version: GMTLS (@x8101)

Length: 82

v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 78
Version: GMTLS (@xe1e01)
Random: 5ed8968e7d19162fdclacal3lddf438b55275de556c9994a8ff3bb871393ddcd
Session ID Length: 32
Session ID: 8c8cBabAb5e563627449e51db59%ef53el16a9debablatd8434e86e@321bcc78e
Cipher Suite: ECC_SM4_(CBC_SM3 (@xeB13)
Compression Method: null (B)
Extensions Length: 6
Extension: ec_point_formats (len=2)
[JA3S Fullstring: 257,57363,11]
[JA3S: b4113dc667271059d053a701494097F3]

C.2-14SSLA Server Hello ~ t ECC_SM4_CBC_SM3)i w | SM2y * SM4-CBCy HMAC-SM3
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s 1A1000000000000

LREE EFseEHionEEnss |

L] C o

ERER

e
HE
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A JA2020/6/3 0:00:00§2, FE2020/9/3 ...
if*&%ﬂ?ﬁ ecPublicKey

FiHEAAE %{H: F67852B0DB548FD81C515ED32894. . .

ARENADE. .. KeyID=1febcfdd8£c52222974a298a15e. . .

FHETIRITIDNT 564e42e0d16360fbc7f6eb51 edafbdaa?. . .

ERE  FD 8RS | #a
WEPRIEES). .. [1]CEL Distribution Foint Dis... S

PMABHITRR (00 12 31 32 30 31 30 31 31 3939 ... S
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ssLig |[ DTLSiER |[ SR |[ iEs/Key |[ hmiEsmsEiys || SEaiBiEsmai || CRUFSmENN | iEneE || sitzs
BOSST | &R

BXSSLigSE

EmssL: 7
SSLEMUARS: SSLv3 TLSv1 TLSV12 SM2v1l ¢
BEESSLEEEF Y
SSL Eihas:
EERETETIE RS
EFTEEFEBIAEN: v
OCSP URL:

C.2-18SSLVPN 1 SSLY

ssLigg |[ DTLSIEH || CSR |[ iET/Key || sEEBEEIUS || SEOREBHSEIUS || CRUEBIEIUS [ iEBEE || stz
i

RS

SEiE s

| [ v 128 bit SM4 (ECC/SM3)

2 v 128 bit SM4 (ECDH
| 3 | Disabled v | | 128 bit AES (ECDHE-ECDSA/SHA)
| 4 |[Disabled * 256 bit AES-GCM (ECDHE-RSA/SHA384)

5 || Disabled v | 128 bit AES-GCM (ECDHE-RSA/SHAZ56)
6 Disabled ¥ 256 bit AES (ECDHE-ECDSA/SHA)
7 | Disabled v | | 256 bit AES (ECDHE-ECDSA/SHA384)
Disabled v 256 bit AES-GCM (ECDHE-ECDSA/SHA384)
| | Disabled v | | 128 bit AES-GCM (ECDHE-ECDSA/SHA256)

|| Disabled v | 256 bit AES (ECDHE-RSA/SHA3S4)
|| Disabled * 128 bit AES (ECDHE-ECDSA/SHA2S6)
Disabled v 128 bit AES (ECDHE-RSA/SHA256)
9200 | nisabled v 256 hit AFS (RGA/SHA)
C.2-19SSLVPN 1 t H
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C.3-5

11.. 26.673112 172 » © 39 179 = «38

11.. 26.67329 170 R 39 1% ™ r.38

11.. 26.673305 17. ¢ © 38 178.3.3.39
-

Frame 1140: 146 bytes on wire (1168 bits), 146 bytes captured (1168 bits)
Ethernet II, Src: Hangzhou_1ld:ec:5f (©c:da:41:1d:ec:5f), Dst: Hangzhou_1d:el:
Internet ™ "N L' ™ FE L2 FmELS
Transmission Control Protocol, Src Port: 49702, OUst Por(: 4451, Se(: 1, Ack:
Data (80 bytes)

Data: 0000004cf0f1050e56455249465950415353574f52440000. ..

[Length: 8@]

peee ©c da 41 1d el 94 @c da 41 1d ec 5f 08 00 45 @e crAcccoe Aee «.E-
P010 900 84 d9 4a 40 90 40 06 ©2 bc ac 10 @3 27 ac 1@ e J@@ v Yo
020 @3 26 ¢2 26 11 63 fc 9d 54 3e a6 Se fa 3b 80 18 & &€ TP
1030 91 f6 Se e4 00 00 01 @1 ©8 ©a 50 c2 f8 ee 1f c2 LA cePeeans
040 38 37 00 20 @0 4c fo f1 ©5 @e 56 45 52 49 46 59 87---L-+ --VERIFY
1050 50 41 53 53 57 4f 52 44 00 00 00 03 32 2e 31 f2 PASSWORD - ---2.1-
060 82 96 43 41 52 44 53 4e 00 00 00 13 31 31 31 31 - ~CARDSN - ---1111
072 30 30 30 30 30 30 30 30 30 30 30 31 33 32 35 es 00000000 0001325
080 50 41 53 53 57 4f 52 44 00 00 00 06 37 32 34 34| vee i
Rese 37 37 77

F™ N A H ~J " & n
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TR RIAIE

WMAOTPEE PSS

9 4 4 2 8 0

[SULCT Always match Chrome's language | Switch DevTools to Chinese [RsRTRELTITETEIN

ol

m

tyre
Bm

X Headers Payload Preview Response Initiator Timing Cookies

v {success: false, code: "439%, message: "WIFSHNSTEHHME", requestId: “S60FCS8FB-FCE7-4B15-801@-1FSFCOSEEEEC",.}
code: "439"

message: “IFBIEIRE RN
requestId: "S6DFCSFB-FCE7-4B15-8210-1FSFC@BEEGBC"
success: false

C3-7 p' 60 Ap " &N Fds N’ €

94



C.3-8

[F]z=1

No. Tine
3831 9.314962
3@33 9.316798
3@35 9.334147
3836 9.334744
3842 9.354324
3853 9.354636

Source Des*ixction Protocol Length Info

195 = .86 1@ 110 TLSv1.2 196 Client Hello

10 == 249 19 = ] .86 TLSv1.2

197 "mE *1.86 10 Bl @210 TLSv1.2

10 -2 19 198 JE.."0. 86 TLSv1.2

18.0 =a 249 192 =@ 0 1.86  TLSv1.2 187 Application Data
165088 249 192 %8 _Tj.86  TLSv1.2 715 Application Data

1432 server Hello, Certificate, Server Key Exchange, Server Hello Done
204 Cclient Key Exchange, Change Cipher Spec, Encrypted Handshake Message
129 change Cipher Spec, Encrypted Handshake Message

» Frame 3@33: 1432 bytes on wire (11456 bits), 1432 bytes captured (11456 bits)

> Ethernet II, Src: 54:2b:de:@a:e5:bf (mt:pbhrde:@a:e5:bf), Dst: IntelCor_22:b4:34 (00:1e:67:22:b4:34)

>_Internet Protocol Version 4. Spc: 1@ B _FEE =10, Dst: 102 FEE .86
E— —

|> Transmission Control Protocol, Src rort: 443, Dst Port: 50435, Seq: 1, Ack: 143, Len: 1378 I

TLSv1.29

v Secure Sockets Layer
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello

‘}(IE 7

ot [t RE

IPHihE (19% 958 T1.86) /415 (50438) WM s IPHuhE (10.1.7%8.249) /
$PHEFRE (Clienthello) [EA] >
<Ei#3"‘»ﬁa‘i§"‘§'.§: (ServerHello) [¥#1
ASN. 1 - AR 4% i B ] 5 5
_4{&—55 (Certificate) :ii ”u, XIS 5 1 25
<€1#3§ﬁ%’4ﬂ3{4§ (ServerKevExchange)
<§l%‘3{!‘?{#& (ServerHe| | oDone)
X P EHMAA (ClientKevExchange)
HEZ#H L (ChangeCipherSpec) : e RUETHARABATFHEN >
A= % #5948 ¥ % & (EncrvptedHandshakeMessage) >

AR RETHHARADAFTSEN

Z X Z 44 & (ChangeCipherSpec) :
-

A2 948 ¥ % & (EncrvptedHandshakeMessage)

<

T
c

| +ry | €

95

ot &

O IP [ 10.XX.XX.249] 192.XX.XX.86€

N5 (443)
ERIRE

SSL=%#EF

TCP 443€

¢



C.3-9 SSLY

v Secure Sockets Layer

v TLSv1.2 Record Layer: Handshake Protocol:] Server Hello

22)
Version: TLS 1.2 (@x©303)
Length: 57

v Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)

Length: 53

Version: TLS 1.2 (@x0303)

Random: d3d2c3d9572b17bcadg658aa43add2ca59588ea563b84e868. ..

Session ID Length: @

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xce14))
ompression Metnod: NULL (0)

Extensions Length: 13

Extension: renegotiation info (len=1)

Extension: ec_point formats (len=4)

Server Hello
” AES-256-CBCy

96

Al IET

A HEES Itne

TR(E): <fE> v
FE =1
B sha256RSA ||
| E=ERERE sha256
Blliv-z el e
| A, 202065168 8:52:19
BE] 202265168 21:52:19
ﬁ%‘ [V ———
BN RSA (2048 Bits)
B 3 0
El mmenm+ Aot Ot W oo

IIDigital Signature, Key Encipherment, Key Agreement (a8)

“r + ECDHE_RSA WITH_AES 256 _CBC_SH&\
HMAC-SHALl n 6 - RSA-2048

ECDHE|
5

S

J

RSA-2048



RSN

FIEIP
B S5H2

B - e
o% -

IR B

i Default
=BdEdm 5

XiE) REE AEV BEHQ RO S1TA) fHO) B|EY W IRD #:EH)

AR I RO Qe EFE =S QAQAQE

[W]ssl

No. Tine Source Destination Length |Protocol Info .

- 1 0.000000 192.168.0.6 192.168.0.. 75|SSHv2  Server: Protocol (SSH-2.8-OpenSSH 7.3) — PSR A
2 0.021161 192.168.0.200 192.168.0.. 183} SSHv2 client: Protocol (SSH-2.@-nsssh2_5.0.0e45 NetSarang Computer, Inc.)
3 0.021884 192.168.0.6 192.168.0..  83¢SSHv2 Server: Key Exchange Init
4 0.025778 192.168.0.200 192.168.0.. 1519SSHv2 client: Key Exchange Init
51.153235 192.168.0.200 192.168.0..  102fSSHv2 Client: Elliptic Curve Diffie-Hellman Key Exchange Init
61.159377 192.168.0.6 192,168.0.. 678 SSHv2 Server: Elliptic Curve Diffie-Hellman Key Exchange Reply, New Keys
71.163299 192.168.0.200 192.168.0.. 7@ SSHv2 Client: New Keys
8 1.163409 192.168.0.200 192.168.0.. 106 SSHv2 Client: Encrypted packet (len=52)
91.163651 192.168.0.6 192.168.0.. 166{SSHv2 Server: Encrypted Da_cket (len=52)

. i Yy ¥ A3
TP B isss Bt R
C.3-10 g  SSHv2\ B v LW
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> Frame 6: 678 bytes on wire (5424 bits), 678 bytes captured (5424 bits)
> : : 11c:da:40:c5; : fe e5:5b:74 (c8:5b:76:e5:5b:74)
Internet Protocol Version 4, Src: 192.168.0.6, Dst: 192.168.0.200

> Transmission Control Protocol, Src Port: 22, Dst Port: 52757, Seq: 798, Ack: 1554, Len: 624
v SSH_Protocol
v|SSH Version 2 (encryption:aes128-cbc mac:hmac-shal compression:none) I

Packet Length: 604 s

Padding Length: 8 Bp i 6 I s SR A e B DR S

v Key Exchange

H ipti iffie-Hellman Key Exchange Reply (31)
>I KEX host key (type: ssh-rsa) » -5 0F IR 55 5 G40 ) A B v
ECDH server's ephemeral public key length: 32
ECDH server's ephemeral public key (Q_S): ©38700ced3851b9dal14d5707282831279a184aa3840728ac. ..
KEX H signature length: 271
KEX H signature: 000000077373682d72736100000100513545354cec85f6a3. ..
Padding String: 0000000000000000
> SSH Version 2 (encryption:aes128-cbc mac:hmac-shal compression:none)

c3 1 a3 SSHv2 Y oy i ECDHE] ~ AES-128-CBCy HMAC-SHA1|
: S RSA-2048
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