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Ȃ Ҭ̆ ᵀ 1 GB/T 43206-2023ȇḤ ῃ  Ḥ
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Ὴ ᵆ  

1  

ᴆҺ ᶭ GB/T 43206ð2023ȇḤ ῃ  Ḥ Ȉ

GM/T 0116ð2021ȇḤ Ȉ̆ ̆

₮ ȁ ȁ ᵬ ȁ ῤ ̆

ῃ ᵀ ᵬ ᶫ Ȃ 

ᴆ ԍ ȁ ᵀ ῃ ᵀ ᵬ̆ ‗

ץ̆ ‰ ׆̆ ҹ ѿ

ᶫ Ȃ ᴆ ҉̆ ᵀ ῏ ҍ ҙ ҙⱵ

’ └ ῃ ᵀᵬҙ ᴆȂ 

̔ ᴆҌ ȇ Ȉ ᵀ ῤ Ȃ 

2 ᴌ 

Ҋ↓ ᴆҬ ῤ Ҭ ᴆ Ҍ ȂῒҬ̆

ᴆֽ̆ ԍ ᴆ̕Ҍ ᴆ̆ῒ ̂

ḱ ̃ ԍ ᴆȂ 

GB/T 25069ĺ2022  Ḥ ῃ   

GB/T 39786ĺ2021  Ḥ ῃ  Ḥ  

GB/T 43206ĺ2023  Ḥ ῃ  Ḥ  

GB/T 43207ĺ2023  Ḥ ῃ  Ḥ  

GM/T 0116ĺ2021  Ḥ  

GM/Z 4001  

3 ӎ 

Ҋ↓ ӈ ԍ ᴆȂ 

3.1  

  recommended testing  and evaluation method  

ҹ ̆ ⌠ ԍ ҩ ῒ῏ ∞ ̆

ᴨᾢᶏ Ȃ 

3.2  

ῗ   key evidence 

ҩ ῒ῏ ∞ ̂ ῒ ľ Ŀ ľ № Ŀ ̃

Ȃ 

3.3  

  evidence collection result  

ҩ ῒ῏ ∞ ̂ ῒ ľ Ŀ ľ № Ŀ ̃

̆ ῏ ѿ Ȃ 
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4  

Ҋ↓ ԍ ᴆȂ 

AH̔ ̂Authentication Header̃  

APDU̔ ᾝ̂Application Protocol Data Unit̃   

API̔ ̂Application Programming Interfacẽ 

CRL̔ ӥ ↓ ̂Certificate Revocation List̃  

ECC̔ ̂Elliptic Curve Cryptographỹ  

ESP̔ ῃ ̂Encapsulating Security Payload̃ 

HMAC̔ ⁫ ̂Keyed-hash Message Authentication Codẽ 

IC̔ ̂Integrated Circuit̃   

IDC̔ԑ Ҭ ̂Internet Data Center̃ 

IKE̔ԑ ֜ ̂Internet Key Exchangẽ  

IPSec̔ ԑ ῃ ̂IP Securitỹ   

ISAKMP̔ԑ ῃ ̂ Internet Security Association and Key 

Management Protocol̃  

IV̔∆ ̂Initial Vector̃  

MAC̔ ≢ ̂Message Authentication Codẽ 

NVR̔ Ἕ ̂Network Video Recorder̃  

OCSP̔ ӥ ̂Online Certificate Status Protocol̃ 

PCI-E̔ ᴆԑ ̂Peripheral Component Interconnect Express̃ 

PIN̔ҩֲ ≢ ̂Personal Identification Number̃  

RSA̔ RSA ̂Rivest-Shamir-Adleman Asymmetric Cryptography Algorithm̃  

SSH̔ ῃ֜ԑ̂Secure Shell̃  

SSL̔ ῃ ̂Secure Sockets Layer̃  

TCP̔ ᴰ └ ̂Transmission Control Protocol̃   

UDP̔ ̂User Datagram Protocol̃  

VPN̔ Ғ ̂Virtual Private Network̃   

ZUC̔ ‖ӊ̂ZU Chongzhĩ  

5  

5.1 ∑ 

Ḥ ῃ ᵀ ̆ Ҋץ ↕Ȃ ֓ ’Ҋ̆

ԍΐᵣ ῃ ᴆ̆ ᴆ ₮ ῤ Ҍ ’̆

Ӟ Ҋ ↕ Ḥ ’ ᵬȂ 

a)  ‰ ↕̔ ̆ GB/T 43206Ҭ ῏ῤ ᵬ̆

Ḡ ῤ ȁ ῤ ѿ Ȃ 

b)  ↕̔ ̆ Ҍ ҉ ԑ ץ̆ Ḡ

Ȃɒ ̆ Ⱶ ᴰ Ḡ

Ҭ̆ ᴰ Ҭ № ̆

Ҭ № ץ̆

’ ⱳ ᶏ ’ Ȃ 
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c)  ↕̔ ̆ Ҍ ԑ ץ̆

Ḡ Ȃ ̆ ꞉ ⌠ ᵬҹ

∞ ᶭ Ȃɒ ̆ ԍSM2 ӥ

̆ ῏ ̆ ѿ № ̕

Ҍֽ ῏SM2 ӥ ῒ ӥ ̆ ῏ SM2 └

ȁ Ȃ 

d)  ↕̔ Ҍ ̆ ῏ ҉ Ȃ 

1)  ֟ ̆ ԍ ֟ ῃȁ

ᶏ Ȃᶛ ̆ └ ҍ ֟ ῃ ⱬ ȁ

ῃ ᶏ ȁ ҹ Ȃ 

2)  ֟ 2̆ ԍ ̂ ̃

╠ ῃ ץ̆ ᶏ ȁ

ῃ Ȃ 

5.2  

Ҍ ̆ №ҹ҈ ̆ 5-1Ȃ

̆ ᴋ ȁ ᴆ ᾛ └

ץ̆ ᵞ Ḥ Ȃ 

5-1  

     

1 ѿ  

ȁ

ȁ

 

ľץ Ŀ ľ ĿҹҺ̆

ԍ ᵝֲ ȁ

ᴆȁ

̆ԅ Ḥ

Ḥ Ȃ 

̆ᵖ

׆ ҙⱵҬ

̆

ᵞȂ 

2 ԋ  

ΐ ȁ

ȁ

ף ȁ

 

ľץ ĿҹҺ̆ ԍ

ΐᵣ ף ̆

ΐ̆ ҙⱵ Ҭ

/ᵝ ȂῒҬ̆ 

· ̔ ᶏ ҍ ȁ פ Ḥ

Ҍ

ᴍ ≢ └ Ȃ 

Ҭ̆׆

ҙⱵҬ

̆

Ȃ 

3 ҈  

ȁ

ԍ

└ Һꜚ№

 

ľץ └ Ŀҹ

Һ̆ ԍ ҙⱵҬ ῃ └

№ ̆ ԍ ᶏ

Ȃɒ ̆ ȁ ԍ └

Һꜚ№ ȂῒҬ̆ 

· ̔ Ḡ

ȁ№ ץ̆ ῃ └ȁ

ȁ  ̕

׆̆

ҙⱵҬ

̆

Ȃ

ԋ

ᾟ Ȃ 

                                                             
2 Һ ҈ Ȃ ԍ ץ ғ ᶫᴋᵥ ῃ ̆

ԍ ∞ ῒ ῃ ғ̆ ῃ ץ ῃ

⌠Ḡ ̆ Ҍ ̆ӞҌᵬҹ ᴆ Ȃ 
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· ԍ └ Һꜚ№ ̔ ȁ

ȁҬ ֲ ₯Ȃ 

̔ 

ŵ ҹ̔ľ ѿ Ŀ̖ľ ԋ Ŀ ľ ҈ ĿȂ ᶫ ԋ

Ҭ ľ̆ Ŀ ԍ ֟ ᶏ ľ̕ף Ŀ ԍ ᶏ ̆

ғ ᶫ ף ҍҙⱵ ף ѿ ̆ᶛ Ḥ Ȃ 

Ŷ ѿ ԍ ғ̆Ҍ ԍ ᶏ ̆ ҌẠ Ȃ 

5.3 ∑ 

a)  ԍ ̆ ᴨᾢ ̂ 8 ̃̆

̂ 7 ̃Ҭ ̆ ҩ

ῒ῏ ∞ ̕ ԍ ᴆ └

̆ ῒז p̆ף ↕҉ ҹ

̂ ԋ/҈ ̃ Ȃ ԍ ̆ ѿ ̂Ӟ

̆ 9 ̃̆ ҩ ∞ Ȃ 

̔ 8 Ҭ ̆ ῒ῏ ֟ ȁ ῃ

῏̆ ’Ҋ ҹ ̆p Ҍ ῒז Ȃ 

b)  ԍ ̆ ↕҉ ⌠῏ ̆ ԍ ᴆ

└ ↕̆ ѿ ̆ Ҭ ₮

῏ ̕ ԍ Ҍ̆ №῏

̆ ↕҉ ᵬҹ ῤ Ȃ 

c)  ᶏ Ҍ ≢ ⌠Ҍѿ ̆ ΐץ

ᶫ ҹ‰̆ ᵬҹ ∞ ᶭ Ȃ 

6 ᵩ  

GM/T 0116Ҭ 4 ꜚ̔ ‰ ȁ └ȁ ȁ

№ ҍ └̆ ₮ ᵣ ̆ Ҭ ҩ Һ ᵬ

Ạ₮ ̆ ᵬҹ ΐᵣ ᾟ ȂῒҬ̆ └ ң

ҩ Һ ᵬ ᴆ ῤ ̆ 6-1 Ȃ 

a)  ‰  

 Ḥ ΐ ᵀ ↕̆ ᵬҹ Ḥ ’̂

ȁҙⱵȁ ֟ȁ Ḥ ̃ Һ ̕ ↕̆ GB/T 43207

Ҭ ῤ ̆ ῃ Ḡ ȁ ῃ № ȁ ῃ

ᴆ̆ Ḥ ’Ȃ ̆ ῤ ҍḤ ’ ѿ

̆ Ḥ Ḡ ȁ ῃ ȁҌ ȁ └ ̆ ₮

Ҍѿ ̆ Ḥ ᴋ ᵝ ץ̆ Ḥ ҹ‰ Ȃ 

̔ ̆ Ḥ ҙⱵ ῃ ̆ ᶭ ῏ ȁ ‰ Ȃ

Ҍ ̆ Ҋ҈ץ ̆ Ҍ ҍ ῏ ȁľ Ŀ

Ҍ ῀⌠ ‰ ץ̆ ľ Ŀ └ Ȃ 

b)  └ 

1)  8 9 ץ̆ Ḥ ’̆ Ḥ

’ȁ ῒ Ȃ 
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2)  ̂ B̃ ̆

ץ ̂ ̃̆

7ȁ8ȁ9 ᶫ ̆ Ώ № ῤ Ȃ 

c)   

ῤ ̆ΐᵣ ̔ 

1)  ԍ ̆ ȁ ץ̆

ῤ ̆ ΐᵣ ᵬ̕ ԍ ̆ ѿ ̆

ῤ ̆ ΐᵣ ᵬȂ 

2)  8 9 ᶫ ̂ ῏ ̃̆ Ḥ׆ Ҭ

̂ C ₮ԅ № ᶛ̃Ȃ 

̔ ῏ Ҋῤץ ̆ 

ŵ ᶏ ̆ Ḥ Ҭ ֟ / ľ Ŀ

Ȃ Ạ ̆ №ҹ ҙⱵ ╠̆ ҹ

֟ / ̂ ԅ ̃ȁ Ḥ ̂ᶛ ̆ ⱴ ̃ȁ

̕ ҹ ֟ / ̂ᶛ ̆ ȁ ⱳ ȁ

̃ȁ Ȃ 

Ŷ Ҭ̆ ֲ ᵬ ҹ ᵣץ̆ ҹ

Ȃᶛ ֲ̆ № ’ȁ ָӇᵝ ᵥ ץ̆ ᵥ ᾧ

Ḥ Ȃ 

d)  № ҍ └ 

ᵀ ᶭ ѿ ῤ └ Ȃ Ҭ

ῒ῏ ∞ ̆ ᾝ ᵣ ȁ

№ ᴇ ץ̆ Ḥ Ȃ₮ΐ ȇ

ῃ ᵀ Ⱳ Ȉ ῏ ᵬȂ 

 

6-1 ┼  
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7  

Ҭ ᶏ ̂D̃ȁ / ̂Ãȁ

ῃ̂K̃҈ҩ ̆ ₮Ҍ ҊľDAKĿ ῖ ̆ҹ 8

ľ ĿҬ ҩ ῃ ᶫ Ȃ ≢

῏ 7-1ȂῒҬ̆ľAĿ ľKĿ ῏ ԍ ȁ ȁ֟ Ⱶ

ץ̆ ῃ ̆ ѿ ԋ ̕ľDĿ

῏ ԍҹ Ḥ ῃ ̆ ȁ ᶏ ̂ ̃ ᶫ ȁ

ȁ Ҍ ⱳ ̆ ѿ ԋ ҉̆

҈ ̆῍ ѿ ᵬȂ 

̔ ԍ 8 Ҭ ̆ ᶫ ᵬȂ 

7-1 ғ ⌡ ῗ  

 

 

≢ 

ᶏ  

̂7.1 ̃ 

/

̂7.2 ̃ 

ῃ 

̂7.3 ̃ 

ѿ  Ś Ś Ś 

ԋ  Ś Ś Ś 

҈  Ś / / 

̔Ś ̆/ Ҍ Ȃ 

7.1 ᶕ  

7.1.1  ᴶ  

a)   

1)  Ḥ ᾑ Ḥ Ҭ ̕ 

2)  ᾑ ῃ̕ 

3)  ᾑ ᴰ Ȃ 

b)  ֟  

IPSec/SSL VPN ῏ȁ ῃ ῏ȁ ⱴ ῏ȁ ȁ ⱴ ῏ȁ

ῃ ȁ Ȃ 

c)  ᵬ  

 7- 2 ᴶ ᵲ  

  

ѿ  

ȁ ̆ԅ Ḥȁ ᴰ

’̆ ῃ ḤḤ ȁ ᴰ Ḡ └

ῒ ̂ ֟ ȁ ̃ȁᶏ / ȁ Ȃ

ᶛ ̆ᶏ ᵥ ֟ / ̆ ֓Ḡ ̆ ᵥ / ץ

└ ῒ ᶫᴰ Ḡ ̆ ᵥ Ȃ 
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ԋ  

1̃ ΐ ̂ № ΐ̃ ᵬ №̆ ⱴ Ḡ

ᴰ ҹ 3ȁ ̂ № ̃ ҍ

Ȃ 

2̃ ̆ Ḥ ֟ ȁ

ᴆ̆ ᴰ Ḡ ᶏ / ȁḠ ȁ

Ȃ 

3̃ ף ̆ ᵝḤ ֟ ȁ

ⱴ ⱳ ף ₱ №̆ Ḥ ᴰ ᶏ ⱴ

ȁ№ ᵬ ȁ ȁḠ Ȃ 

4̃ AҬ ֟ Ȃ 

҈  

̆ ᴰ ⱳ └̂ ⱴ ⱳ ᶏ ≢

ҍ └ ̃ȁ פ ̂ ῏ҙⱵ ⱳ ┴ȁ

̃ Ȃ 

7.1.2  Ỵ  

a)   

ᾑ Ữ Ȃ 

b)  ֟  

ȁ ⱴ / ῃ Ȃ 

c)  ᵬ  

 7- 3 Ỵ ᵲ  

  

ѿ  

ȁ ̆ԅ Ҭ Ữ ’̆

ῃ Ữ Ḡ └ ῒ ̂ ֟ ȁ

̃ȁᶏ / ȁ └ Ȃᶛ ̆ᶏ ᵥ ֟ / ̆

֓Ḡ ̆ ᵥ / ץ └ ῒ ᶫ Ữ Ḡ ̆

ᵥ Ȃ 

ԋ  

1̃ Ữ ̆№ ⱴ Ḡ Ữ ҹ ȁ

̂ № ̃ ҍ Ȃ 

2̃ ̆ Ḥ ֟ ȁ

ᴆ̆ Ữ Ḡ ᶏ ȁḠ ȁ

Ȃ 

3̃ ף ̆ ᵝḤ ֟ ȁ

ⱴ ⱳ ף ₱ №̆ Ḥ Ữ ᶏ ⱴ

ȁ№ ᵬ ȁḠ Ȃ 

4̃ AҬ ֟ Ȃ 

҈  

̆ Ữ ⱳ └̂ ⱴ ⱳ ᶏ ≢

ҍ └ ̃ȁ פ ̂ ῏ҙⱵ ⱳ ┴ȁ

̃ Ȃ 

                                                             
3 ∞ ҹ Ҭ ҹ ̆ ԍ ⱴ

Ḥ ȁⱴ ⱳ ’ȁ № ̂ Base64 ̃ Ȃ 
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7.1.3  ᴶ  

a)   

1)  Ḥ ᾑ Ḥ ̕ 

2)  ᾑ ῃ̕ 

3)  ᾑ ᴰ Ȃ 

b)  ֟  

IPSec/SSL VPN ῏ȁ ῃ ῏ȁ ⱴ ῏ȁ ȁ ⱴ ῏ȁ

ῃ ȁ ȁ ῃ Ȃ 

c)  ᵬ  

 7- 4 ᴶ ᵲ  

  

ѿ  

ȁ ̆ԅ Ḥȁ ᴰ

’̆ ῃ ḤḤ ȁ ᴰ Ḡ └

ῒ ̂ ֟ ȁ ̃ȁᶏ / ȁ Ȃ

ᶛ ̆ᶏ ᵥ ֟ / ̆ ֓Ḡ ̆ ᵥ / ץ

└ ῒ ᶫᴰ Ḡ ̆ ᵥ Ȃ 

ԋ  

1̃ ΐ ̂ № ΐ̃ ᵬ №̆ Ḡ

ᴰ ̂ ȁ ≢ ̃ ҍ Ȃ 

2̃ Ḡ ̆ ΐ ̂ ΐ̃̆

ᶏ Ὲ Ȃ 

3̃ ̆ Ḥ ֟ ȁ

ᴆ̆ ᴰ Ḡ ᶏ / ȁḠ ȁ

Ȃ 

4̃ ף ̆ ᵝḤ ֟ ȁ

Ḡ ⱳ ף ₱ №̆ Ḥ ᴰ ᶏ

Ḡ ȁ№ ᵬ ȁ ȁḠ Ȃ 

5̃ AҬ ֟ Ȃ 

҈  

̆ ᴰ ⱳ └̂ Ḡ ⱳ ᶏ

≢ҍ └ ȁ ̃ȁ פ ̂ ῏ҙⱵ

ⱳ ┴ȁ ̃ Ȃ 

7.1.4  Ỵ  

a)   

1)  ᾑ Ữ ̆ Ữ  ̕

2)  Ḥ ᾑ └Ḥ ̕ 

3)  ᾑ └Ḥ ̆ Ḥ ῃ ̆

̆ ȁ ̕ 

4)  ᾑ └Ḥ ȁ Ḥ ῃ ȁ

Ữ Ȃ 

b)  ֟  

ῃ ȁPCI-E ȁ ȁ Ⱶ ȁ ⱴ / ῃ

ȁ ȁ ῃ Ȃ 

c)  ᵬ  



 

 9 

 

 7- 5 Ỵ ᵲ  

  

ѿ  

ȁ ̆ԅ ȁ └ȁ

Ữ ’̆ ῃ Ữ Ḡ └ ῒ

̂ ֟ ȁ ̃ȁᶏ / ȁ Ȃᶛ ̆

ᶏ ᵥ ֟ / ̆ ֓Ḡ ̆ ᵥ / ץ

└ ῒ ᶫ Ữ Ḡ ̆ ᵥ Ȃ 

ԋ  

1̃ Ữ ̆№ Ḡ Ữ ̂

ȁ ≢ ̃ ҍ Ȃ 

2̃ Ḡ ̆ ΐ ̂ ΐ̃̆

ᶏ Ὲ Ȃ 

3̃ ̆ Ḥ ֟ ȁ

ᴆ̆ Ữ Ḡ ᶏ ȁḠ ȁ

Ȃ 

4̃ ף ̆ ᵝḤ ֟ ȁ

Ḡ ⱳ ף ₱ №̆ Ḥ Ữ ᶏ

Ḡ ȁ№ ᵬ ȁḠ Ȃ 

5̃ AҬ ֟ Ȃ 

҈  

1̃ ̆ Ữ ⱳ └̂ Ḡ ⱳ

ᶏ ≢ҍ └ ȁ ̃ȁ פ ̂ ῏

ҙⱵ ⱳ ┴ȁ ̃ Ȃ 

2̃ ԍ └ Һꜚ№ ̆ Ữ ̂ ḱ ȁ

MAC ṿ̃̆ └ Ȃ 

7.1.5   

a)   

1)  ᾑ ᴍ ≢̕ 

2)  Ḥ ᾑ ᴍ ≢ȁ ῃ ῀ ̕ 

3)  ᾑ ᴍ ≢ȁ ῃ̆ ȁ

̕ 

4)  ᾑ ᴍ ≢Ȃ 

b)  ֟  

ȁIPSec/SSL VPN ῏ȁ ῃ ῏ȁ IC ȁ ȁꜚ

פ ̂ ꜚ פ ꜚ פ ̃ȁ ȁPCI-E ȁ ȁ

ӥ Ȃ 

c)  ᵬ  

 7- 6 ᵲ  

  

ѿ  

ȁ ̆ ≢ ᶏ Ḡ

└ ῒ ̂ ֟ ȁ ̃ȁᶏ ȁ

└ Ȃᶛ ̆ᶏ ᵥ ֟ / ̆ ֓ ᵣ ̆ ᵥ /

ץ └ ῒ ᶫ ⱳ ̆ ᵥ Ȃ 
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ԋ  

ᾑ CPU ȁ ῃ  

AҬ ֟ Ȃ 

Ḥ ῃȁ ῃȁ ᾑ 

1̃ ΐ ̂ № ΐ̃̆ ԍ ≢ ̆

≢ ṿ ̆ᶏ Ὲ ̕ ԍ

ꜚ פ ≢ ̆ ≢ Ҭ ꜚ פ ̆ ≢

̆ᶛ ꜚ פ ̂ ̃Ȃ 

2̃ ̆ ᶫ ᵣ ≢ⱳ ֟ ӥ ԍ

ᵣ ≢ ̆ ≢ ̕ ≢ ᶏ

ӥ̆ Ὲ ̂ ̃ ҍ ᵣ ̆ ῃȂ 

3̃ ̆ Ḥ ֟ ȁ

ᴆ̆ ᵣ ≢ ᶏ / ȁ ≢ ȁ

Ȃ 

4̃ ף ̆ ᵝḤ ֟ ᵣ ≢ⱳ ף

₱ ̆№ Ḥ ᵣ ≢ ᶏ ȁ ӥ Ḥ ȁ

≢ Ȃ 

5̃ AҬ ֟ Ȃ 

҈  

1̃ ̆ ᵣ ≢ⱳ └̂ ᵣ ≢ⱳ ᶏ

≢ҍ └ ȁ ̃ȁ פ ̂ ῏ҙⱵ

┴ȁ ̃ Ȃᶛ ̆ ᵣ ≢ └ GB/T 15843 ̆

≢ ľ - Ŀ ≢ ̆ ṿ ғ׆ Ȃ 

2̃ ԍ └ Һꜚ№ ̆ ᶏ ₯ȁҬ ֲ ₯ № ̆

ᴏῳȁ ȁ ῃ Ȃ 

7.1.6  Ғ  

a)   

ᾑҌ Ȃ 

b) ֟  

ȁ ȁ ῃ ȁ Ⱶ Ȃ 

c)  ᵬ  

 7- 7 Ғ ᵲ  

  

ѿ  

ȁ ̆ԅ Ḥ Ҍ └ ῒ

̂ ֟ ȁ ̃ȁᶏ ȁ └ Ȃᶛ ̆

ᶏ ᵥ ֟ / ̆ ֓῏ ᵬ ᴆ ̆ ᵥ / ץ

└ ῒ ᶫҌ Ḡ ̆ ᵥ Ȃ ̆ ῏ ᵬ

ᴆ ԅ ᵬֲ ᴍ̕ Ḥ ̆

ԅ Ȃ 

ԋ  

1̃ ΐ ̂ ΐ ΐ̃̆ ᶏ Ὲ ᵬҹ

Ҍ Ȃ 

2̃ ̆ ₮ ῏ ᵬ ᴆ ӥ̆

ӥ ̆ ӥҍ ֲȁ ֲ ᵣӊ

῏ Ȃ 
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3̃ ̆ Ḥ ֟ ȁ

ᴆ̆ Ҍ ᶏ ȁ῏ ᵬ ᴆȁ

Ȃ 

4̃ ף ̆ ᵝḤ ֟ ȁ

Ҍ ⱳ ף ₱ №̆ Ḥ Ҍ ᶏ

ȁ ӥȁ῏ ᵬ ᴆ Ȃ 

5̃ AҬ ֟ Ȃ 

҈  

̆ Ҍ ⱳ └̂ Ҍ ⱳ ᶏ

≢ҍ └ ȁҌ ̃ȁ פ ̂ ῏

ҙⱵ ┴ȁ ̃ Ȃ 

̔Ҍ ῏ Һ ԍ ᴋ ̂ ṿ̃ /

ҹҺᵣ ῒ Ḥ ҈ ֟ ғ ̂ ̃ ӥ ῤ̆

ӥ CA Ȃ 

7.2 /  

7.2.1   

7.2.1.1   

GB/T 43206-2023Ҭ 5.1.1Ȃ 

7.2.1.2   

Ḥ Ҭᶏ Ȃ 

7.2.1.3  ᵲ  

 7- 8 ᵲ  

  

ѿ  

ȁ ̆ԅ Ḥ Ҭᶏ ȁ

ῒ ̂ ֟ ȁ ̃̆ ץ ‰ ҙ

‰ ̂ SM2ȁSM3ȁSM4ȁSM9ȁZUC ̃̆

ᶏ ᴆ̆ ԍ ԑ ԑ Ὶ Ȃ 

ԋ  

1̃ ̆ ֟ ԍḤ Ḡ

ῒ ῃ ῏Ḥ Ȃ 

2̃ ΐ ̂ № ΐȁ ΐ̃̆ ⌠ ῏

№ ̆ ᶏ ῒ ῃ ῏Ḥ Ȃ 

3̃ ף ̆ ᵝḤ ֟ ȁ

ף ₱ ̆ ᶏ ῒ ῃ ῏Ḥ Ȃ 

4̃ AҬ ֟ Ȃ 

҈  / 

῏  

1. ȁ ῃ ȁ ᶏ ҈ ῍ ‗

̕ ̆ ῏ Ȃ 

1̃  

2̃ ῃ  

ŵ  
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· ↓ ̔ Ȃ 

· № ̔ ᵬ ȁ Ȃ 

Ŷ  

ᶛ ̆SM2/SM9 ̔ ̕RSA ̔ Ȃ 

ŷ ⁫  

₮̂ ⁫ṿ̃ Ȃ 

3̃ ᶏ  

ᶛ ̆ ↓ № IVṿ ̂ ⱴ IV ṿ ̃ȁ

SM2 ̂ ֟ ̃Ȃ 

̔ ᶏ ҍ ѿ ῏ Ȃ 

  4̃  

ᶛ ̆ ΐ ⌠ ̆Һ ԍ ȁ ⁫ ̕

ᴆᾛ ’Ҋ̆Ӟ ԍⱴ ȁMAC Ȃ 

2. ̆ ῏ Ҋῤ ̂ ̆ ᴪ ľAĿ ∞ ̃̔ 

ŵ ῃᶏ ᴆ̆ᶛ ̔SM1 IPץ ԍ Ҭ̆

SM7 ԍ IC ҬȂ 

Ŷ ҙ ̆ ҙ ‰ ᴆҬ‰ ᶏ Ғ

̆↕ ῏ ᶏ Ғ ҙ ҍ ῏ ѿ Ȃ 

ŷ ҙ ̆ ῏ ȁ ‰ ̂ ҙ ‰̃Ҭ‰ ᶏ

̆ ԑ ԑ ҙⱵҬᶏ RSA-2048 ↕̆

Ҭ ₮ҍ ῃ ῏ Ḥ Ȃ 

7.2.2   

7.2.2.1   

GB/T 43206-2023Ҭ 5.2.1Ȃ 

7.2.2.2   

Ḥ Ҭᶏ Ȃ 

7.2.2.3  ᵲ  

 7- 9 ᵲ  

  

ѿ  

ȁ ̆ԅ Ḥ Ҭᶏ ȁ

ῒ ̂ ֟ ȁ ̃̆ ץ ‰ ҙ

‰ Ȃ 

ԋ  

1̃ ΐ ̂ № ΐ̃̆ ⌠ ῏ № ̆ ᶏ

Ȃ 

2̃ ̆ ֟ ԍḤ Ḡ Ȃ 

3̃ ף ̆ ᵝḤ ֟ ȁ

ⱳ ף ₱ ̆ ᶏ Ȃ 

4̃ AҬ ֟ Ȃ 
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҈  / 

῏  
ȁ ȁ ץ̆ ᶫ ֟ ΐ

֟ ӥ̆ ӥ҉ ‰ Ȃ 

7.3 Ὴ 

7.3.1  ֥  

7.3.1.1   

GB/T 43206-2023Ҭ 5.3.1Ȃ 

7.3.1.2   

Ḥ Ҭᶏ ֟ ̆ A↓ҽ ֟ Ȃ 

7.3.1.3  ᵲ  

 7- 10 ֥ ᵲ  

  

ѿ  

ȁ ̔ 

1̃ ֟ ΐ ֟ ӥ ӥ̕ ҹ ӥ̆

ѿ ӥῤ ҍ ҉ ѿ Ȃɰ

῏ ‰ ֟ ̆ ῒ ῃ ̕ ԍ ֟ ̆

ѿ ῒ ֟ ӥץ ῃ Ȃ 

2̃ Ḥ Ҭᶏ ֟ ֟ ȁ ȁ ȁ ȁ

ȁ ⱳ Ḥ ̆ ῒ ֟ ӥ ӥῤ ̆

ӥ Ḥ ↕̆ ᶫ ֟ ӥ

ӥ ⱴץ Ȃ 

ԋ  

1̃ ֟ ᶏ ῃ ᴆ ̆ᶛ ֲ ᴍ ≢

̆ ֟ ῏ ᶏ ΎҬ ᴆ ᶏ ̆

֟ ᶏ ῒ ῃ ᴆȂ 

2̃ ף ӥ ӥ ̆ Ḥ

ᶏ ֟ ⱳ ף ̆ ᶏ ⱳ ҍ ֟

ᶫ ⱳ ѿ Ȃ 

҈  / 

῏  

֟ ȁ /ᶏ ѿ ȁ ֟ ῃ ᶏ

҈ ῍ ‗ Ȃ 

1̃ ֟  

֟ ӥ ӥ ץ̆ ӥ҉ ᵖҌ ԍ ӥ

ȁ ֟ ȁ ȁ ‰ ῒ ᴍ Ḥ Ȃᶭ ῏ ‰ ֟

̆ῒ ῃ Ḥ Ȃ ҹ ӥ̆ ӥῤ ҍ

҉ ѿ ’̂ ̔ ȍ ȎŕȍḤ

Ȏŕȍ ӥ Ȏ̃Ȃ 

2̃ /ᶏ ѿ  

̂1̃ Ҭ̆ ֟ ֟ ȁ ȁ ȁ ȁ

Ḥ ҍ ӥ ӥ ῒ ῤ ’Ȃ 
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̂2̃ ᶏ ̆ ֟ ᶫ ⱳ Ḥ ҍ ӥ ӥ ῒ

ῤ ’Ȃ 

3̃ ֟ ῃ ᶏ ̂ A ΐᵣ ֟ ̃ 

ᶏ ̆ ֟ ῃ ᴆ ’̆ᶛ ̆ ᵬֲ

֟ ᶏ ’Ȃ 

7.3.2  ꜙ  

7.3.2.1   

GB/T 43206-2023Ҭ 5.4.1Ȃ 

7.3.2.2   

Ḥ Ҭᶏ Ⱶ̆ ҈ Ⱶȁ Ⱶ ⱵȂ 

7.3.2.3  ᵲ  

 7- 11 ꜙ ᵲ  

  

ѿ  

ȁ ̆ Ḥ ᶏ Ⱶ Ȃ ҹ

Ⱶ̆ ᶏ ҈ Ⱶ Ⱶ Ⱶ

ΐ ᶏ ᴆȂ 

ԋ  

1̃ ΐ ̆ Ḥ ᶏ Ⱶ ᶫ ӥ

Ҭ Ȃ 

2̃ ΐ ̆ᶏ ӥ ΐ̆ ҙⱵ Ҭ ⌠ ӥ

№ ̆ ῒ GM/T 0015 ῏ Ȃ 

҈  / 

῏  

Ⱶ ȁ ӥ ң ῍ ‗ Ȃ 

1̃ Ⱶ  

ᶏ ᴆȂᶛ ̆

ӥ ̔ȇ Ⱶ Ⱶ Ȉ̂ Ⱶ

Ⱶ̃̆ ȇ Ⱶ Ȉȇ Ⱶᶏ Ȉ̂

Ⱶ̃̆ Ⱶ ᶫ ↓῀ Ὲ

Ҭ̂ ̔ ȍ Ȏŕȍ Ȏŕȍ Ⱶ

ᶏ ᵝ Ȏ/ȍ Ⱶ Ⱶ Ȏ̃Ȃ 

2̃ ӥ ̂ ҹ Ⱶ̃ 

̂1̃ ӥ ҍGM/T 0015 ’Ȃ 

̂2̃ ӥ ̆ᶏ Ȃ 

7.3.3  Ὴ  

7.3.3.1   

GB/T 43206-2023Ҭ 5.5.1Ȃ 

7.3.3.2   
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GB/T 39786-2021 BҬ ᶏ ֟ ȁ

Ⱶץ Ȃ 

7.3.3.3  ᵲ  

 7- 12 Ὴ ᵲ  

  

ѿ  

ȁ ̔ 

1̃ ᵀ ȁ └ ̆ԅ

ᵣ ץ̆ ̂ᶛ ̆ ֟ / Ⱶȁ Ȃ̃ 

2̃ └ ῤ ̆ ῃȁ ̆

GB/T 43206-2023 A ∆ Ȃ 

ԋ  

Ҭ̆ ѿ Ḥ ⌠ ῒ ῃ Ȃ

ԍ Ὲ ̆ ȁᶏ ȁ ȁḱ ̂ᶛ ̆

ᶏ ╠ ᶏ ̆ ֟ Ữ Ҍץ ₮ ̆ ΐ

Ḡ ̃̕ ֟ ̆ Ḡ

ῤ ῃ ̕ ԍῈ ̆ ḱ ̆ Ὲ ӥᶏ ╠

ῒ ̂ ӥ CA ̆ ӥ ̆ Ӟ

ӥ ̃ȁ ̂ ӥᶏ ̆ ╠ ӥҬ

ῤ̃ ̂ ӥᶏ ̆ ӥ ̆ CRLȁOCS

P ̃ Ȃ GB/T 43206-2023 A ῀ ̆

ᵖҌ ԍ Ҋῤ ̔ 

1̃ ΐ ᶏ̆ № ΐȁ ӥ ΐȁ ΐ

ΐ ̆ ҙⱵ Ҭ ⌠ ῏Ḥ № ̆ ȁ

Ḡ Ȃ 

2̃ ̆ ⌠ ֟ ҉̆ ᴆ

ᵝ ̂ Ḥ ᴆ ᵝ̃̆

ȁ Ȃ 

3̃ ף ̆ ᵝḤ ֟ ȁ

ף ₱ ̆ ȁ ץ Ḡ

Ȃᶛ ̆ ҩ ѿ ̆

ᶏ ῃ └̆ ῃ ѿ Ḡ ̆ғ

Ữ ⌠Ḡ ̂ Ữ ⌠ Ḡ ̆

Ὲ Ữ ⌠ Ḡ Ȃ̃ 

4̃ A Ҭ ֟ Ȃ 

҈  / 

῏  

Һ ԍҹḤ ᶫ Ḡ ῃ ̆ ᶫ ᵣ

≢ȁ ⱴ Ḡ ȁҌ ⱳ ̂ҙⱵ̃ Ȃ ᵖҌ

ԍ̔ ᶏ ȁ ̆ ῒ GB/T 43206-2023

A ’ ̆ ῏ Ҍ ֟ ῤ ҩ ̕

̆ ῏ ҩ Ȃ 
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8  

8.1 Ὴ 

8.1.1   

GB/T 43206-2023Ҭ 6.1.1.1ȁ6.1.2.1 6.1.3.1Ȃ 

8.1.2   

Ḥ ̆ ᵖҌ ԍḤ ᴋ ᵝ ȁ

IDC ȁԐ Ⱶ ᶫ ץ̆ ῒז Ḥ ῏ Ȃ 

8.1.3  └ ָ ɻ Ί 

a)  ֲ ̔ ֲȁ ῃҺ ȁ ȁ ᵝֲ ̂ ᵬ ȁ

̃ȁ ֟ ֲ ̕ 

b)  ̔ ῏ ̆ ᵀ ȁ ȁ

̕ └ ̕ ֟ ӥȁ

ҙᶏ ᴆ ̕ 

c)  ΐ̔ № ΐȁ ΐ Ȃ 

8.1.4  ᵲ  

ῃ Ҋ Ҍ̆ ῤ ȁ

8-1̔ 

8-1 Ὴ  

 
ῤ  

 
 

̂Î╠ ῤ ҹ῏ ̃ D A K 

ᴍ ≢ 

7.1.5 

7.2 7.3 

ԋ ̔

ȁף  

· ֟ Ҭ̆ Ҭ ᴍ ≢

ῒ Ḥ Ȃ̂ Î̃ 

· ᴍ ≢ └ ̂Î Ȃ̃ᶛ ̆

ף ̆ ᴆᾛ ’Ҋ̆

ҍ ӊ ≢ ̂ ≢

Ȃ̃ 

· ̆ᶛ ᶏ ῒז

ȁ ץ └ ’ Ȃ 

̔ ֟ ̆ ῏ ץ

ԅ ף └ ̆ᶛ ̆ ԍ

≢ ̂ ȁֲ ̃ȁ ₮῀ Ғֲṿ

+ +

Ȃ 

Ữ

 7.1.4 

ԋ ̔

ȁף ȁ

ΐ ̂

ΐ̃̕ 

· / ῒ ṿ MAC ṿ

ץ̆ ȁ №

Ȃ̂ Î̃ 

· ֟ Ҭ̆ / Ữ
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ῤ  

 
 

̂Î╠ ῤ ҹ῏ ̃ D A K 

҈ ̔ ԍ

└ Һꜚ№

̂ ᴆᾛ ’

Ҋ̆ ̃ 

Ḡ ῒ Ḥ Ȃ̂ Î̃ 

· └ ̂Î Ȃ̃ɒ ̆

ף ̆ ᴆᾛ ’Ҋ̆

/ ’ Ȃ 

Ữ

 

7.1.4 

ԋ ̔

ȁף ȁ

ΐ ̂

ΐ̃̕ 

҈ ̔ ԍ

└ Һꜚ№

̂ ᴆᾛ ’

Ҋ̆ ̃ 

̔ 

ŵ Ḥ Ḥ ֟№ Ҍ Ҭ ̆ Ӈ Ḥ

ᵬҹ Ȃ 

Ŷ Ḥ ֟ ⌠ ̂ ̃ Ḡ ғ̆ ӊ Ҍ Ḥ ֲ

̆ Ӈ Ҭ ҹ ȁ ȁ Ȃ 

ŷ ȁ IC ȁPCI-E ֟ ̆ AȂ 

Ÿ ῏ľAĿ ľKĿ ῏ ̆ ѿ ᴆ7.2 7.3Ȃ 

8.2 Ḫ Ὴ 

8.2.1   

GB/T 43206-2023Ҭ 6.2.1.1ȁ6.2.2.1ȁ6.2.3.1ȁ6.2.4.1 6.2.5.1Ȃ 

8.2.2   

Ḥ ҍ ḤḤ ̆ ᵖҌ ԍңҩ ӊ

IPSec VPN ḤḤ ȁ ҍ SSL VPN ῏ӊ ḤḤ ȁPC ̂ ̃

ҍ SSL VPN ῏ӊ ḤḤ ȁ ꜚ APP ҍAPP Ⱶ ӊ ḤḤ

Ȃ 

8.2.3  └ ָ ɻ Ί 

a)  ֲ ̔ ֲȁ ῃҺ ȁ ȁ ȁ ᵝֲ ̂

ᵬ ȁ ̃ȁ ֟ ֲ ̕ 

b)  ̔ ȁ ῒ ᵝ ’ȁ ḤҺ

ᵣȁץ Ḥ ̆ ᵀ ȁ Ḡ

ȁ ̕ └ ̕ ֟

ӥȁ ӥ ҙᶏ

ᴆ ̕ 

c)  ΐ̔ № ΐȁ ӥ ΐȁ ΐ Ȃ 

8.2.4  ᵲ  
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ῃ Ҋ Ҍ̆ ῤ ȁ

8-2̔ 

8-2 Ḫ Ὴ  

 
ῤ  

 
 

̂Î╠ ῤ ҹ῏ ̃ D A K 

ᴍ ≢ 

7.1.5 

7.2 7.3 

ԋ ̔ ΐ

̂ №

ΐȁ ӥ

ΐ ȁ̃

 

ԍ IPSec VPN  

· IPSec VPN ῏ ’̂ UDP

500ȁ4500̃ ȁ Ȃ̂ Î̃ 

· ISAKMPҺ Ḥ Ҭ̆ ᴍ

≢ ץ̆ ӥ̂ Ḥ SM2

ӥ̃ ῏ Ⱶ ’Ȃ

̂Î̃ 

· IPSec VPN ῏҉̆ ῏ ȁ

ᴍ ≢ ῒ ӥ Ḥ Ȃ

̂Î̃ 

ԍ SSL VPN  

· SSL VPN ῏ ’̂ TCP

443̃ ȁ Ȃ̂ Î̃ 

· SSL Ḥ Ҭ̆

ᴆҬ ᴍ ≢ ץ̆ ӥ̂

Ⱶ SM2 ӥ̃ ῏ Ⱶ

’Ȃ̂ Î̃ 

· SSL VPN ῏҉̆ ῏ ȁ

ᴍ ≢ ῒ ӥ Ḥ Ȃ

̂Î̃ 

Ḥ

 
7.1.3 

ԋ ̔ ΐ

̂ №

ΐ ȁ̃  

ԍ IPSec VPN  

· ISAKMPҺ Ḥ Ҭ̆ ⱴ

ȁ ץ

̂AHȁESP̃ Ḥ Ȃ̂ Î̃ 

· IPSec VPN ῏҉̆ ῏ ȁ

ⱴ ȁ ץ

̂AHȁESP̃ Ḥ Ȃ̂ Î̃ 

ԍ SSL VPN  

· SSL Ḥ Ҭ̆ ᴆҬ

̂ ȁ̃ⱴ ȁ

Ḥ Ȃ̂ Î̃ 

· SSL VPN ῏҉̆ ῏ ȁⱴ

ȁ Ḥ Ȃ̂Î  ̃

Ḥ Ҭ

 

7.1.1 

ԋ ̔ ΐ

̂ №

ΐ̃ȁ  

└Ḥ

 
7.1.4 

ԋ ̔

ȁף ȁ

ΐ ̂

ΐ̃ 

· └Ḥ ῒ ṿ MAC

ṿ ץ̆ ȁ №

Ȃ̂ Î̃ 

· └ ̂Î Ȃ̃

ᶛ ̆ ף Ȃ 
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ῤ  

 
 

̂Î╠ ῤ ҹ῏ ̃ D A K 

̔ └Ḥ Ữԍ ֟ Ҭ̆

῏ ̆ Ḥ ֟ ̕ ↕̆

῏ ץ ⌠ Ḡ Ȃ 

ῃ ῀

 
4   

̔ 

ŵ ḤҺᵣ ңҩ ̆ Һ ᶭ ӊ № ̆ ԑ

ȁ Ⱶ ȁ ᵝҒ ̕ ḤҺᵣ ҍ Ḥ ̆ῖ ҍ Ⱶ ̂ ҍSSL VPN

῏̃ȁ Ⱶ ҍ Ⱶ ̂ ң IPSec VPN ῏ӊ ̃Ȃ 

Ŷ └Ḥ Һ VPNҬ └↓ ȁ └↓ ȁ

└↓ └ Ḥ Ȃ 

ŷ IPSec VPN ῏ȁSSL VPN ῏ȁ ῃ ῏ȁ ῃ ȁ ȁ ⱴ ῏

֟ ̆ AȂ 

Ÿ ῏ľAĿ ľKĿ ῏ ̆ ѿ ᴆ7.2 7.3Ȃ 

8.3 Ὴ 

8.3.1   

GB/T 43206-2023Ҭ 6.3.1.1ȁ6.3.2.1ȁ6.3.3.1ȁ6.3.4.1ȁ6.3.5.1 6.3.6.1Ȃ 

8.3.2   

̂ Ⱶ / Ⱶ ȁ̃ ῒ ȁ

֟ ȁ ̂ ᶏ ԍ Ҭ ̃ȁ ̂

̃ Ȃ 

8.3.3  └ ָ ɻ Ί 

a)  ֲ ̔ ֲȁ ῃҺ ȁ Ⱶ / ȁ ᵝֲ ̂

ᵬ ȁ ̃ȁ ֟ ֲ ̕ 

b)  ̔ ȁ Ⱶ / / ῃ / ֟ ץ

ᵝ ’ȁ Ḥ ̆ ᵀ

ȁ Ḡ ȁ ᵬ ȁ ̕

└ ̕ ֟ ӥȁ ӥ

ҙᶏ ᴆ ̕ 

c)  ΐ̔ № ΐȁ ӥ ΐȁ ΐ Ȃ 

8.3.4  ᵲ  

ῃ Ҋ Ҍ̆ ῤ ȁ

8-3̔ 

                                                             
4 ľ Ŀ ҹ ╠ ӎῖ ̆ Ҍ ᶫ ̆Ҋ Ȃ 
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8-3 Ὴ  

 
ῤ  

 
 

̂Î╠ ῤ ҹ῏ ̃ D A K 

ᴍ ≢ 

7.1.5 

7.2 7.3 

ԋ ̔ ΐ

̂ №

ΐȁ ӥ

ΐ ȁ̃

ȁף  ̕

҈ ̔

ȁ ԍ

└ Һꜚ№

̂ ᴆᾛ ’

Ҋ̆

₯ ̃ 

≢ ȁ ̂ ṿȁꜚ ̃פ

≢ └ ῒ Ȃ̂ Î̃ 

ᶛ ̔ 

1̃ ԍľ - Ŀ ≢  

· ≢ ֟ Ḥ

ⱳ ף Ҭ̆ ᴍ ≢ ȁ ṿ

̂ ȁ̃ ṿ̂ ṿȁMAC ṿȁ

ṿ̃̆ ץ ᴍ ≢ └ ̂

≢Ḥ ֜ԑ ȁ

֟ ᵬ ֜

ԑ ȁ ֟ Ȃ̃̂ Î̃ 

· ԍ ӥ ↕̆ ₮

Ȃ̂ Î̃ 

· ᴆᾛ ’Ҋ̆ ԍ └ Һꜚ№

̂ ₯ȁҬ ֲ ₯̃ Ȃ 

2̃ ԍꜚ פ ≢  

· ≢ ꜚ פ Ḥ

ⱳ ף Ҭ̆ꜚ ץפ ᴍ

≢ └ ̂ ꜚ פ ꜚ

פ ֜ԑ ȁ ꜚ פ

ᵬ ֜ԑ ȁꜚ פ

Ȃ̃̂ Î̃ 

· ᴆᾛ ’Ҋ̆ ԍ └ Һꜚ№

̂ ₯ȁҬ ֲ ₯̃ Ȃ 

ῃ 

7.1.1ȁ 

7.1.3ȁ

7.1.5 

ԋ ̔ ΐ

̂ №

ΐȁ ӥ

ΐ ȁ̃

̕ 

҈ ̔

 

̆ᴰ ≢Ḥ

ȁ פ ῃ Ȃ̂ Î̃ 

ᶛ ̔ 

1̃ ԍ SSL  

· SSL Ⱶ ’ȁ Ȃ

̂Î̃ 

· SSL Ḥ Ҭ̆ ᴆ

Ḥ ץ̆ ԍ ᴍ ≢

ӥ̂ Ⱶ SM2 ӥ̃ ῏

Ⱶ ’Ȃ̂ Î̃ 

· SSL Ⱶ ҉̆ ῏ ȁ

ᴆȁ ӥ Ḥ Ȃ̂ Î̃ 

2̃ ԍ SSH  

· SSH Ⱶ ’̂ TCP 22 ȁ̃

Ȃ̂ Î̃ 

· SSH ᴰ Ḥ Ҭ̆
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ῤ  

 
 

̂Î╠ ῤ ҹ῏ ̃ D A K 

ȁⱴ ץ̆ Ⱶ

ᴍ ≢ Ȃ̂ Î̃ 

└Ḥ

 

7.1.4 

ԋ ̔

ȁף ȁ

ΐ ̂

ΐ̃ 

· └Ḥ ῒ ṿ MACṿ

ץ̆ ȁ №

Ȃ̂ Î̃ 

· └ ̂Î Ȃ̃

ᶛ ̆ ף Ȃ 

̔ └Ḥ Ữԍ ֟ Ҭ̆

῏ ̆ Ḥ ֟ ̕ ↕̆

῏ ץ ⌠ Ḡ Ȃ 

Ḥ

ῃ

 

   

 

7.1.4 7.2 7.3 

ԋ ̔

ȁף ȁ

ΐ ̂

ΐ̃ 

· ῒ ṿ MACṿ ץ̆

ȁ № Ȃ̂ Î  ̃

· └ ̂Î Ȃ̃

ᶛ ̆ ף Ȃ 

̔ Ữԍ ֟ ̆

῏ ̆ Ḥ ֟ ̕ ↕̆

῏ ץ ⌠ Ḡ Ȃ 

ȁ

 

   

̔ 

ŵ Ⱶ ľΐץ̆ ᴆȁ ᴆ Ŀҹ ̆ ΐ ᴆ

̂ ֟ ȁ ̃ ᴆ ̂ ᵬ ȁҬ ᴆ ̃ Ⱶ / ᵬҹѿҩ Ȃ 

Ŷ ֟ ̂ IPSec VPN ῏ȁSSL VPN ῏ȁ ῃ ῏ȁ ȁ Ⱶ ȁ

Ⱶ ȁ Ⱶ ȁԐ Ⱶ ̃ȁ ֟ ̂ ꜚ פ ȁ ӥ ȁ

ӥ ľΐץ̆̃ ֟ ӥ ֟ Ŀҹ ̆ ΐ

ѿ ֟ ӥ ֟ ᵬҹѿҩ Ȃ 

ŷ ῃ └Ḥ Һ ᵬ └Ḥ ȁ ᴆ └Ḥ ȁ

Ҭ └Ḥ ȁ ҈ Ҭ └Ḥ Ȃ 

Ÿ ȁ Ⱶ ȁꜚ פ ȁꜚ פ ֟ ̆ AȂ 

Ź ῏ľAĿ ľKĿ ῏ ̆ ѿ ᴆ7.2 7.3Ȃ 

8.4 Ὴ 

8.4.1   

GB/T 43206-2023Ҭ 6.4.1.1ȁ6.4.2.1ȁ6.4.3.1ȁ6.4.4.1ȁ6.4.5.1ȁ6.4.6.1ȁ6.4.7.1 6.4.8.1Ȃ 

8.4.2   
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῏ ҙⱵ ̂ΐᵣ ᵀ ῃ Ḡ ῤ

̃Ȃ ῏ ҙⱵ ̆ᴪ ⌠ ȁ ȁ └Ḥ ȁ῏

ᵬ ȂῒҬ̆ ᵖҌ ԍ ȁҙⱵ ̕ ᵖ

Ҍ ԍ ≢Ḥ ȁ ҙⱵ ȁ ȁҩֲ Ḥ ץ ῒז

Ȃ 

8.4.3  └ ָ ɻ Ί 

a)  ֲ ̔ ֲȁ ῃҺ ȁ / ȁ ȁ

ᵝֲ ̂ ᵬ ȁ ̃ȁ ῏ֲ ̂ ֲ ̃ȁ

֟ ֲ ̕ 

b)  ̔ ȁ ֟ ῒ ᵝ ’ȁ῏ ҙⱵ

Ḥ ̆ ᵀ ȁ Ḡ ȁ

ȁ ᵣ ȁ ῃ ȁ └ ȁ ֟

ӥȁ ȁ ȁ ᵬ Ύȁ ֟ ӥ

ҙᶏ ᴆ̕ 

c)  ΐ̔ № ΐȁ ӥ ΐȁ ΐȁ ΐ

Ȃ 

8.4.4  ᵲ  

ῃ Ҋ Ҍ̆ ῤ ȁ

8-4̔ 

8-4 Ὴ  

 
ῤ  

 
 

̂Î╠ ῤ ҹ῏ ̃ D A K 

ᴍ ≢ 

7.1.5 7.2 7.3 

ԋ ̔ ΐ

̂ №

ΐȁ ӥ

ΐȁ

ΐ ȁ̃ ȁף

̕ 

҈ ̔ ȁ

ԍ └ Һ

ꜚ№ ̂ ᴆᾛ

’Ҋ̆

₯ȁҬ ֲ ₯

̃ 

≢ ȁ ̂ ȁ̃

̂ ṿȁꜚ ̃פ ≢

└ ῒ Ȃ̂ Î̃ 

ᶛ ̔ 

1̃ ԍľ - Ŀ ≢  

· ≢ ֟ Ḥ

ⱳ ף Ҭ̆ ᴍ ≢ ȁ ṿ

̂ ȁ̃ ṿ̂ ṿȁMAC ṿȁ

ṿ̃̆ץ ᴍ ≢ └ ̂

≢Ḥ ֜ԑ ȁ

֟ ᵬ ֜ԑ

ȁ ֟ Ȃ̃̂ Î̃ 

· ԍ ӥ ̆↕ ₮

Ȃ̂ Î̃ 

· ᴆᾛ ’Ҋ̆ ԍ └ Һꜚ№

̂ ₯ȁҬ ֲ ₯̃ Ȃ 

2̃ ԍꜚ פ ≢  

· ≢ ꜚ פ Ḥ

ⱳ ף Ҭ̆ꜚ ץפ ᴍ
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ῤ  

 
 

̂Î╠ ῤ ҹ῏ ̃ D A K 

≢ └ ̂ ꜚ פ ꜚ

פ ֜ԑ ȁ ꜚ פ

ᵬ ֜ԑ ȁꜚ פ

Ȃ̃̂ Î̃ 

· ᴆᾛ ’Ҋ̆ ԍ └ Һꜚ№

̂ ₯ȁҬ ֲ ₯̃ Ȃ 

└

Ḥ

 

7.1.4 

ԋ ̔ ΐ

̂

ΐ ȁ̃ ȁף

̕ 

҈ ̔ ȁ

ԍ └ Һ

ꜚ№ ̂ ᴆᾛ

’Ҋ̆

̃ 

· └Ḥ ῒ ṿ MACṿ ץ̆

ȁ № Ȃ

̂Î̃ 

· Ḡ ⱳ ᶫ ̂

̃̆ ץ Ḡ ⱳ

ῃȁ ̂Î Ȃ̃ᶛ ̆

ҍ ֟ ֜ԑ Ҭ̆ Ḡ

ⱳ ȁפ ȁ ≢ҍ └

└ȁ ῒ ṿ MAC̕ ֟

̕ ⱳ Ḡ

ף Ȃ 

· ֟ Ҭ ԍ └Ḥ Ữ Ḡ

ῒ ȁ ӥ Ḥ

Ȃ̂ Î̃ 

· ᴆᾛ ’Ҋ̆ ԍ └ Һꜚ№

̂ ₯̃ Ȃ 

Ḥ

ῃ

 

   

ᴰ

 

7.1.1 

7.2 7.3 

ԋ ̔ ΐ

̂ №

ΐȁ

ΐ ȁ̃ ȁף

̕ 

҈ ̔  

· ᴰ ̆ Ҭ ṿ

ץ № Ȃ̂ Î̃ 

· ⱴ ⱳ ᶫ ̂

ץ̆̃ ⱴ ⱳ ῃȁ

̂Î Ȃ̃ɒ ̆ ҍ ֟ ֜ԑ Ҭ̆

ⱴ ⱳ ȁפ ȁ ≢ҍ

└ └ȁⱴ ̕ ֟

̕ ⱴ ⱳ Ḡ ף

Ȃ 

· ֟ Ҭ ԍ ᴰ Ḡ

ῒ ȁⱴ ӥ Ḥ Ȃ̂Î  ̃

Ữ

 
7.1.2 

ԋ ̔ ΐ

̂ №

ΐȁ

ΐ ȁ̃ ȁף

̕ 

· Ữ ̆ Ҭ ṿץ

№ Ȃ̂ Î̃ 

· ⱴ ⱳ ᶫ ̂

ץ̆̃ ⱴ ⱳ ῃȁ

̂Î Ȃ̃ɒ ̆ ҍ ֟ ֜ԑ Ҭ̆
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ῤ  

 
 

̂Î╠ ῤ ҹ῏ ̃ D A K 

҈ ̔  ⱴ ⱳ ȁפ ȁ ≢ҍ

└ └ȁⱴ ̕ ֟

̕ ⱴ ⱳ Ḡ ף

Ȃ 

· ֟ Ҭ ԍ Ữ Ḡ

ῒ ȁⱴ ӥ Ḥ Ȃ̂Î  ̃

ᴰ

 

7.1.3 

ԋ ̔ ΐ

̂ №

ΐȁ ӥ

ΐȁ

ΐ ȁ̃ ȁף

̕ 

҈ ̔  

· ᴰ ̆ Ҭ ῒ

ṿ MAC ץ̆ ȁ

№ Ȃ̂ Î̃ 

· Ḡ ⱳ ᶫ ̂

̃̆ ץ Ḡ ⱳ

ῃȁ ̂Î Ȃ̃ᶛ ̆

ҍ ֟ ֜ԑ Ҭ̆ Ḡ

ⱳ ȁפ ȁ ≢ҍ └

└ȁ ῒ ṿ MACȁ

ᴆҍ ̕ ֟ ̕

ⱳ Ḡ ף Ȃ 

· ֟ Ҭ ԍ ᴰ Ḡ

ῒ ȁ ӥ Ḥ Ȃ̂Î  ̃

Ữ

 

7.1.4 

ԋ ̔ ΐ

̂ №

ΐȁ ӥ

ΐȁ

ΐ ȁ̃ ȁף

̕ 

҈ ̔ ȁ

ԍ └ Һ

ꜚ№ ̂ ᴆᾛ

’Ҋ̆

̃ 

· Ữ ̆ Ҭ ῒ

ṿ MAC ץ̆ ȁ

№ Ȃ̂ Î̃ 

· Ḡ ⱳ ᶫ ̂

̃̆ ץ Ḡ ⱳ

ῃȁ ̂Î Ȃ̃ᶛ ̆

ҍ ֟ ֜ԑ Ҭ̆ Ḡ

ⱳ ȁפ ȁ ≢ҍ └

└ȁ ῒ ṿ MACȁ

ᴆҍ ̕ ֟ ̕

ⱳ Ḡ ף Ȃ 

· ֟ Ҭ ԍ Ữ Ḡ

ῒ ȁ ӥ Ḥ Ȃ̂Î  ̃

· ᴆᾛ ’Ҋ̆ ԍ └ Һꜚ№

̂ ₯̃ Ȃ 

Ҍ

 

7.1.6 

ԋ ̔ ΐ

̂ №

ΐȁ ӥ

ΐȁ

ΐȁ

ΐ̃ȁ ȁ

ף ̕ 

҈ ̔  

· ҙⱵ֜ԑ Ҭ̆ / ҹ

ᴆ̆ץ ȁ №

Ȃ̂ Î̃ 

· Ҍ ⱳ ᶫ ̂

̃̆ ץ Ҍ Ḡ ⱳ

ῃȁ ̂Î Ȃ̃ᶛ ̆

ⱳ Ҭ̆ Ҍ

Ḡ ⱳ ȁפ ȁ ≢
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ῤ  

 
 

̂Î╠ ῤ ҹ῏ ̃ D A K 

ҍ └ └̂ ᶏ ȁ̃

ᴆ ῒ ṿ ̕ ֟

̕ Ҍ ⱳ Ḡ

ף Ȃ 

· ֟ Ҭ ԍҌ

ӥ ’Ȃ̂ Î̃ 

̔ 

ŵ ѿҩ Ҭ ⅞№ ̆ ȁ ᴍ ≢ ̆ ᵬҹ ᴍ ≢

ҹ ѿҩ Ȃ 

Ŷ ѿҩ ҬҙⱵ ⅞№ ̆ ҙⱵ ≢ ῃ ̆ ᵬҹ ᴰ

ỮḠ ҹ ѿҩ Ȃ 

ŷ ῃ └Ḥ Һ ȁ ‗ └ Ḥ ̆ ‗

ȁ Ḥ Ȃ 

Ÿ ȁ Ⱶ ȁꜚ פ ȁꜚ פ ȁ ȁ ȁ ӥ

ȁ ῃ ֟ ̆ AȂ 

Ź ῏ľAĿ ľKĿ ῏ ̆ ѿ ᴆ 7.2 7.3Ȃ 
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9  

9.1 ┼  

9.1.1  Ὴ ┼  

9.1.1.1   

GB/T 43206-2023Ҭ 7.1.1.1Ȃ 

9.1.1.2   

ῃ └ Ȃ 

9.1.1.3  └ ָ  

a)  ֲ ̔Ḥ ῏ֲ ̂ ֲȁ ῃҺ ȁ ȁ ῃ ȁ

ᵬ ̃̕ 

b)  ̔ 9.1.1.2Ȃ 

9.1.1.4  ᵲ  

ῤ   

̔ 

1)  ῃ └ ֲ

ȁ ȁ ȁ ȁ

ᴆ ׃ └ ̕ 

2)  ῃ └ ᵬҹ

Ȃ 

1)  ῃ └ Ҭ ῏ ֲ ̂

ȁ ῃ ȁ ᵬ ̃ȁ ȁ

ȁ ȁ ᴆ ׃ └ ῤ  ̕

2)  ῃ └ ᵬҹ ῏ ̆

ᴆ҉ΐ ȁ / ғ̆ ᵝῈ

̂ ᴆ̃̆ ᵝ└

Ạ Ȃ 

9.1.2  ∑ 

9.1.2.1   

GB/T 43206-2023Ҭ 7.1.2.1Ȃ 

9.1.2.2   

ȁ └ Ȃ  

9.1.2.3  └ ָ  

a)  ֲ ̔Ḥ ῏ֲ ̂ ֲȁ ῃҺ ȁ ȁ ῃ ȁ

ᵬ ̃̕ 

b)  ̔ 9.1.2.2Ȃ 

9.1.2.4  ᵲ  
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ῤ   

̔ 

1)  ᵀ ̆

ԅ

↕̂ᶛ ̆ └

Ҭ ῃ ῃ Ḡ ῏ῤ

̆Һ ῏ ԍḤ Ḡ

̃̕ 

2)  ↕ ̆

̕ 

3)  ᴆ7.3.3 Ҭ

̆

ҍ ↕ ῤ ѿ Ȃ 

1)  ᵀ ’ Ҭ ῏ ῤ ̆

ᶫ ῏ ̂ ȁ ȁ ȁ̃

῏ ̂ ȁ Ḥ ȁ ᵀ ̃  ̕

2)  Ḥ ↕ ץ̆

̂ ȁῤ ȁֲ ȁ ῏ Ḥ ̃̕  

3)  Ḥ Ҭ ҍ

↕ῤ ѿ Ȃ 

9.1.3  ᵲ  

9.1.3.1   

GB/T 43206-2023Ҭ 7.1.3.1Ȃ 

9.1.3.2   

ᵬ Ȃ 

9.1.3.3  └ ָ  

a)  ֲ ̔Ḥ ῏ֲ ̂ ֲȁ ῃҺ ȁ ȁ ῃ ȁ

ᵬ ̃̕ 

b)  ̔ 9.1.3.2Ȃ 

9.1.3.4  ᵲ  

ῤ   

̆ ῏

ֲ ᵬֲ ᵬ ᵬ

̆ ᵬ ҹ Ȃ 

1)  ῏ ֲ ᵬֲ ᵬ

ᵬ ̂ ȁ ῃ ȁ ᵬ ȁ

ֲ ᵝ ᵬ ̃̕ 

2)  ᵬ ҹ Ḥ ̆ ҉

ȁ ȁ ֲ ῏ Ḥ Ȃ 

9.1.4  Ὴ ┼  

9.1.4.1   

GB/T 43206-2023Ҭ 7.1.4.1Ȃ 

9.1.4.2   

ῃ └ ȁ ᵬ ȁ Ȃ 



28 

9.1.4.3  └ ָ  

a)  ֲ ̔Ḥ ῏ֲ ̂ ֲȁ ῃҺ ȁ ȁ ῃ ȁ

ᵬ ̃̕ 

b)  ̔ 9.1.4.2Ȃ 

9.1.4.4  ᵲ  

ῤ   

̔ 

1)  ῃ └

ᵬ

̕ 

2)  Ҍ

ῃ └ ᵬ ̆

ΐ ḱ Ȃ  

1)  ῏ Ҭ̆ ῃ └ ᵬ

ῤ ̆

ῤ ȁ ̕ 

2)  ῃ └ ᵬ

̆ Ḥ ῤ ȁ ȁ

̆ғ ҍ ѿ ̕ 

3)  Ҍ ῃ └

ᵬ ḱ ̆ Ḥ ḱ ȁῤ ῏

Ḥ Ȃ 

9.1.5  ┼  

9.1.5.1   

GB/T 43206-2023Ҭ 7.1.5.1Ȃ 

9.1.5.2   

ῃ └ ȁ ᵬ ȁ Ȃ 

9.1.5.3  └ ָ  

a)  ֲ ̔Ḥ ῏ֲ ̂ ֲȁ ῃҺ ȁ ȁ ῃ ȁ

ᵬ ̃̕ 

b)  ̔ 9.1.5.2Ȃ 

9.1.5.4  ᵲ  

ῤ   

̔ 

1)  ῏ ῃ └ ᵬ

ΐ └ └̕ 

2)  ῃ └ ᵬ

└ Ȃ 

1)  ῏ ῃ └ ᵬ

└ └ ῏ ῤ ̕ 

2)  ῏ԍ ῃ └ ᵬ

└ Ḥ Ȃ 

9.1.6  ┼  

9.1.6.1   

GB/T 43206-2023Ҭ 7.1.6.1Ȃ 

9.1.6.2   
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ῃ └ ȁ Ȃ 

9.1.6.3  └ ָ  

a)  ֲ ̔Ḥ ῏ֲ ̂ ֲȁ ῃҺ ȁ ȁ ῃ ȁ

ᵬ ̃̕ 

b)  ̔ 9.1.6.2Ȃ 

9.1.6.4  ᵲ  

ῤ   

̆ ΐ

ᵬ Ҭ ῏

ᴆȂ 

ᵬ Ҭ ῏ ᴆ̆

῏ ֲ ̆ғ ֲ ҍ ᵝ ֲ

Ȃ 

9.2 ָ  

9.2.1  ῗ ┼  

9.2.1.1   

GB/T 43206-2023Ҭ 7.2.1.1Ȃ 

9.2.1.2   

Ḥ ῏ֲ ̂ ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ Ȃ̃ 

9.2.1.3  └ ָ  

a)  ֲ ̔ 9.2.1.2̕  

b)  ̔ ῏ ȁ ῃ └ Ȃ 

9.2.1.4  ᵲ  

ῤ   

̆ ῏ֲ ̂ ֲȁ ῃ

Һ ȁ ȁ ῃ ȁ ᵬ

̃ ԅ ῏

ῃ └ Ȃ 

ῃ ῏ֲ ԅ ῏

ȁ ῃ └ ̆ᶛ ̆

῏ ȁ ᵝ ᴋȁֲ ȁḠ ῤ Ȃ 

9.2.2  ᵣ ᴑ┼  

9.2.2.1   

GB/T 43206-2023Ҭ 7.2.2.1Ȃ 

9.2.2.2   
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ῃ └ ȁ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ

ῃ ȁ ᵬ ) Ȃ 

9.2.2.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)̕ 

b)  ̔ ᵝ ᴋ└ ȁ ҍ ᶏ Ȃ 

9.2.2.4  ᵲ  

ῤ   

ԍ ԋ Ḥ  

̆ ῃ └

ԅ ᵝ ᴋ└ ̆ ῃ

└ Ҭ ԅ ᵝ ῃ Ҭ

Ȃ 

ῃ └ Ҭ̆ ’

ᵝ ӈ ᵝ ῤ Ȃ 

ԍ ҈ Ḥ  

ȁ ̔ 

1)  ῃ └

’̆ ȁ ῃ

ȁ ᵬ ῏ ῃ ᵝ ӈ

ᵝ ̕ 

2)  ῃ └ ῏ ᵝ

ֲ῍ └̆ ῃ

ᵝֲ ҌῚᴋ ȁ ᵬ

῏ ῃ ᵝ̕ 

3)  ῏ ҍ ᶏ

ֲ῍ ’̕ 

4)  − ֲ Ȃ 

ῃ └ Ҭ̆ 

1)  ’̆ ȁ ῃ

ȁ ᵬ ῏ ῃ ᵝ ӈ ᵝ

ῤ ̕ 

2)  ῏ ᵝ ֲ῍ └ ῤ ץ̆

ῃ ᵝֲ ҌῚᴋ ȁ ᵬ

῏ ῃ ᵝ ῤ ̆ ᵝ ҍ ֲ

̕ 

3)  ῏ ҍ ᶏ ֲ῍

’̂ └ ῤ ȁҌ ֲ ҍ

̃̕ 

4)  ֲ − ’̆ └ ῤ ȁ

ֲ ῒ − Ȃ 

ԍ Ḥ  

ȁ ̔ 

1)  ῃ └

’̆ ȁ ῃ

ȁ ᵬ ῏ ῃ ᵝ ӈ

ᵝ ̕ 

2)  ῃ └ ῏ ᵝ

ֲ῍ └̆ ῃ

ᵝֲ ҌῚᴋ ȁ ᵬ

῏ ῃ ᵝ̕ 

3)  ῏ ҍ ᶏ

ֲ῍ ’̕ 

4)  ֲ − ῒ ̕ 

5)  ȁ ῃ

ᵬ ῤ ᴋ̆ ΐ

ῃ └ Ҭ̆ 

1)  ’̆ ȁ ῃ

ȁ ᵬ ῏ ῃ ᵝ ӈ ᵝ

ῤ ̕ 

2)  ῏ ᵝ ֲ῍ └ ῤ ץ̆

ῃ ᵝֲ ҌῚᴋ ȁ ᵬ

῏ ῃ ᵝ ̆ ᵝ ҍ ֲ

̕ 

3)  ῏ ҍ ᶏ ֲ῍

’̂ └ ῤ ȁҌ ֲ ҍ

̃̕ 

4)  ֲ − ’̆ └ ῤ ȁ

ֲ ῒ − ̕ 

5)  ȁ ῃ ᵬ ᵝ ֲ

ῒҍ ᵝ ῏ ᴆ̂

Ꞌꜚ ̃̕ ȁ ῃ ᵬ
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ֲ ֲ ᴍȁ ȁҒҙ

῏ Ȃ 

ᵝֲ ῒ ᴍȁ ȁҒҙ

῏ Ȃ 

̔῏ ᵝ ֲ῍ └ ҩ ᵝ ңֲ ҉ץ ᵬ̆ץ ᵞ῏ ᵬ

ֲ‗ ῃ Ȃ 

9.2.3  ҏ ָ ┼  

9.2.3.1   

GB/T 43206-2023Ҭ 7.2.3.1Ȃ 

9.2.3.2   

ῃ └ ȁ ῏ֲ ( ֲȁ ῃҺ ȁ

ȁ ῃ ȁ ᵬ )Ȃ 

9.2.3.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)̕ 

b)  ̔҉ ֲ └ ȁ ῃ ⅞ȁ ῃ Ȃ 

9.2.3.4  ᵲ  

ῤ   

̔ 

1)  ῃ ⅞ ΐ

ᵬ ֲ ⅞̕ 

2)  ῃ ֲ

ȁ ῤ ȁ Ȃ 

1)  ῃ ⅞ Ҭ̆ ῏

ᵬ ֲ ⅞ῤ ̆ ȁֲ

ȁῤ ȁ Ḥ ̕ 

2)  ῃ ᴆҬ̆ ῏ ֲ ̂

ȁ ᵝ ȁ̃ ῤ ̂ ȁ

ᶏ ῃ ȁ̃ ̂ ֲ

ȁ ̃ ῤ Ȃ 

9.2.4  Ὴ ᵣ  

9.2.4.1   

GB/T 43206-2023Ҭ 7.2.4.1Ȃ 

9.2.4.2   

ῃ └ ȁ ῏ֲ ( ֲȁ ῃҺ ȁ

ȁ ῃ ȁ ᵬ )Ȃ 

9.2.4.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)̕ 

b)  ֲ̔ └ ȁֲ Ȃ 
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9.2.4.4  ᵲ  

ῤ   

̔ 

1)  ῃ └ ῏ֲ

( ֲȁ ῃҺ ȁ ȁ

ῃ ȁ ᵬ ) └

̕ 

2)  ֲ ῤ ῃ ȁ

ᵬ ῏ ̕ 

3)  ᵝ

ֲ Ȃ  

1)  ῃ └ Ҭ̆ ῏ Ҍ ᵝ ֲ

└ ῤ ̆ ‰ȁ

ȁ ץ ̕ 

2)  ֲ ῤ ῏Ḥ ̆ ῃ ȁ ᵬ

῏ ῤ ̕ 

3)  ᵝֲ ̆ ҍ

└ Ҭ ѿ Ȃ 

9.2.5  ῗ ᵣָ Ḧ ┼  

9.2.5.1   

GB/T 43206-2023Ҭ 7.2.5.1Ȃ 

9.2.5.2   

ῃ └ ȁ ῏ֲ ( ֲȁ ῃҺ ȁ

ȁ ῃ ȁ ᵬ )Ȃ 

9.2.5.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)Ȃ 

b)  ̔Ḡ └ ȁ └ ȁḠ Ȃ 

9.2.5.4  ᵲ  

ῤ   

ԍ ѿ Ḥ  

̆ԅ ֲ ’̆

ֲ ΐ ῒ

῏ ȁ ᵬ Ȃ 

ֲ ץ̆’ ῒ ῏

ȁ ᵬ ̆ ֲ Ḥ ȁ Ḥ ȁ

Ȃ 

ԍ ԋ ⌠ Ḥ  

̔ 

1)  ֲ ԅ῏

ᵝֲ Ḡ └ └ ̕ 

2)  ῏ ᵝֲ ԅḠ ̆

ץ Ḡ Ḡ ȁḠ ᴋȁ

ᴋȁ ᴋֲ

ῤ Ȃ 

1)  ῏ ᵝֲ Ḡ └ ̂ Ḡ ȁḠ

ᴋץ Ḡ ̃ └ ̂

╠ Ḡ ȁ Ḡ ӈⱵץ Ḡ

̃ῤ ̕ 

2)  ῏ ᵝֲ ῒ Ḡ ̆ Ҭᵣ

Ḡ ȁḠ ᴋȁ ᴋȁ

ᴋֲ ῤ Ȃ 

9.3  

9.3.1   
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9.3.1.1   

GB/T 43206-2023Ҭ 7.3.1.1Ȃ 

9.3.1.2   

Ȃ 

9.3.1.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)̕ 

b)  ̔ 9.3.1.2Ȃ 

9.3.1.4  ᵲ  

ῤ   

̔ 

1)  Ḥ ⅞ ̆ ᶭ ῏

‰ Ḥ └̆

̆ Һ ῤ

ѿ ̆ ȁ ȁ ȁ

ҙⱵ Ḡ ̕ 

2)  ᵀȂ 

1)  ᶭ ῏ ‰ Ḥ └

̂ ᵣ ₮ ⅞

̃̆ ῒҺ ῤ Ḥ ’ѿ

̕ 

2)  ᵀ ’̆

ȁ Ḥ ȁ ᵀ ῏ Ḥ Ȃ 

9.3.2  Ὴ  

9.3.2.1   

GB/T 43206-2023Ҭ 7.3.2.1Ȃ 

9.3.2.2   

ȁ └ ȁ Ȃ 

9.3.2.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)̕ 

b)  ̔ 9.3.2.2Ȃ 

9.3.2.4  ᵲ  

ῤ   

̔ 

1)  ᵀ ̕

└

ȁᵣ ῒ ̆ ҍ

ѿ ̕ Ḥ

1)  ᵀ ’̆ ᶫ ῏

̂ ȁ ̃ȁ ῏ ̂ ȁ

Ḥ ȁ ᵀ ̃ ̕ └

Ҭ ῏ ȁr ῒ

ῤ ץ̆ ҍ Ҭῤ ѿ
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ῤ   

̆ └

GB/T 43206-2023 A └̕ 

2)  ῏ ̆ ᴆ

7.3.3 Ҭ ̆

ҍ

└ ῤ ѿ Ȃ 

̕ ∞̆

└ GB/T 43206-2023

A └ ץ̆ Ҭҹ

ȁᵣ ῒ ῤ ̕ 

2)  ̆ Ҭ

ҍ └ ῤ ѿ

Ȃ 

9.3.3   

9.3.3.1   

GB/T 43206-2023Ҭ 7.3.3.1Ȃ 

9.3.3.2   

Ȃ 

9.3.3.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)̕ 

b)  ̔ ȁ Ȃ 

9.3.3.4  ᵲ  

ῤ   

̆ ᵀ

̆ ̆└

Ȃ 

ᵀ ’̆ ᶫ ῏

̂ ȁ ȁ̃ ῏ ̂ ȁ Ḥ

ȁ ᵀ ̃ ̕ ᵬҹ

῏ ץ̆ └

Ȃ  

9.3.4  ῇ ╦ Ὴ ᵆ 

9.3.4.1   

GB/T 43206-2023Ҭ 7.3.4.1Ȃ 

9.3.4.2   

ῃ ᵀ Ȃ 

9.3.4.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)̕ 

b)  ̔ 9.3.4.2Ȃ  

9.3.4.4  ᵲ  
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ῤ   

ԍ ѿ ⌠ ԋ Ḥ  

̆ Ḥ ῀

╠̆ ῃ ᵀ̕

ΐ ῀ ╠ └ ῃ ᵀ

Ȃ 

Ḥ ȁ ῀ Ḥ̆ ῀

╠ ץ’ ₮ΐ ̆

ȁ Ḥ ȁ ᵀ ῏ Ḥ Ȃ 

ԍ ҈ ⌠ Ḥ  

̆ Ḥ ῀

╠ ῃ ᵀ̕ ΐ

῀ ╠ └ ῃ ᵀ

ғ ᵀȂ 

Ḥ ȁ ῀ Ḥ̆ ῀

╠ ’ ץ̆ ₮ΐ ̆

ȁ Ḥ ȁ ᵀ ῏ Ḥ Ȃ 

9.3.5  ῇ Ὴ ᵆ 

9.3.5.1   

GB/T 43206-2023Ҭ 7.3.5.1Ȃ 

9.3.5.2   

ῃ └ ȁ ῃ ᵀ ȁ ӟ ȁ Ȃ 

9.3.5.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)̕ 

b)  ̔ 9.3.5.2Ȃ 

9.3.5.4  ᵲ  

ῤ   

̔ 

1)  Ḥ ῀ ̆Ḥ ᴋ

Ҥ ῃ └ ̆

ῃ ᵀ ӟ̆

ΐ ῃ ᵀ

ӟ ̕ 

2)  ᵀ └ ̆

Ȃ 

1)  ῃ └ Ҭ̆ ῏Ḥ ῀

̆ ῒ ̂ ̃ ῃ ᵀ

ӟ ῏ ץ̆

ӟ ῏ Ḥ ̆ ȁ ȁ  ̕

2)  ̆ ᶫ

’ Ȃ 

9.4  

9.4.1   

9.4.1.1   

GB/T 43206-2023Ҭ 7.4.1.1Ȃ 
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9.4.1.2   

ȁ Ȃ 

9.4.1.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)̕ 

b)  ̔ 9.4.1.2Ȃ 

9.4.1.4  ᵲ  

ῤ   

ԍ ѿ Ḥ  

̆

֟ ᶫ ῃ ῃԊᴆȂ 

ῒ ̕

Ҭ ῏ ֟ ᶫ ῃ Ḥ

ῃԊᴆ ῤ ̕ ῃԊᴆ̆ ᶫ

ῃԊᴆ ץ

Ҭ ῏ ѿ Ȃ 

ԍ ԋ Ḥ  

̔ 

1)  ῃԊᴆ └

ԅ

̆ Ҭ ԅ

ῃԊᴆ ῒז

̆ ̕ 

2)  ῃԊᴆ̆ ΐ

ῃԊᴆ Ȃ 

1)  ῒ ̕

Ҭ ῏ ῃԊᴆ └

̆ ᵖҌ ԍ ῃԊᴆ

№ ̂ ԍ Ҍ ῃ

ῃԊᴆȁ ԍ ῃԊᴆ ̃ȁ

ῃԊᴆ ῏ ῤ ץ̆ ῃԊᴆ

ῒז ῤ ̕

̂ Ḥ ȁῤ ȁֲ ȁ

῏ Ḥ ̃̕ 

2)  ῃԊᴆ̆ ᶫ ῃԊ

ᴆ ץ Ҭ ῏

ѿ Ȃ 

ԍ ҈ ⌠ Ḥ  

̔ 

1)  ῃԊᴆ └

ԅ

̆ Ҭ ԅ

ῃԊᴆ ῒז

̆ ̕ 

2)  ῃԊᴆ̆

ꜚ ΐ Ȃ 

1)  ῒ ̕

Ҭ ῏ ῃԊᴆ └

̆ ᵖҌ ԍ ῃԊᴆ

№ ̂ᶛ ̆ ԍ Ҍ ῃ

ῃԊᴆȁ ԍ ῃԊᴆ

̃ȁ ῃԊᴆ ῏ ῤ ץ̆ ῃ

Ԋᴆ ῒז ῤ ̕

̂ Ḥ ȁῤ ȁֲ ȁ

῏ Ḥ ̃̕ 

2)  ῃԊᴆ̆ ᶫ ꜚ

̆ ῃԊᴆ ץ

Ҭ ῏ ѿ Ȃ 

9.4.2  Ԑᴌ  

9.4.2.1   

GB/T 43206-2023Ҭ 7.4.2.1Ȃ 
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9.4.2.2   

ȁ Ȃ 

9.4.2.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)̕ 

b)  ̔ 9.4.2.2Ȃ 

9.4.2.4  ᵲ  

ῤ   

ԍ ҈ Ḥ  

̆ ῃԊ

ᴆ ̆ Ḥ Һ

Ȃ 

1)  Ҭ̆ ῏ ῃԊᴆ

҉ └ ῤ ̕ 

2)  ῃԊᴆ̆ ᶫ Ḥ Һ

Ȃ 

ԍ Ḥ  

̆ ῃԊ

ᴆ ̆ Ḥ Һ

Ȃ 

1)  Ҭ̆ ῏ ῃԊᴆ

҉ └ ῤ ̕ 

2)  ῃԊᴆ̆ ᶫ Ḥ Һ

Ȃ 

9.4.3  ‟ҏ  

9.4.3.1   

GB/T 43206-2023Ҭ 7.4.3.1Ȃ 

9.4.3.2   

ȁ ῃԊᴆ ’ ’ Ȃ 

9.4.3.3  └ ָ  

a)  ֲ ̔ ῏ֲ ( ֲȁ ῃҺ ȁ ȁ ῃ ȁ ᵬ

)̕ 

b)  ̔ 9.4.3.2Ȃ 

9.4.3.4  ᵲ  

ῤ   

̆ ῃԊ

ᴆ ̆ Ḥ Һ

Ԋᴆ ’

’̆ Ԋᴆ ̆ ῏ ֜ ῃԊ

ᴆ ’ ’ Ȃ 

1)  Ҭ̆ ῏ ῃԊᴆ

҉ └ ̕ 

2)  ῃԊᴆ̆ ᶫԊᴆ

Ḥ Һ

Ԋᴆ ’ ’ ̂

῏ ֜ ῃԊᴆ ’ ’ ̃Ȃ 
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  A  

Ѓ Є 

῝ ֥  

₮ԅ ҹḤ ᶫ Ḡ ῖ ֟ ᵬ̆ҹ

7 ᾟȂ 

A.1  

A.1.1 Ὴ  

Ҋ̔ 

a)  ΐ ̆ ᶏ № ΐ̆ ῃ ҍḤ Ⱶ ӊ

Ḥ ̆ ԍᴰ / Ḡ ȁ ᴆ Ḥ Ȃ 

b)  ̆ ῃ ҉ ῏ Ⱶ ӥ Ḥ Ȃ 

A.1.2 IC  

Ҋ̔ 

a)  ̆ IC ᶏ ᶏ ̂ ᶏ ז

ֲ ׃ ̃ ̆ ῏ ̂ ᵣ ≢̃ ᵬȂ 

b)  ΐ ̆ ᴆᾛ ’Ҋ̆ Һ Һ ҉̆ ᶏ APD

U № ᴆ̆ ԍ IC ȁ APDU פ № ̆

פ ῤ ̂ פ ⱴ ᴰ Ȃ̃ 

c)  IC Ữ ӥ̆ ΐ ̆ IC

Ҭ Ữ ӥ ₮ ̆ ӥ ΐ̆ ӥ

ӥ Ȃ 

d)  ȁ ̆ פ פ

GM/T 0027 ̆ פ Ҍ ԍ6ҩ ȁ פ

Ҍ ԍ10 ̂ Ȃ̃ 

A.1.3 PCI-E/PCI  

Ҋ̔ 

a)  ᴆᾛ ’Ҋ̆ ̆ ᶏ ΐ̆ PCI-E/PCI

ҹ ̆ ᶏ Ȃ 

b)  ̂ ȁ ᵬ ̃ PCI-E/PCI

ȁ IC ᴆ ᴍ ≢Ȃ 

A.2  

A.2.1  

῏֟ Ⱶ ȁ ȁ Ⱶ Ȃ Ҋ̔ 

a)  ΐ ̆ ᶏ № ΐ̆ Ḥ פ ̆

ῒ ȁ פ Ȃ 
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b)  ̆ ⌠ ҉̆ ῃ Ḥ ̆ ᶏ

ȁ ᵣ ̕ ᴆ̆ ҍ

ȁ ῏ ̆ ᶏ ȁ Ȃ 

c)  №≢ ᶫ Ⱶ ̆ ⱳ

ԍ ֽ̂ Ⱶ ̃̆ Ȃ 

d)  Ⱶ ȁ Ⱶ

ȁ IC ᴆ ᴍ ≢Ȃ 

A.2.2 VPN֥ Ὴ ῗ 

A.2.2.1 IPSec VPN ῗ 

Ҋ̔ 

a)  ΐ ̆ ᶏ ΐ̆ IPSec VPN IPSec VPN Ⱶ

Ⱶ ̆ IPSec VPN Ⱶ UDP 500ȁ4500 ̂

ⱴץ ’ Ȃ̃ 

b)  ΐ ̆ ᶏ № ΐ̆ IPSec VPNҬISAKMP Ḥ

̆ ȁ ̂AHȁESP̃ȁ

ץ GM/T 0022 ‰ Ȃ 

c)  ΐ ̆ ᶏ № ΐȁ ӥ ΐ ̆ IPS

ec ISAKMPҺ ᴰ ӥ ῒ ӥ Ȃ 

d)  ̆ ⌠IPSec VPN ῏҉̆ ῃ Ḥ ̆

ȁ ̂AHȁESP̃ȁ ȁ ӥȁ ̕

IPSec VPN ῏ ᴆ̆ ҍ ȁ ῏ Ȃ 

e)  ̆ ⌠IPSec VPN ῏҉̆ Ȃ ᵬ

Ҍ 24 ̆ ᴆ̆ Ҍ ԍ210¦

232 ̕ᴪ Ҍ 1 ̆ ᴆ̆

Ҍ ԍ210¦232 Ȃ 

f)  IPSec VPN ῏ ῏ ȁ IC

ᴆ ᴍ ≢Ȃ ғ̆ פ Ҍ ԍ8ҩ ̂ ȁ

Ώ ῒҬ ҈ ̃̆ ᶏ פ ᴍ

└ ῤ Ҍ ԍ8 Ȃ 

A.2.2.2 SSL VPN ῗ 

Ҋ̔ 

a)  ΐ ̆ ᶏ ΐ̆ SSL VPN Ⱶ TCP 443

̂ ֟ ̆ ⱴץ ’ Ȃ̃ 

b)  ΐ ̆ ᶏ № ΐ̆ SSL ̆

̆ ᴆ ץ GM/T 0024 ‰ Ȃ 

c)  ΐ ̆ ᶏ № ΐȁ ӥ ΐ ̆ SSL

ᴰ ӥ ῒ ӥ Ȃ 

d)  ̆ ⌠SSL VPN ῏҉̆ ῃ Ḥ ̆

ȁ ȁ ӥȁ ̕ SSL VPN ῏ ᴆ̆

ҍ ȁ ῏ Ȃ 
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e)  ̆ ⌠SSL VPN ῏҉̆ ᵬ Ȃ ԍ

- Ⱶ ̆ ᵬ Ҍ 8 ̕ ԍ ῏- ῏ ̆

ᵬ Ҍ 1 Ȃ 

f)  SSL VPN ῏ ῏ ȁ IC

ᴆ ᴍ ≢Ȃ ғ̆ פ Ҍ ԍ8ҩ ̂ ȁ

ῒҬ ң ̃̆ ᶏ פ ᴍ └

ῤ Ҍ ԍ8 Ȃ 

A.2.2.3 Ὴ ῗ 

Ҋ̔ 

a)  ̆ ῃ ῏ ȁ ῃ Ḥ ̆

ȁ ȁ ӥȁ Ȃ 

b)  ᶏ ף ῃ ῏̆ ΐ ̆ ᶏ № ΐȁ

ӥ ΐ ̆ SSL IPSec VPN ISAKMP

̆ Ḥ ̆ ӥ ῒ ӥ Ȃ 

̔ ԍΐ IPSec/SSL ⱳ ῃ ῏̆ IPSec/SSL VPN ῏

Ȃ 

A.2.2.4 ꜘ ῗ 

Ҋ̔ 

a)  ̆ ⱴ ῏Ҭ ȁ ȁ ȁ

ӥ Ḥ Ȃ  

b)  ΐ ̆ ᶏ № ΐ̆ ⱴ ῏

̆ ȁ ӥ Ḥ Ȃ 

c)  ΐ ̆ ᶏ ӥ ΐ̆ ӥ̂ ⱬ

ӥȁ ῏ ӥ ̃ ῒ ӥ Ȃ 

A.3  

A.3.1 Ὴ  

Ҋ̔ 

a)  ̆ └ ѿ֓ ̂ Ҍ ̃̆

֓ Ȃ 

b)  ̆ ῃ

Ḥ Ȃ 

c)  ̆ ῃ ῏ ֟ ̆

₮ Ḡ Ḥ Ȃ 

d)  ᴆᾛ ’Ҋ̆ ΐ ̆ ᶏ № ΐ̆

Ḥ № ̆ ᶏ ᴍ ≢ ≢ └Ȃ 

A.3.2 ӫ  

Ҋ̔ 
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a)  ̆ ӥ ̆ ӥ ᶏ

ӥ Ȃ 

b)  ΐ ̂ ӥ ΐ ȁ̃ ̆ ӥ KeyUsage

̆ ӥ ̂ ӥ ⱴ ӥ̃̆ ӥ ῒ ῏ ᶏ

̆ ΐᵣ Ҭ ӥ ԍ ⱴ̆ ӥ

ԍ ⱴ Ȃ 

c)  ΐ ̆ ᶏ ӥ ΐ̆ ᶏ ӥ

GM/T 0015 ῏ Ȃ 

A.3.3 ꜠ ת ꜠ ת  

Ҋ̔ 

a)  ȁ ̆∞ ꜚ פ PIN Ḡ └ GM/T 

0021 Ȃᶛ ̆ ΐ ⱳ פ PIN Ḡ ̆PIN 

Ҍ ԍ6ᵝ P̕IN ῀ 5 ↕̆ 1

P̕IN ῀ ’ 5 פ̆↕ Ҍ̆ Ῥᶏ Ȃ 

b)  ̆ ꜚ פ ꜚ פ ΐȁ

ᴆ̆ ֟ ꜚ פ ᶏ ̆ ץ

῀⌠ꜚ פ ҬȂ 

c)  ΐ ̆ ᶏ № ΐ̆ № Ḥ ҍꜚ פ

ӊ Ḥ ̆ Ḥ ꜚ פ

Ҭꜚ ṿȁפ Ḥ Ȃɒ ̆ꜚ פ ₮ Ҭ

̂ Ȃ̃ 

A.3.4  

Ҋ̔ 

a)  ̆ Ḥ ᴆ̆

ᶏ ’Ȃ 

b)  ΐ ̆ ᶏ № ΐ̆ ȁ Ⱶ ҍ

̂ ҍ ѿҩ ᵣ ӊ̃ ֜ԑ Ḥ

̆ Ḥ Ҭ Ḥ ȁ ȁ ȁ ȁ ӥ̂SM9Ҍ

̃ ῤ ̆ Ȃ 

c) ף  ̆ Ḥ ף ̆

ȁ ῏ ῃ Ḥ ̆ ᶏ ȁ ԍ

֟ ᶏ ȁ ᵬ ᴍ ≢ ץ̆ Ḥ

ῃȂ 

A.3.5 Ὴ  

Ҋ̔ 

a)  ̆ ᶏ ȁ ӥȂ 

b)  ΐ ̆ ᶏ ΐ̆ ȁ ץ

̆ GM/T 0031 Ȃ 
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c)  ΐ ̆ ᶏ ӥ ΐ̆ └ ֲȁ ֲᶏ

ӥ ῒ ӥ ̆ ӥ GM/T 0015 ῏ Ȃ 

A.3.6  

Ҋ̔ 

a)  ̆ ᵣ ̆

῏ ‰ ̂ GM/T 0038ȁGM/T 0051ȁGM/T 0086ȁ

GM/T 0107̃̆ ⱳ Ȃ 

b)  ΐ ̆ ᶏ № ΐ̆ ῒז ӊ

Ḥ ̆ Ὲ ץ № Ữ Ὲ̆

Ḡ Ȃ 

c) ף  ̆ Ḥ ף ̆

῀ȁ ₮Ҭ̆ ῒ ῀ ȁ ȁ Ḥ Ȃ 

A.3.7 ꜘ / Ὴ  

Ҋ̔ 

a)  ̆ ⱴ / ῃ ᶫԅAPI Ⱶ̆

ғAPI ̆ Ḥ ̆ ᶏ

ῒⱳ ȁ ȁḠ ῤ Ȃ 

b)  ΐ ̆ ᶏ № ΐ̆ Ḥ ⱴ /

ῃ פ ̆ ῒ ȁ פ Ȃ 
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  B  

Ѓ Є 

Ғ  

B.1 ₮ԅGB/T 43206-2023ҬҌ Ȃ 

B.1 Ғ ғ  

  

 

ῃ 

ᴍ ≢ ԋ  ȁף  

Ữ  

ԋ  
ȁף ȁ ΐ ̂

ΐ̃ 

҈  
ԍ └ Һꜚ№ ̂ ᴆᾛ

’Ҋ̆ ̃ 

Ữ  

ԋ  
ȁף ȁ ΐ ̂

ΐ̃ 

҈  
ԍ └ Һꜚ№ ̂ ᴆᾛ

’Ҋ̆ ̃ 

Ḥ

ῃ 

ᴍ ≢ ԋ  
ΐ ̂ № ΐȁ ӥ

ΐ ȁ̃  

Ḥ  ԋ  ΐ ̂ № ΐ ȁ̃  

Ḥ Ҭ

 
ԋ  ΐ ̂ № ΐ ȁ̃  

└

Ḥ  
ԋ  

ȁף ȁ ΐ ̂

ΐ̃ 

ῃ ῀    

ῃ 

ᴍ ≢ 

ԋ  
ΐ ̂ № ΐȁ ӥ

ΐ ȁ̃ ȁף  

҈  
ȁ ԍ └ Һꜚ№ ̂

ᴆᾛ ’Ҋ̆ ₯ ̃ 

ῃ 
ԋ  

ΐ ̂ № ΐȁ ӥ

ΐ ȁ̃  

҈   

└

Ḥ  
ԋ  

ȁף ȁ ΐ ̂

ΐ̃ 

Ḥ ῃ

 
  

 ԋ  
ȁף ȁ ΐ ̂

ΐ̃ 

ȁ
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ῃ 

ᴍ ≢ 

ԋ  

ΐ ̂ № ΐȁ ӥ

ΐȁ ΐ̃ȁ ȁ

ף  

҈  

ȁ ԍ └ Һꜚ№ ̂

ᴆᾛ ’Ҋ̆ ₯ȁҬ ֲ

₯ ̃ 

└Ḥ

 

ԋ  
ΐ ̂ ΐ ȁ̃ ȁ

ף  

҈  
ȁ ԍ └ Һꜚ№ ̂

ᴆᾛ ’Ҋ̆ ̃ 

Ḥ ῃ

 
  

ᴰ

 

ԋ  
ΐ ̂ № ΐȁ

ΐ ȁ̃ ȁף  

҈   

Ữ

 

ԋ  
ΐ ̂ № ΐȁ

ΐ ȁ̃ ȁף  

҈   

ᴰ

 

ԋ  

ΐ ̂ № ΐȁ ӥ

ΐȁ ΐ ȁ̃ ȁ

ף  

҈   

Ữ

 

ԋ  

ΐ ̂ № ΐȁ ӥ

ΐȁ ΐ ȁ̃ ȁ

ף  

҈  
ȁ ԍ └ Һꜚ№ ̂

ᴆᾛ ’Ҋ̆ ̃ 

Ҍ  
ԋ  

ΐ ̂ № ΐȁ ӥ

ΐȁ ΐȁ

ΐ ȁ̃ ȁף  

҈   

 

└  

ΐ ῃ

└  

№ ҹ ѿ Ȃ 

↕ 

ᵬ  

ḱ ῃ

└  

└
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└

 

ֲ  

ԅ

῏

└  

ᵝ

ᴋ└  

҉ ֲ

└  

ῃ ᵝ

ֲ  

῏ ᵝֲ

Ḡ └ └

 

 

└  

└ ῃ

 

└  

῀ ╠

ῃ ᵀ 

ῃ ᵀ

ӟ 

 

 

Ԋᴆ  

῏Һ ҉

’ 
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  C  

Ѓ Є 

Ғ Ὴ ῝ Ὶ ᶡ5 

C.1  Ὴ 

C.1.1 ῝  

C.1.1.1 ҅Е Ὴ ꜙ  

̂ C.1.1- 1̃̔ ῃ ̆ IC ȁ ȁ └ ᴆ̆ ԍSM4-ECB

ⱴ ̆ ֲ ᴍ ≢̆ ῏ ȁ ̕ Ⱶ ̆ ῃ

Ⱶ ̆ HMAC-SM3 ̆ Ữ Ḡ ̆ ῏ Ⱶ ȂῒҬ̆ ῃ ȁ

Ⱶ ֟ ΐ ֟ ӥғ ῃ Ȃ 

 ῏    

 

 
ᴍ ≢  

ԍ ≢Ḥ ̂ SM4 ⱴ ̃̆ѿ

ѿ Ȃᶏ ѿ ≢ UIDȁ Ḥ ̂ ̃ №

№ ֟ ̆ Ữ ҬȂ  

 

ᵬ  
ᴍ ≢  

̆ ԍ ץ ≢

̂ SM4 ⱴ ̃Ȃ ≢ ̆ᶏ

ѿ ≢ UIDȁ Ḥ ̂ ̃ № ֟

̆ ⌠ Ȃ Ữ ҬȂ 

                                                             
5 Cֽᵬҹ ῃ ᶛ̆ ΐᵣ ’ Ȃ ̆ Ҭ ᴍ ȁ ȁ ᵟ ȁIP ȁ

Ḥ ῏ֲ ȁ ֟ Ḥ ̆ Ȃ 
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 ῏    

HMAC  Ữ

 

 
ԍ ԍHMAC-SM3 ≢ ̆

Ữ Ḡ ̆ ỮȂ 

 

C.1.1- 1 Ὴ ꜙ ᴓ ⌡ɻ Ỵ  

C.1.1.2 ԑЕ Ὴ  

̂ C.1.1- 2̃̔ ῃ ̆ Ἕ ȁNVR ̂ Һ ̃ ᴆ̆ HMAC-SM3

Ữ Ḡ ȂῒҬ̆ ῃ Ҭ PCI-E ץ̆ Ἕ ȁNVR Ҭ ⱴ ֟ ΐ ֟

ӥғ ῃ Ȃ 

 ῏    

HMAC  
Ữ

 
 

ԍ ԍHMAC-SM3 ≢ ̆

Ữ Ḡ Ȃ 
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C.1.1- 2 Ὴ Ỵ  

C.1.2 ᶡ 

̂1̃ ѿ̔ ᶛ 

 

C.1.2- 1 Ὴ ꜙ ᶡ 
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A̔ ῃ ῏ Ḥ ̆ ᴍ ≢ ȁ ̕ №

Ҍ ̆ Ȃ 

B̔ Ữ ₮ ṿ ̕ ᴆᾛ ̆ ᵬ̆

Ữ Ḡ └ Ȃ 

C̔ Ⱶ ҉ Ḥ ̆ Ữ Ḡ ῒ Ḥ Ȃ 

̂2̃ ԋ̔ ᶛ 

 

C.1.2- 2 Ὴ ᶡ 

A̔ ῃ Ữ ṿ ̕ Ữ Ḡ ῒ Ḥ

̕ ᴆᾛ ̆ ᵬ̆ Ữ └ Ȃ 

C.1.3 ᶡ 
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C- 1 Ὴ ᶡ 

ᾝ  ᶛ 

ᴍ ≢ XX  

C.1.1.1 ѿ̆ ᴆ 8.1.4ȁ7.2ȁ7.3 ᶫ ľDAKĿ ̆ ᶛ

Ҋ̔ 

1̃ ֟ ӥ ̆ C.1- 1ȁ C.1- 2ȁ C.1- 3̕ 

2̃ᶏ ᴍ ≢ Ḥ ȁף ̆ C.1- 4ȁ C.1- 5̕ 

3̃ᶏ ┘ ’̆ C.1- 6Ȃ 

Ữ  
XX  

C.1.1.1 ѿ̆ ᴆ 8.1.4ȁ7.2ȁ7.3 ᶫ ľDAKĿ ̆ ᶛ

Ҋ̔ 

1̃ ֟ ӥ ̆ C.1- 7̕ 

2̃ HMAC ṿ № ̆ C.1- 8̕ 

3̃ᶏ Ḡ Ḥ ȁף ̆ C.1- 9̕ 

4̃ └ ̆ C.1- 10Ȃ 

Ữ  
XX  

C.1.1.2 ԋ̆ ᴆ 8.1.4ȁ7.2ȁ7.3 ᶫ ľDAKĿ ̆ ᶛ

Ҋ̔ 

1̃ ֟ ӥ ̆ C.1- 11ȁ C.1- 12ȁ C.1- 13̕  

2̃ HMAC ṿ ̆ C.1- 14̕  

3̃ᶏ Ḡ Ḥ ȁף ̆ C.1- 15̕  

4̃ └ ̆ C.1- 16Ȃ 
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C.1- 1 Ὴ ֥ ӫɻ IC ֥ ӫ ӫЃ Ὴ ԑ Є 
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C.1- 2 ֥ ӫЃ Ὴ ԑ Є Ѓ ӫғ Ḫ ҅ Є 
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C.1- 3 Ὴ  

 



54 

  

C.1- 4 Ὴ ῗ Ѓᶕ SM4 Є 



 

 55 

 

   

C.1- 5 Ὴ ᴓ ⌡ SM4-ECB ῗש  
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C.1- 6 ᴓ ꜗЃ Єɻ ᴓ Ѓ Є 
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C.1- 7 ꜙ ֥ ӫЃ Ὴ ԑ Є Ѓ ӫғ Ḫ ҅ Є 
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C.1- 8 Ҳ Ỵ HMAC ẅ 

  

 

C.1- 9 Ҳ HMAC ɻ Ỵ Ḧ ש Ѓ ԓ SM3 HMAC Є 
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C.1- 10 ָ Ḫ ḷ Ὴ ᵲЇ  
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C.1- 11 Ҳ ɻ ἥ NVRҲ Ὴ ֥ ӫ Ѓ Ї ӫғ Ḫ ҅ Є 
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C.1- 12 Ӏ ᶕ PCI-E ֥ ӫ Ѓ ӫғ Ḫ ҅ Є 
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C.1- 13 Ὺ ἥ ᵣ  

  

C.1- 14 ҅ HMAC ẅЃ ҿ 256 Є 
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C.1- 15 Ҳ HMAC ɻ Ỵ Ḧ ש Ѓ ԓ SM3 HMAC Є 
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C.1- 16 ⅎ Ὺ Ї ľ ᴌ ĿЇ Ї HMAC  
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C.2  Ḫ Ὴ 

C.2.1 ῝  

C.2.1.1 ҅ЕIPSec VPN ḪḪ  

̂ ⌠ ̆ C.2.1- 1̃̔№ IPSec VPN ῤ ̆֟ ѿ № IPSec VPN ῏ҍ IPSec 

VPN ῏ӊ ḤḤ Ȃ ̆ ԍSM2 ӥ Ḥ ᵣ ᴍ ≢̆ SM4-CBC HMAC-SM3 Ḥ

Ḡ ̆ ῏ IPSec VPN ῏ ȂῒҬ̆ң IPSec VPN ῏ΐ ֟ ӥғ ῃ

Ȃ 

 ῏    

 ᴍ ≢ 

̆

ⱴ

̆Ὲ ץ

ӥ ̆

VPN ῏ῤ Ȃ 

ԍ SM2 IKE/ISAKMP

ѿ ̂Һ ̃ ᶫ ԍ ᴍ ≢

ⱳ ̕ ԍⱴ SM2

IKE/ISAKMP ѿ ᶫ

Ḡ Ȃ 

ᵬ  

Ḥ ȁ

Ḥ Ҭ

 

̆ ԍⱴ

ԍ ң

ᵬ Ȃ 

ԍ ⱴ SM4-CBC ᵬ ҹ

IKE/ISAKMP ԋ ̂ ̃֜ ԑ

ᶫ Ḡ ̕ ԍ HMAC-SM3

ᵬ ҹIKE/ISAKMP ԋ ̂ ̃

֜ԑ ᶫ Ḡ ᴍ

≢Ȃ 

ᴪ  

Ḥ ȁ

Ḥ Ҭ

 

̆ ԍⱴ

ԍ ң

ᴪ Ȃ 

ԍⱴ SM4-CBC ᴪ ҹ Ḥ

ᶫ Ḡ ̕ ԍ HMAC-SM3

ᴪ ҹ Ḥ ᶫ Ḡ Ȃ 
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C.2.1- 1 IPSec VPN Ḫ Ѓ └ Є 

C.2.1.2 ԑЕSSL VPN ḪḪ  

̂PC ῃ ҍSSL VPN ῏ӊ ḤḤ ̆ C.2.1- 2̃̔ԑ PC ᶏ ῃ HTTPS ῤ

̆ ῤ SSL VPN ῏ ԍ ῃ ׆̆῀ ֟ ѿ ῃ ҍSSL VPN ῏ӊ ḤḤ Ȃ ̆ ԍSM2 ӥ

SSL VPN ῏ ᴍ ≢̆ SM4-CBC HMAC-SM3 Ḥ Ḡ ̆ ῏ ῃ

/ SSL VPN ῏ ȂῒҬ̆ң ῃ ȁSSL VPN ῏ΐ ֟ ӥғ ῃ Ȃ 

 ῏    

Ⱶ  ᴍ ≢ 

̆

ⱴ ̆Ὲ

ץ ӥ

̆ VPN ῏

ῤ Ȃ 

SM2 ԍ Ҭ Ⱶ

ᴍ ≢̕SM2 ⱴ ԍ Һ

֜ Ḡ Ȃ 

ᵬ  

Ḥ ȁ

Ḥ Ҭ

 

̆ ⱴ

Ȃ 

SM4-CBC ⱴ ԍ ⱴ

̆ҹ Ḥ ᶫ Ḡ ̕

HMAC-SM3 ԍ

ҹ̆ Ḥ ᶫ Ḡ Ȃ 
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C.2.1- 2 SSL VPN Ḫ  

C.2.2 ᶡ 

̂1̃ ѿ̔ ᶛ 

 

C.2.2- 1 IPSec VPN Ḫ Ѓ └ Є ᶡ 
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A̔ IPSec VPN ῏ ᶷ₮ ҉̆ Ἕ ῀Ғ ̂ Ḃ ̃̆ ҉ᶏ № ΐ̆

№ IPSec VPN ῏ Ḥ ̆ Ḥ IPSec VPN Ⱶȁ ᴍ ≢ȁⱴ Ḡ ̕ᶏ

ӥ ΐ̆ IPSec VPN ῏ ӥ ῏ Ⱶ̕ ⌠IPSec VPN ῏҉̆ / ȁ ᴍ ≢ȁⱴ Ḡ

Ȃ 

̂2̃ ԋ̔ ᶛ 

 

C.2.2- 2 SSL VPN Ḫ ᶡ 

A̔ SSL VPN ῏ ᶷ₮ ֜ ҉̆ Ἕ ῀Ғ ̂ Ḃ ̃̆ ҉ ῃ

PC ҉̆ᶏ № ΐ̆ № SSL Ḥ ̆ Ḥ SSL VPN Ⱶȁ ᴍ ≢ȁⱴ Ḡ

̕ᶏ ӥ ΐ̆ SSL VPN ῏ ӥ ῏ Ⱶ̕ ⌠SSL VPN ῏҉̆ ȁ ᴍ

≢ȁⱴ Ḡ Ȃ 

C.2.3 ᶡ 
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C- 2 Ḫ Ὴ ᶡ 

ᾝ  ᶛ 

ᴍ ≢ 

№ IPSec VPN

῏ҍ IPSec VPN

῏ӊ ḤḤ  

C.2.1.1 ѿ̆ ᴆ 8.2.4ȁ7.2ȁ7.3 ᶫ ľDAKĿ ̆

ᶛ Ҋ̔ 

1̃ ֟ ӥ ̆ C.2- 1̕ 

2̃ ᴍ ≢ ᶏ ӥ ⱵḤ ̆ C.2- 2̕ 

3̃IPSec VPN Ḥ IP ȁ Ⱶ̆ץ ᵣ ≢ └ ’̆ C.2- 3̕ 

4̃IPSec VPN Ḥ ᴍ ≢ ץ̆ ӥ ῒ ӥ ’̆ C.2- 

3ȁ C.2- 4ȁ C.2- 5ȁ C.2- 6̕ 

5̃IPSec VPN ῏҉̆ ῏ / ȁ ᴍ ≢ ῒ ӥ Ḥ ̆

C.2- 7Ȃ 

PC ῃ ҍ

SSL VPN ῏ӊ

ḤḤ  

C.2.1.2 ԋ̆ ᴆ 8.2.4ȁ7.2ȁ7.3 ᶫ ľDAKĿ ̆

ᶛ Ҋ̔ 

1̃ ֟ ̂ ῃ ȁSSL VPN ῏̃ ӥ ̆ C.2- 11ȁ C.2- 12̕  

2̃ ᴍ ≢ ᶏ ӥ ⱵḤ ̆ C.2- 2̕ 

3̃SSL VPN Ḥ IP ȁ Ⱶ̆ץ ᵣ ≢ └ ’̆ C.2- 13̕  

4̃SSL VPN Ḥ ᴍ ≢ ץ̆ ӥ ῒ ӥ ’̆ C.2- 

14ȁ C.2- 15ȁ C.2- 16ȁ C.2- 17̕  

5̃SSL VPN ῏҉̆ ῏ SSL ȁ ᴍ ≢ Ḥ ̆ C.2- 18ȁ C.2- 19Ȃ 
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ᾝ  ᶛ 

Ḥ

ȁ Ḥ

Ҭ

 

№ IPSec VPN

῏ҍ IPSec VPN

῏ӊ ḤḤ  

C.2.1.1 ѿ̆ ᴆ 8.2.4ȁ7.2ȁ7.3 ᶫ ľDAKĿ ̆

ᶛ Ҋ̔ 

1̃ ֟ ӥ ̆ C.2- 1̕ 

2̃IPSec VPN Ḥ Ḥ ⱴ ȁ ’̆ C.2- 8ȁ C.2- 9̕ 

3̃IPSec VPN ῏҉̆ ῏ / ȁⱴ ȁ ץ Ḥ

̆ C.2- 10Ȃ 

PC ῃ ҍ

SSL VPN ῏ӊ

ḤḤ  

C.2.1.2 ԋ̆ ᴆ 8.2.4ȁ7.2ȁ7.3 ᶫ ľDAKĿ ̆

ᶛ Ҋ̔ 

1̃ ֟ ̂ ῃ ȁSSL VPN ῏̃ ӥ ̆ C.2- 11ȁ C.2- 12̕  

2̃SSL VPN Ḥ Ḥ Ҭⱴ ȁ ’̆ C.2- 14̕  

3 S̃SL VPN ῏҉̆ ῏SSL ȁⱴ ȁ Ḥ ̆ C.2- 18ȁ C.2- 

19Ȃ 

└Ḥ

 

  

ῃ ῀    
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C.2- 1 IPSec VPN ῗ ֥ ӫ  

 

C.2- 2 ꜙ ꜙᶕ  
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C.2- 3 IPSec Ḫ IP Ѓ10.XX.XX.3 10.XX.XX.4Єɻ ꜙ ‟ЃUDP 500Є ᵩ ⌡ ┼Ѓ ⌡Є 
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C.2- 4 IPSec VPNɻⅎ IPSec VPN ӫ  
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C.2- 5 IPSec VPN ӫ ꜘ ӫ ⅎ  

  

C.2- 6ⅎ IPSec VPN ӫ ꜘ ӫ ⅎ  
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C.2- 7 IPSec VPN ῗ ᵩ ⌡ Ѓ ӫ ⌡ Є 
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C.2- 8 IPSec ISAKMPӀ ꜘ ЃSM4-CBCЄ 

  

C.2- 9 IPSec ISAKMPӀ ЃHMAC-SM3Є 



 

 77 

 

 

C.2- 10 IPSec VPN ῗ IKEЃISAKMPЄ  
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C.2- 11 PC Ὴ ֥ ӫЃ Ὴ ԑ Є Ḫ  
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C.2- 12 SSL VPN ῗ ֥ ӫɻ ӫЃ Ὴ ԑ Є  
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 C.2- 13 SSL Ḫ IP Ѓ10.XX.XX.1ɻ10.XX.XX.2Єɻ ꜙ ‟Ѓ TCP 443Є 

 

 C.2- 14 SSL Server Hello ( ᴌ ECC_SM4_CBC_SM3)Ї ᴓ ⌡ SM2ɻꜘ SM4-CBCɻ HMAC-SM3 
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C.2- 15 SSL Ѓ ꜙ ⌡Ї ꜙ Ί ӫЄ 
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C.2- 16 SSL VPN ῗꜘ ӫɻ ӫ ӫ  
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C.2- 17 SSL VPN ῗ ӫɻꜘ ӫ  
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C.2- 18 SSL VPN ῗ SSL  

 

C.2- 19 SSL VPN ῗ ᴌ Ḫ  
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C.3  Ὴ 

C.3.1 ῝  

C.3.1.1 ҅Е  

̂ C.3.1- 1̃̔ ֲ ԑ ҉ SSL VPN ῏ ῀ ῤ ̆ Ⱶ ȁ ȁ

֟ Ȃ ̆ ꜚ פ ꜚ ̆פ ꜚ פ ꜚ פ ȂῒҬ̆ꜚ פ ȁ

ꜚ פ ΐ ֟ ӥғ ῃ Ȃ 

ҹHTTPS ̆ Ⱶ ҹSSHv2 RDP̆ ֟ ҹHTTPS Ȃ 

 ῏    

 ᴍ ≢ Ȃ 
ԍ ̆ SM3

ꜚ  Ȃפ

 ῃ 

Һ̆

Ὲ̆ ץ

ӥ Ȃ 

ԍ ̆ Ⱶ ̂

ȁ Ⱶ ̃ ᴍ ≢Ȃ 

Ḥ

Ḡ  
ῃ 

̆ ⱴ

Ȃ 

ⱴ ҹ ᶫ

Ḡ ̕ ҹ ᶫ

Ḡ Ȃ 
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C.3.1- 1  

C.3.2 ᶡ 

̂1̃ ѿ̔ ᶛ 

 

C.3.2- 1 ᶡ 
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A̔ ҉ ȁ Ⱶ ȁ ȁ ᵣ ֟ ̕ᶏ № ΐ̆

№ Ḥ ̆№ ᴍ ≢ └ Ȃ 

B̔ ꜚ פ ᶷ֜ ҉̆ Ἕ ῀Ғ ̂ Ḃ ̃̆ ҉ᶏ № ΐ̆ ֟

̆ └ Ȃ 

C̔ ᶷ֜ ҉̆ Ἕ ῀Ғ ̂ Ḃ ̃̆ ҉ ҉ᶏ № ΐ̆

ᴍ ≢ȁ Ḥ Ḡ └ ᶏ̕ ӥ ΐ̆ ᵣ ≢

ӥ ῏ Ⱶ Ȃ 

D̔ Ⱶ ᶷ֜ ҉̆ Ἕ ῀Ғ ̂ Ḃ ̃̆ ҉ Ⱶ ҉ᶏ № ΐ̆

Ⱶ ᴍ ≢ȁ Ḥ Ḡ └ ̕ Ⱶ Ḥ ̆№ ȁ

Ȃ 

C.3.3 ᶡ 

C-3 Ὴ ᶡ 

ᾝ  ᶛ 

ᴍ ≢  

C.3.1.1 ѿ̆ ᴆ 8.3.4ȁ7.2ȁ7.3 ᶫ ľDAKĿ ̆ ᶛ

Ҋ̔ 

1̃ ֟ ӥ ̆ C.3- 1ȁ C.3- 2̕ 

2̃ꜚ Ḥפ ȁꜚ פ PIN Ḡ ̆ C.3- 3ȁ C.3- 4̕ 

3̃ ꜚ פ ᵬ ֜ԑ ̆ C.3- 5̕ 

4̃ꜚ פ ҉ ꜚ פ ȁꜚ פ ṿ Ḥ ̆ C.3- 6̕ 

5̃ ꜚ פ ≢ ̆ C.3- 7Ȃ 
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ᾝ  ᶛ 

ŀŀ ŀŀ 

ῃ 

 

C.3.1.1 ѿ̆ ᴆ 8.3.4ȁ7.2ȁ7.3 ᶫ ľDAKĿ ̆ ᶛ

Ҋ̔ 

1̃ ҍ ̂ Ⱶ ̃ӊ ’̆ Ḥ IP ȁ Ⱶȁᶏ

ץ̆ ᵣ ≢ └ ’̆ C.3- 8̕ 

2̃ ҍ ӊ TLS1.2 Ҭ̆ Ḥ ᴆ ץ̆

ӥ ’̆ C.3- 9Ȃ 

Ⱶ  

C.3.1.1 ѿ̆ ᴆ 8.3.4ȁ7.2ȁ7.3 ᶫ ľDAKĿ ̆ ᶛ

Ҋ̔ 

1̃ ҍ Ⱶ ӊ ’̆ Ḥ IP ȁ Ⱶȁᶏ ̆

C.3- 10̕  

2̃ ҍ Ⱶ ӊ SSHv2 Ҭ̆ Ḥ ֜ ȁⱴ

ȁ Ḡ ȁ ᴍ ≢ Ḥ ̆ C.3- 11Ȃ 

ŀŀ ŀŀ 

└

Ḥ  
  

Ḥ ῃ
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ᾝ  ᶛ 

ȁ

 

  

  

 

C.3- 1꜠ ת ֥ ӫ ӫɻ Ѓ Ὴ ԑ Є 
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C.3- 2꜠ ת ֥ ӫ ӫɻ  
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C.3- 3 ῇ꜠ ת ֥ ꜠ Ѓת ҿ 6ᵣЄ 

 

C.3- 4 ת  
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C.3- 5 ғ꜠ ת Ӑ Ḫ ᴶ ꜠ ת ָ ᴓ  
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C.3- 6꜠ ת ҏ꜠ ת ɻ꜠ ת ẅ Ḫ Ѓ ԓ SM3 ꜠  Єת
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C.3- 7 ҏ҅ 60 ῇҏ ꜠ ת Ѓ ҅ת Є 
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C.3- 8 TLSv1.2 Ḫ IP Ѓ10.XX.XX.249ɻ192.XX.XX.86Єɻ ꜙ ‟Ѓ TCP 443Є ᵩ

⌡ ┼Ѓ ⌡Є 
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C.3- 9 SSL Server Hello Ѓ ᴌ ECDHE_RSA_WITH_AES_256_CBC_SHAЄЇ ֢ ECDHEɻ ᴓ ⌡ RSA-2048ɻ

ꜘ AES-256-CBCɻ HMAC-SHA1Їװ ꜙ RSA-2048 ӫ 
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C.3- 10 ᶕ SSHv2 ꜙ ֢ԝ  
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C.3- 11 ᶕ SSHv2 ꜙ Ї ֢ ECDHEɻꜘ AES-128-CBCɻ HMAC-SHA1ɻ

ꜙ ᴓ ⌡ RSA-2048 
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C.4  Ὴ 

C.4.1 ῝  

C.4.1.1 ҅Е ᴓ ⌡ 

̂ C.4.1- 1̃̔ ԍSM2 └ ᴍ ≢̆ ̆ ≠ ̆ ľ

SM2+פ Ŀ ᴍ ≢̆ Ⱶ ̆ ⱳȂῒҬ̆SM2 ӥ ԍ

Ҭ̆ ӥ CA ̆ ῏ Ⱶ ̆ Ⱶ ΐ ֟

ӥғ ῃ Ȃ 

 ῏    

CAῈ  ᴍ ≢ 

̆Ὲ ץ ӥ

ȂCAῈ CA

CA ӥ Ḥᴋ CA

ӥ Ȃ 

ԍ ӥȂ 

 ᴍ ≢ 

̆Ὲ ץ ӥ

̆

ῤ Ȃ 

ԍ ᴍ

≢̆ ԍSM2 ӥ

Ȃ 

 

C.4.1- 1 SM2 ᴓ ⌡  
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C.4.1.2 ԑЕ Ỵ Ḧ  

̂ C.4.1- 2̃̔ Ⱶ ̆ SM4 Ữ Ḡ ̆ HMAC-SM3 Ữ Ḡ

̆Ḡ Ữԍ ҬȂ ῏ Ⱶ ̆ Ⱶ ΐ ֟ ӥғ ῃ Ȃ 

 ῏    

ⱴ  Ữ   
ԍSM4ⱴ ץ Ữ

Ḡ Ȃ 

HMAC  Ữ   
ԍ ԍSM3 ≢ ̆

Ữ Ḡ Ȃ 

 

C.4.1- 2 Ỵ Ḧ  

C.4.1.3 ҎЕ ῗ ᵲ ҿ Ғ  

̂ C.4.1- 3̃̔ ԍSM2 └ ῏ ᵬ ҹ Ҍ Ȃ ῏ ᵬ ̆ ֲ

ᵬḤ SM2 ̆ Ⱶ ⌠ Ⱶ ̆ ↕ ῏ ᵬḤ ῒ ṿѿ ԍ
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ҬȂ ῏ Ⱶ ̆ Ⱶ ΐ ֟ ӥғ ῃ

Ȃ 

 ῏    

CAῈ  Ҍ  

̆Ὲ ץ

ӥ ȂCAῈ CA

CA ӥ

Ḥᴋ CA ӥ Ȃ 

ԍ ӥȂ 

 Ҍ  

̆Ὲ ץ

ӥ ̆

ῤ Ȃ 

ԍ῏ ᵬḤ Ҍ

Ḡ ̆ ԍSM2 ӥ

Ȃ 

♀ᶬ

Ẕּז/ᾭὯẓῸחᵸ

⁄ỌҐὭ 

CA  ‗

ᵄ Ὸחᵸ

חἋўזּ

ΰ
Ḹ

 

C.4.1- 3 SM2 ῗ ᵲ ҿ Ғ  



102 

C.4.2 ᶡ 

̂1̃ ѿ̔ ᶛ 

 

C.4.2- 1 SM2 ᴓ ⌡ ᶡ 

A̔ ҙⱵ ҉ ̆ᶛ ȁ פ פ

̆ ᶏ ᶏ ̂ ᶏ ֲז ׃ ̃ ᴍ ≢ ̕ ӥ ΐ̆

ᶏ ӥ ῏ Ⱶ̕ ᴆᾛ ҙⱵ ҉ᶏ APDU № ΐ̆№ APDU פ ῤ

Ȃ 

B̔ Ⱶ ᶷ֜ ҉̆ Ἕ ῀Ғ ̂ Ḃ ̃̆ ҉ Ⱶ ҉ᶏ № ΐ̆

№ Ḥ ̆ ᴍ ≢ └ȁ ӥᶏ ץ’ ֟ ’ ̕ ΐ

Ȃ 

C̔ Ⱶ ῏ ȁ ῏ ᶏ ̆ ᶏ ȁ Ȃ 
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̂2̃ ԋ̔ ᶛ 

 

C.4.2- 2 Ỵ Ḧ ᶡ 

A̔ Ữ ̂ № ȁ ≢ ̃ ̕ ᴆᾛ ̆ Ḡ

ᵬ̆ Ữ └ Ȃ 

B̔ Ⱶ Ữ Ḡ ⱳ ף ̆ Ⱶ ⱳ ̆

№ Ḡ ᶏ ȁ№ ᵬ ȁḠ ̕ Ⱶ ҉̆ᶏ № ΐ̆ ֟

̆ └ Ȃ 

C̔ Ⱶ ῏ ȁ ῏ ̆ ᶏ ȁ Ȃ 
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̂3̃ ҈̔ ᶛ 

 

C.4.2- 3 SM2 ῗ ᵲ ҿ Ғ ᶡ 

A̔ ҙⱵ ҉ ῏ ᵬ ̆ᶛ ȁ פ פ

̆ ᶏ ᶏ ̂ ᶏ ֲז ׃ ̃ ῏ ᵬ ⱳ̕ ӥ ΐ̆ ῏ ᵬ

ᶏ ӥ ῏ Ⱶ̕ ᴆᾛ ҙⱵ ҉ᶏ APDU № ᴆ̆№ ῏ ᵬḤ

APDU פ ῤ Ȃ 

B̔ ΐ ף ̆ Ⱶ ᶷ֜ ҉̆ Ἕ ῀Ғ ̂ Ḃ ̃̆ ҉ Ⱶ

҉ᶏ № ΐ̆ № ῏ ᵬ Ḥ ̆ ῏ ᵬḤ └ȁ ӥᶏ ץ’

֟ ’ ̕ ΐ ̕№ Ữ ῏ ᵬ ṿ Ȃ 

C̔ Ⱶ ῏ ȁ ῏ ᶏ ̆ ᶏ ȁ Ȃ 


