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R, EARSE SRR IRATRRER KL 256 LR & F oMM S & 2D 512
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— B HE U ENLHE I, R 2B T8 B WO 5 IR B B O B e
RBUK R IR H) A PVED RGO B, e 2 ettt NRE. 2
FHEZRIN, U ENLE AT G AR TR SE I ki, JFH IBM L
FEJTATT TN A6 AR ) 1 A B A R RS N P o TR B 85 0 2 R R e 3 5, R
AR 2 TN B 130 8 T L PA6 2 17 4, DI TG FRAT A& 755 B 0 vt TN
FHSERARR) BRI |, FRATTHS TR K H AT B 2 KGRI BIHTE 17200 .
deAh, AR AR AT H AT AT A BRI SO SR 15 EECE EAZ SRR A
AR, A, FRATH B NILTETF L6 T 1 B E AR S 4 b i
TFRA, WSCHERATIAR2,6], TE AT FR 55 A 27 A ot SR S PR R AR i 2 5 B b i

& AD 2 H TN PR 7 U I R B Tk — o R, A
by oty S A R HE 1 R (40 SVP AT CVP) #HEL, LWE (Learning With Error) [f]
BC 4 MR W Th ORE E N 4 T [47] . FE T B E, K2 H W R
[19,41,12,2,11,47,25,34,6,37,46] TAEER S AEHL T LWE S L ARAA (1) %5 B Bl s A0
W b, IR HESAESE A SEH AT LWE (1% 81 B i ¥ U7 17 B A
TERMRE.

MBI f R, BeH i< T LWE KRR TAE R — D EE
DUBRSE 0 T A I o (R AEZ AT AR 5T TAE S, S RNAE KE
PKE H i F A1 3 rid, I ik jg A—FheE B & R AT 0 i o X st it
0o R SR FH SR A A A% 5 T R G AR B B B P LA, AT 75 ZE MK T 4R b e
M2t tbsh, W THAEBE PR KSE, RAWIAE R IXESH L [
L AT AR AR R, R T Gy 25 PP AS [ £ B i R L AR LR
WX LE A [F] LS SR — P g, RATRIRSLZ — D EEA R bR

M GACHT— AL B AR (BU%. WED IEERL, XT3 ok g o &
B Bl R A, Schnorr 2544 A2 B LI R ALY SUA J5 R Fiat-
Shamir e #EAT —RACTIAR IR o ARSI R — BALIRIFEE CCA 241
PKE PARAEBAE Y2 1R 2 Sl 1 2 A . i R AR — A A8 S B
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R AE A RN, JF B TR T DUR T SO b S0, R s ik 8 ) B o LA 2
fRANDRA .

XA N AP REN LR R, FRATIRE B AR B AR
() LWE [ @, XmiUK5h T learning with error (LWR) W] R4, LWR H i 7€
Py Rk T B R B SON BE AL A, AR, LWR P& e A1 25 6 2
[ EA AN, SO T LWR 2 5P i 1 B 2 26 (0 0 A AR 4512 B 4k

1.1 BRATRI R

FT AR FERIVERE LB LH) OKCN L, FEAHE R HIATBAH 57
Hrdt T3 A% RLWE 12 P i i o

FE— A%« BAR AN LR o, FRATTUONEAEAR AT RLWE [ 22 22 i 95 1
Ak, RAERIFATRITE TS, A NERBIE 128 LUkF)a &1 2 2P0 B2 i
PIREAMET 512 LURpl, LT 34K RLWE B ML ER & 1 Be it ¢ 1 5
T MLWE [ Hrile UL, EARRZFRRATEF R KL 256 LLFf A&
THEVER S R E /D 512 BURR I P i 3 B B o XM R 7 B 2 BBGA (A3
ATAAE FRATPTEHL T RLWE ) 28R B RN a] & I T S ik 2 /0 128 LRy 1
JRET#HA.

3t OKCN E M A BI%: T RLWE I B Iy, E AT ORI B 2 4
AR R Ry ASPE S T EE AN DT Y PR R PR R RO
XD R R, AMWAMEORESL: — RO RIS, o — Rl R
CORESE LR

X TR T AR BRI 2, FEFRAT AR R, M A i R o 16 % P AN R
A7 B VB BERR SO, (EOR B2 PRI . BATE ™ HAIEM 1, Zn 28
KIS s YA RO B AR B SE TR R, BT3B, JAr1B
T 73— block X — AL AT IR LN HE Y SEC . £E LT 3k - 2 A 1 R ARLAR
PR AN AL, SEC S R T A F HLAR R (T3 B 18] R 1 SE L



2 P& HFIR

FEARSC A5 B (B o A — 3 38R, o fma IR . X TEE
TR, x| FRDTETRREL, |x] =[x+ 1/2]. X TAE R IE RS oA
b, Flem(a, b)FRRafbE/NAEE W TR j € Z, 3 Hi <j, F, 1%
INBHEEG{ i+ 1, .., — 1,j} XTAEENIERENL, 27K~ Z/tZ. Z,4 17T
FENRR N[0, — 1], HANZ,ZWHRRN[-1(t— 1) /2],1t/2]]

WMARS R —ANAERES, WA|S|RRERIIEE, I Hx « STRARBSBEHLA
ST —DTCR A TPHINMESFA B S Z,, ZA1E LA+ B £ {a+ bla €A,b € B}

ST —ANINERE(G, +), TGRx € GIHHTFHESCG, x + SERKSTH—NILE
AN RIVES . T —NERS, FAUS)ERSH—NI5 040 ST
EIORF ) EEFENIA EX, Supp(X) = {x € R|Pr[X = x] > 0}.

TEJ5 AR AR DG I B SEIR AR B, BATME FH AR GE 10 75 5 ROk
& WRDFF—MEES i, Bax « DEFRIEDERE—A T E HIRIE L x.
IR aBEA R —NEIEMA R —ANES, T ax « ah TR & B MRE#RE . i
AR MR FE, IAACey,xg, s )RR X, X5, SENTIN T NBEHLE T AR
BRARFANHY <« AQxy, x,, O)RRBENIER 2y A, %y, 0 1) FISESR
FIPr[Ry; ...; Ry E|FRRNFHETE—E B A F BN ER,, ..., R G KA IR ZE

IR TAEE e > 0, WA KA > A, MELE—DLMEE F(1) < 1/4°,
T8 BB HLF () A2 T R I o TEAR SR, 23 S B BRI S H0T, AT 123 i/ T 2790
()BT B

2.1 EAE LWE 1 LWR ja] B

U IEESHe >0, Xtx e R, & XLEMEEp,(x) 2 exp(—x2/202) /V2na?,
2Dy RRAEL B —4E B ECE I 0 A, S SR B BB D, , (x) £ p, (%) /
Ps(Z), x € LIRFE o BJG, 2 Dyn  RI/RAEL™ EI) n 4EBRTE S BU= A, b

AR T Dy -



4 IR n M g, EATE R XS AT N2, Jra e B mEs € 7

H— AT, MRS i, I BN S ke € 70, &4, , RRTD X T, EHI4,

a5
WETe « x, Hiiti(ab=aTs+e) €Ll xZ,. HEMixXEF BN LB HL
I HTHER 3 A Dy o5 HZ, WISCHER[LI] P BTIR, AT LAR AR ) o A (410 &
2, (WREME) Learning With Error (LWE) %A, W W KK 2438,
F 25 U 18] 597018 AN T 2 O R X A o 2T X 2, BRI 5] 53 A
BIfEA B 2 A ZAREA, JF HRIMERAES 1] fs 2 M BEALHIER, 31X 2 A
AR

LWR [Al /72 LWE [HE ) — AN BEbL A . SDREZY EH)— 2850 4i Hs «
D. MN¥Hq =>p = 20EEx € Z,, FR

Ix], = §x1

ZJa, MEEIEEHnMg 2p 22, Ly X L, b LK) LWR 73474, , ()2
HMZy BB S BN afR 20, Bt (a,la"s]) € Z) x Z,. fE2Z, (k
T LWR BRIIA, *RBE KM ZAESH, W32 Tl 0 FET0E LA A]
RIS HIBEA R XA, 0 (I Z 73 (2« 27, Lul ) o BIEATE 22 5 5

ZAFEAR, X WAL OLI - T 2 W Rq, 91451 T — S LWE [/ F] LWR
A BRI A LR . ABRRHE s FATRABI MR . Mg = 2mBp(m <
q/2Bp), LWE [i) @] DL 23619 m DMRSLREHUEAR (Pg i) LWR R .
IE4h, A LWE 2| LWR 2 fa 58% s 17041 Jo K

3 EATH

3.1 Key Consensus with Noise

TN EHIE (Key Consensus, KC) 58 5E L2 7, BATEHLTIA—

PR - |, HAt = 1:|x], = min{fx mod t,t —x mod t},Vx € Z, I HIIZHN
4



iR ERIRAE{0,...,t =D}, Hlaw|-1|, = min{—1 mod ¢, (t+ 1)mod t} =
min{t — 1,1} = 1. fEJamiHidT, EAMEH |0, - 0,|, RERHA TRy, 0, €

2,2 I

Alice Bohb

—
0y = by g = &

il

q

(ky.v) + Con{my, params)

ks + Rec(o2, v, params)
Kl 3.1 — AN SR PR AL
X 3.1 —MEHILRBEEKC = (params, Con, Rec), WK 3.1 FiR Ckyky €
T, v € Ty Hloy — 0ylg < d), FerFSEHE LT -
® params = (q,m,g,d aux) R ARASH, Hhqm,g, INIEBEEIEHH
2<mg<q0<d<|2], awxdRBbE ., Wt (qm, g, ).
FH T A N R R N
® (k. v) — Con(oy,params): {EHINN(0, € Z,,params) T, M2
Z AL Con Mt oy (ky, v), Hbk, € Z,, 9 Hke, NILEEHY, v € Z,
I Hv R 18 5 I S5 2R M R i A AR s 55— A1 5, AT A6 7500
J7 Beik BFLR
® k, — Rec(a,,v,params): {EfINN(0, € Z,,v,params) KITELL T, #i5E
22 15 A R] — U VL Rec i ok, € Z,,
EE: AR EEEEESHE, RN THEEN, 0, € Z,Hlo, —
Oilg <d, WHEy =k;o
AN —AEHINRED, R e, Rk M@ EMSLR), JEELR
0, € LIMERNEZN, kBB DAHEL o IR IIBEHLIE SR T o HURE 1 1
M ConH g H IBEALF



3.1.1KC WABAMEFH

THPXANERRH T —A R, KPS Eohg (Rl 2 S IEMm8eE), m
CGEHREHEEINZED, g GERRSED Md GEERSH0, A TR ER, &

AT T AR AN [7] 1 R0 e ZR A E Ik 26 S 4 2 ) A — AP
EH 3.1 WHRKC = (params, Con, Rec) i /& IEAf 11 A2 414 i 2 S ALH],  FF
Hparams = (¢,m, g,d, aux), #42md < q(1 ——)o

FEUEIIE B 3.1 Z 1, FRATTE ik R T H) i
W 3.1 45— ANBH params = (q,m, g, d, aux) I HLis & IERHPER 204
KCHE, WHEREE Mo, € Z,, WHCon(o,, params) LAIERIIREER I (ky,v),
Mot FHE—H(w, 00), kWRIEK HEk2U, ST EEEILE, ), DR
Con(a,,params,r) = (ky,v)¥ H.Con(o,, params,r") = (k;,v), MWLk, =kj.
-8 3.1 40, =0,, M4lo, —o,l, =0<d. Ha, HRIEKCHIEFE,
FATAT LIS 2k, = k, = Rec(o,,v) = Rec(o,,v). ZRIM, Rect— M€ HIHE,
SR E 1 (0, v), kK HARREER . Fik, XFAE—4EE (o, v), &
WCont L T ERERIBENLIE, Kk, 2 ERIE E Ko
W 3.2 4E B HCparams = (q,m, g, d, aux) I FLik & IE R E A2 4k 1
KCHi%, M ERENv € Z,, 25, Rt Eo, MNES, AN TR o, #H 2
Con(oy, params) AIEHME R v, BAAK,

S, ={0y € Zy|Pr[(k,,v") « Con(oy, params):v' = v] > 0}

%B/l\ ’ ﬁEUO

UE B -t R 3.2 X TR — Ao, € Z,, FATilTIZ1TCon(o,, params) i) A1 E]—
U (ky,v) € Ly, X L, Floy € S, W2 i3t A 5L B A1 1T L 2L B2 0 i 151 3

UERA-EH 3.0t 3.2 WAL ARy, € Z,[845S, | = q/g. FEEER
&, XTAEENo, €S, . Con(oy, params)fii thv, IBEHR KT 0. X TAERI € Z,,
&K, Fon L8 BT I /£ Con (o, params) LA N F MR (ky, = v = v,) oy
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G . M 3.1 alfs, KNS, RALYER. Bk, Mv LA, Jf
Hk ¥ 5ntn, FARMNBE TIREZER KC Z241, I AT HE
Prlk, = ilv = v,] = Pklk, = i] >0, FMXFRH—14i€z,, K#AMEIETH. B
FEX TH—i € L, HIKRFEUEITHo, € L, £ Rec(o,, vy, params) = iff]
%ty RUNRecEHAEN, 4K, t2&HE I B2 A L L.
K KC i 2 LT, 82X T o, € K, oy —0,], < d, FATH# Ao, € K/,
W2 UK, + [—d, d] S K"« ARATEIEH 2K, + [—d, d1 2> EE K| +
2N T0FR . MRK, + [-d, d] =Z,,, Wam =1, EWHETFE GATE KC
(RE SCRHERR Tm = LXMIEL, BN MG BLRE R T MRAAE— X € Z,,
ffifdx & K, + [—d,d], TAVAILLEZ, Bl % E&B, LBMxIFIE G K& —A
JLET AN+ 1) mod m,(x+2) mod m,...,(x+m—1) mod m.&IFRRLE
BAEXHK; + [—d, d]R AT E, 3F BroAz X B &G AR TR R4 K +
[—d, dIFEXE[Lr] N2 DE K| TR BN+ [—d, 0] 8Ir + [0,d] # 2K, +
[—d, d|fITF4E, HHEMBEAEZE (B € K, + [—d, d]), FTUERK; + [—d, d]
Z005|K;| + 2d TR

WAERNTE TIK, + 2d| < |K/|, SEAVERL S50 Ei € Z, 05, FRATATLL

Heth|S, |+ 2md < q, FEAS, | = q/g, AT ELSERGZE B HIED].

3.1.2 OKCN H#i& o4

B E 1 OKCN: 7 5 1 X FR 25 H R B v

: params = (g, m, g,d, aur), aur = {g’' = lem(g,m),a = ¢’ fq, 8 = ¢’ /m}

: procedure Coxn((o1,params)) roy € [0,g—
e+ [=[(a=1)/2], [a/2]]

g4 = (ao1 +e) mod ¢

k1= LUA;J.BJ € Epm

v' =04 mod 3

v=|v'g/B] BvEl
8: return (k;,v)

9: end procedure

10: procedure REC(o2, v, params) o2 € [0,g—
11: k2 = |aga/B — (v+1/2)/g] mod m

12: return ks

13: end procedure

=] S o4m o W b

L1 R T — MR E, JATPRZ N OKCN(Optimal Key Consensus



with Noise), K 3.2 %} OKCN #4717 516k, IR & 1 3471740
I FFE RS

d+1

Kl 3.2 OKCN Sy 33 B
BA1E Lo = ao; + e, W, < qURARAL. SRTAEFE LSRRG DL T oy 7]
BENTEL B, Mo, = 09 He € [—[(a—1)/2],—1]. fEHL 1 4 17,
B Ho, = 0 mod q' 7N I Wk ML P — D AEE, AT R R

AN WHa, <0, BaLa, =0 +q's BWLa, =0, FHREFIETF R
W ImTRE, T8 Wro, 16 1E 57 PR 7] LA o FAF 50 EAT IR B VR SR AT . L
Ak, BRio, & —> 16 LRFHIA RS B AR5 B8, B4 FATHES AU
1 Lla, = o, + ((of >> 15)&1) * q' XS Kk b R Bk o [RIRE B 5 ) LA
THEIE A 1L AT

TESE 5 ATHER 6 470, (o, v )BITHEAEIL G it 5 0 w] DA — M) B ) div
et AT LB AN B . RSB 11 4T, TR A BUE ST DU s HARE,
ImRm /N, B0 2 8 3, AT HUERIE AT LART AR R () 5% A1 1 ) R B
.

81 ATH MY + 1726510 T’ g/BRIMERE, WAL BT A v’ g/ BRISME
Bltnlv' g/ Bl = vARBEAT M TE, AAZF G THAT DUSEAnER: — ri S XA G THRE
EIER MR R E — A, R EI S5k, i AR E IR 2.

THPEAE LA LB - [ e A2,
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BE 3 N TRy, 6l €Z, Hht> 1,120, WR|x—y|, <1, WALHE
0€Z6e[-LI|f{fH5x =y +0t+8.
FEH 3.20KCN HAi & ot . Apiokii, AR [ Loy — Ly, kv
M EASTI, I Bk BISIAGHE L, 1, o B3R B o URE RS A Con A
[FIBEALIERS, OKCN 5yE %41,
TEB-E# 3.2 fEZRIAIEF, BT q =lem(g,m),a=q'/q,B=q'/m. &
ITE 56 Ui o, R Z T35 340 o AR N f:Z, X Z, > Z,r; f(0,€) =
(ao +e) mod q', HHZ MZ, F e LARK T AT RN, BN, « Z,JF
He « Z M504, JF B EATZ B MBS, 40, = (a0, + ) mod q' =
f(oy, ) WRIFEMRMZ o h 35 50 53 A o

FIRE, & XS Ly X Zg = L AFARf" (ky,v') = Bhey + v WAL RIRREA——
WL NV 1 PSS 6 AT RATAf (ky,v') = 0, NG, RT3 53 53 A
(ky, vV I)RMZ,, X L XI5 90 40, [Kltbk, Ao’ A BARSL . v AW T v
DRl it ke A2 AH EL BT R o
EH 33 Bk RESHL(Q2d+ 1Dm < q(1 —é), Hhm=2,g9=2, W4
OKCN HLikiii 2 IERf .
UEH-EHE 3.3 BiKloy —oyl, <d, HHEE 31 AT, FE-10eZIfHSe

[—d,d], {30, =0, +60q + 6. MEIE 1K 4 {THE 6 77050, f71E0’ €Z,
ffifGac, +e+0'q = a, =k, B+’ MNaBIBHIsE T, Hfilha/B=m/q. %
KA ERMAFIRee (LI | HOE+—1T) ik, %A 4,

ky = |aoz/B — (v+1/2)/g] mod m (2)
= |a(fg+ o, +0)/8 — (v+1/2)/g] mod m (3)
= |m(f—90") + }—3(11“1.3 +v —e)+ n_j - 1(:-‘ + 1,/2)“ mod m (4)
F | q
. lkl + (% - #) — % + (?—;ﬂ mod m (5)

FERE| /- (Ww+1/2)/g|=|v'g— B+ 1/2)|/Bg < 1/2g. Kk

v v+1/2 e ad 1 a
Lo ) Y <+ 2(d+1/2).
(/3 g ) B+B|_Zg+ﬁ( +1/2)

9



AR F(2d + Dm < q(1 —i)?i%ﬂ‘]ﬂ LIS RGN T 12, Bk, f£

B2 G, k, = k.

SAN, CWEE | RS = 29,9 = 29,m = 27, §,g,m € T, ik
Rq, g mESRE 2 VOTH, XAVESAR BT B, HE, S 1 ki
o, BEHLME % et AT BURF, PULAESCRMS ST, ConfRect] LBk b Sk
2 MR,

& % 2 OKCN power of 2 (OKCN-2)

1: params: ¢ =29, g =29 m =2"d, aur = {(B=q/m =29 y=3/g=21"""9)}
2: procedure CON(oy, params)

3: k1= |o1/8]
4.

v = |(o1 mod 3)/~]
5: return (ki,v)
6: end procedure
7: procedure REC(o2, v, params)
8 ko = |o9/B8 — (v+1/2)/g] mod m
9: return ko
10: end procedure

Mg +m=gitt, 5k 2wl it B on Rk 3 hliid A, Xt
DITE TR ZHI LI R

& ¥ 3 OKCN Simple

1: params: g =29 g =29 m = 2™ d, where §+1m =g
2: procedure CON(oy, params)

3: k= {%‘-J

4: v =01 mod g

5: return (ky,v)

6: end procedure

7: procedure REC(02, v, params)

& ka = V’g_v] mod m

9: return ko

10: end procedure

Con (BE 1 (58 3. 4 47) WU AT A7 LERKZ, T 5 5 A
BB, TS A LT g, g mikE N 2 BIRTTEL Billng =
29,9 =29,m=2" Hrhq g,m e Z, WARXANZEZBARLER, I HHEE 1+
FR T 5 oy OB 5 e 2 i) LS . ZESXFRE LR, ConFliRecH LA ALK
Bk 20 RTHIFHETS A S 55 I .

il 3.1 MRgRmIL 2 MVITH, FEHd, g, mifif2md < q(1-2), BLHE?2

10



A KC HLHIBER A EHtE, tEA 24,

WRBATIG +m =g, WAHEE 2 qTLEE— S EAREE 3, S50 R
L — DA
W 3.2 W gFmz 2 KT E, HHq=m-g, 2md < q, IAHE 3 W2 IE
Hfy Tk A e Ak
UEBA - 3.2 N T IERME, Rikloy — oy, <d, AHL31 AT, 50 € ZIF

Hé €[—d,d], #ff0, =0, +0q +6. HFERNHEIE 3 M 8 17, BIHEHKMA
R, FATH

ks = |(on —v+68g+4d)/g] mod m
= (k1 + 6m+ [6/g]) mod m.

mE2md < q, W4l6/gl <d/g<1/2, Fiblk, =k, mod m = k,.
Xf¥zz ek, EREE 1 PR — R IREE T R, BIE 3 ettt E
kA TEIE 1 ettt

3.2 Asymmetric Key Consensus with Noise

WARIANZATE BN, fEHET OKCN MEHYR . Ik i B 2 76 7
Az B A B SE S PR P B A R 0 SR Y, AU SR — U7 W AR B T
i (KE) PhiGsfT 2 B iseii e 1% . /&4 OKCN X1 (B mihiE) %]
R O 2% 1, (HEIFAE ] T Ea 05 P R mi R AN o 1Kl A
fERATTTIN T IR R B3R (AKC).

Alice Bob
(=5} = (o]
;"'1 € Zm

v + Con(ey, ky, params)

ks + Rec{o;, v, params)

Bl 3.2 — AN AR AR EE, Kk k, € Z, v € Z,9F H oy — 03], < d
X 3.2 — N EEXN IR EHILNFEVRAKC = (params, Con,Rec), 1K 3.2 fizw,
Hh 280 T

® params = (q,m,g,d,aux)RRNRZKGSH, HH2<m,g<q1<d< EJ

H HA R IETEEL, aux RN (q,m, g, d) B E B E B, FAE AT RN

11



® v « Con(oy,ky,params): fEfINA (0, € Z,,k, € L, params) 251,

AR 2 AL Confar A TR RE Bv € Zys
® k, — Rec(a,, v, params): TEHINH(0y, v, params)IER T, W%
15 3 1] — B Rec it Nk, € Z,, -
EFME. AR FRE GRS IEWE, WRY TEEN o, 0, € Z,H
loy —0,l, < d, #Fk, =k,.
et AR TRE PIIORE R 2 e, AN TEERB S AL,
[0y vl 143 AT ER AN BRI (0o 5340, % THERE 05 € 2, SHER MK, K] €

Ly, #AHPr[v = |k, = k;| = Prlv= 9|k, = k7], HABERHo, — Z,MCon

Hfs F B .

3 AKC FE S HE RN Z TER, k2 NZ,, F35 S ENUUE 1, SR,
4 AKC $HIEAPIINERS, ke 7T DUABISCS A AR S HUE . fEAEEHB T, ky
AT LABS 2 A I HAE A 55— J7 AN
T 3.4 4 AKC £ —NSH Nparams = (q,m, d, g, aux) JEXFFRE G IRE
%, WA AKC L IERTER 2 A tE, T A2md < q(1-7).

T 3.4 di2md < q(1—m/g)FEH 4.1 Hifi2md < q(1 - 1/g)MLL
B BATATLLRBIME Z R ZE T —> R ¥m, RPN THEER (q,m, d),
AKC HLHIAEXS T KC WL R Y75 22458 5 R 5

VR EBE 3.4 21, FRATE K Al 3.2 43| AKC 5T, 7] LIS 5
a0k i
R 3.3 455 — NS B Nparams = (q,m, g,d, aux) H.ii & 1E A0 22 4 1 1
AKC WL, IBARAFTE— v, € Z,843|S, | = mq/g-
UE B - R 3.3 Wik, & MZ, PRENLI SR, Bk, «Z,; ve
Con(ay, k,, params)ib 2 4 (k,, v) « Con(o,,params), AKC 5t 7] PA#AAE 2 —F
REFR I KC L.

%S, & {(0,ky) € Zy X Zp| Pr[v’ « Con(oy, ky, params):v' = v] > 0}, F4h,
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R SAE R 3.2 WS, S T AL (o, - ) € Syrb LI T AT o (I8 2 o A I3 45
Xt(ay, ky) € Zy X Z.,,1847Con(oy, ky, params). WRIGETEFIEE, —EAFEy, € Z,
]S, | = qm/g. %S, FHUERPI (0, k )F(0y, k), WiRe, = o, Mifi 3.1
W, AT LS ik, = ki, 4 (o, k) = (0],k}). Kk, WR(o, k)F (o], k})
RAFI, Moy # o, BTLS, | =

EBI-E R 3.4 )\ AKC AEE, Ik, « ZAFN—FRIRR) KC 775, 28 3.1
UE ] o BT B BLE AL IERRR . 7B 3.1 RIS, AT RIS, | +

2md < q. WA 3.3, WS, | = mq/g, EWITEE

3.2.1 AKCN Wj#JsERI 4347

S 4 AKCN: 7l 5 A A B LR Bk

1: params = (q,m, g, d, aur), where aur = ().

2: procedure ConN(ay, k1, params) o €[0,g—1
3 v=|g (o1 + |k1g/m])/q] mod g

4 return v

5: end procedure

6: procedure REC(o9, v, params) > oy €[0,g—1
T: ks = |m(v/g — o2/q)] mod m

& return k-

9: end procedure

B 4 IR T R AR X AR IR BV (Asymmetric Key Consensus with
Noise, AKCN). FATERES], MFEME LI AKCN AJLEER AA CPA #4241
NPT —FidE FA AR AL SRS X T AKCN, G AR s e 42 5 1 14
HATRT A 2 it S I A7 ke gLk, g /ml
EH 3.5 ik AKCN IS0 2 (2d + Dm < q(1—§), i 197 = 7 S W B Y]
AKCN B8 2 IR
UEBA-E# 3.5 A AR, FANMEfF e, e, € RMOEZ, Hie| <
1/2H]e,| < 1/2, {#15

g (qu >
=Z(a + (2 +e)|+e, +0
v q(0'1 — £1> &, g

13



FIEEIE Ree it Hk, AN, RATH
ko = |m(v/g — o2/q)] mod m

1 £ o
= {m (—(m + kigfm—+e1) + 20— —2)] mod m
q q q

= Lkl + m (6p —og) + Egl + EEQ—‘ mod m
4q q q

RIEHESL 3.1, {740’ € ZFIS € [—d, d]|f¥o, = 0, +0'q+ S, BT |mS/q+

me,/q+me,/gl <md/q+m/2q +m/2g <1/2, k,=k,, Ft
k, = lkl + m6 + msl + msz] mod m
q q g

SEB 3.6 AKCN ik 2 24t . Aok, HRBZ I Eo, — Z,, kv
FIHEASLE, AKCN Bk 24,
EW-E® 3.6 NWERVEZ MERL, ki €Z,, WANEY T Ho, « Z,
|-
K Ly X Ly P LR (D), FF(w=0lk, =k) & T o, «Z, D=

Pr[v = %|k, =k, =Pr[v =9k, = k

=~

|9(a, + |kq/m])/q] mod g. 7o, « 2,320 = |g(a, +|kq/m])/q] mod g,
17 A fitEe € (=1/2,1/2) 0.6 € Zi, ATLMED = g(o, + |kq/m])/q + € — 0g-
Wk & X F e e (-1/2,1/2], o, =(q(F—¢)/g— lkq/m]) mod q. %
%(D, k) ={0, € Z,|13e € (-1/2,1/2] s.t. o, = (q(P—¢€)/g— lkq/m]) mod ¢} .
B2 () = (x — |kg/m]) mod q, & XM P:2(,0) - (B, k). M4, o
RRE———W . B, S(9, k) A RAR DG . Bk, W TERIT e Z,
FUT RNk, k] € 2, WHZ(B k)| =25 k)| = 12®, 0.

BLFE, M TEEMNIEZ, MEBENEEL,, Mo i, B4
Pr[v = o|k, = k] = Pr[o, € 2(¥,k)|k, = k] = [2(#,k)/q| = |2(F,0)|/q. FXA
1 RARETOE, BRIk A TN

AL, ML IBEGE g = g = 29,m = 2™, Hg mEl e,

NSRS BATRT LR BR 5% 4 26 3 47 Con YA A HRAE,
MR LRI BE 50 1R, R S b, BEHU RIS RyE ) DL i &7 8 (1 57
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BERSLHL

HIE 5 AKCN power of 2

l: params: g =g = 29, m = 2™ aux = {G = g/m}
2: procedure CoN(sy, ki, params)

3 v = (o] + ki - G) mod g, where k; - G can be offline computed
1 return v

5: end procedure

6: procedure REC(my, v, params)

7 ko = |(v — 039)/G]| mod m

8: return ks

9: end procedure

B ¥ 6 AKCN simple

I: params = (g,m,g.d,auz), where g =29, g =29 m =2", and g = gm (i.e., g+ m = q)

2. procedure CoN(oy, k. params) Boy €[0,g—1
] v=|(kig+ao)/m] modg e kyg/m can be offline computec
1 return v

5: end procedure

6: procedure REC(o3, v, params) oy € [0,g—1
T ks = |(mv —03)/g] mod m

8: return ko

9: end procedure

ST R S HER AP R, E R IER A 2 ST LUB X2 %(q, d, m)
(RIBR HIBEAT TSORA T A4S BHE B, 4 R HEWR BT
L 3.3 WRqMImE 2 IR EL, JEHd,m,qifE2md < q, BAFIE S #iR K
AKCN-power-of-2 J# /& IE#f VA 22 4 1
E-HEW® 3.3 X TIEMtET S, Riklo, — o,l, <d, BAAFE—N6 €[—d,d]

Mo € 2ffffo, =0, +0q+ 8. HIFHvIM AR, FE—N0 € ZMlifHv =
oy + k207 + 0'q. BGIXEARN BNk, AR, Wt RHEL S N 747, 1
%,
k2= (v~ 01 ~ 8~ 6g) /27 mod m
= [(k127™ — 6)/27™] mod m
= (k1 — |6/29-™]) mod m
mE2md < q, W4|6/297™ < 1/2, KHitkk, = k,.
s T2 A tkm s, Hik s 5L 4 B—FrRRIE DL, BRI 22 A E B AT
DB HARYE B02: 4 1) 2 A UEHHE S A 2
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W 3.4 WHq, g mElE 2 MR HW g =gm, HHdm,qgifiEm+ 2d <
g, MAE 6 #iik ) AKCN-simple T /2 1E R PEA 224 1 .
EHEWR 3.4 X TIEMMET S, Riklo, —0,l, <d, BLAFE—N6 €[—d,d]

o € 2§30, = 0, + 0q + 8. HITHvEIAXAT R, fEE—0" € ZMe € (—1/
21215y =0,27™ + k29 ™ + £+ 0'g . FXEEANBTHH kB A, T
K5 WA 74T, WA,
k, = |k; + (me —8)/gl mod m
Whm+2d <g, Malk,+ (me—6)/gl<1/2, Hitk, =k,.
5% 6 9 AKCN HLAI T —MRFIRIE L, BRIk 22 4t v DA B AR 4l 2
5 4 ()2 A R S T AR 2

4 FETHAEK RLWE RZEHHBE IR

FARRRAESH, q= 2R IEHH, ot BN iDga , ISR, nEm

R, ZTRAE, Gen # W/NFE T4 Ra € R 11 PRG, T4 RGSHLRE

(A,n,q,0,KC ) . HKC = (params,Con,Rec)®/~I1EMI H % 2K KC &, Hp
params = (q,g m,d), AT EEHEEm = 201N . K 4.1 #iid 7 M RLWE 5 5
(FE: T KC M AR ML, B il % 80 /2 Hik, Ak, N3 §H#E 2 i % KDF &
M. FET KC M3 vl nr LR 2 5 o TR il AKC B3, FRARAIE
W IEE 2 2t BRI R 2 WA 19252 1) (AKCN-E8: kTP AH
RLWE 38 FH LAY, ) 3 LD

NEAHMAEIR, Con 1 Rec BREUE M T 2 Wi, Bk EAI L% HEMH T
TR N TR, T, RAIATHt=t, =t, > 0R/RIE
yl Al y2 s A R H I ERE . AN R— B, AR AHEE SO, T

DL E L, > t,(3it, <t,)o

SHRNSEI: & 4.1 FrosEpicar DUS TR RLWE Al B stk . (2
SRR n 2 2 R, FEq 2 qmod 2n=1, W LLHEGLARINTT) 7200 I%E £
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T A e AR TH AR SEBL AR o[RS B 525 5 8] 5% (Montgomery  arithmetic)
M AVX2 FEAE2], Wi rE ARM JL4[27,35]H A AR AL M BEAR OC 1) SR
CREAE NTT), A LMEERE RS 52Tt. R[0T M P 40 A 75 TR0 W, 11
U (AN 2 58 AT AR 22 o = [ /2000 B 00 AT ). 0053 A3 rhm (4 0 37 v
O TR B, A3 A AT LA S A7 Bt ot B B AT BUOREAS B, S A KT
A) Bt o FRATT R FCSL R 5 AT 2l W, FHHGER T ¢ A2 EuRr S . BB
BIEERER, BANAF R =05, 75 SLHEE S A AERE ¢ F5720);
A AT 275 FEZAE B FE 0, I B AAT O RN By iT AR A [R] e R 2 A 45 2
LU = /(207 + 257 1) /20 N A AR 22 o 5 R A AR AT

PLUE T IEAT
[2, 1313 AL I A SR B . 3 4.1 F1 4.2 5457 OKCN-RLWE [FZHUF4:BE

Initiator Responder
seed « {0,1}"
a = Gen(seed) € R,
X1, € ¢ Dgn 5

y1 = [(a-x; +e)/2%]
seed.y, € R,

a = Gen(seed)
Xz,€2 + Dgn o
y2 = [(a-x; + e;)/2"]
Ga — Dgn 5
oy = 2“}’1 " X2 +'BE € Rq
(ko, v) + Con(os, params)

Y2 € ’Rq.v < Rg

oy = 2£2y2 X9 3] Rq
k, + Rec(oy, v, params)

Kl 4.1: W KC 1320ff) RLWE-based KE, ky,k,€Rq. EFSNE 1|t Ttk i) OKCN S2BI4L 1

P FR N OKCN-RLWE

RESNT: T RLWE BV APE UME 22 4 58 AR B o] DL B i 3
T+ LWE A1 LWR 1] KE #0i%. [13]%5H 7 A1 #T1. NewHope 1A 2| | PLiE 75 4% 1]
B 255 6 J5 1 24, (B b LAE R R 256 f7 3 3 A5 b n] gE$E I 2
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Sl P 2 2 R B (IR 1 32,291 B A, {3 FH Grover 528 50025 1~ 77 I R B8 o ol 24
FRVEE X 0 BR 25 A 1 B2 I i7) o X X b, NewHope ) 255-bit f5 & 1% 4 5L bR
EEIHSE, X RLWE-based KE ¥, $A1177 3K 55 B AT LA R HEHTIEAE A 1)
RFNIL 2B ) 256-bit B T %4, XREWELZHHNKE 202 256 fi.
WG X R RG RN R — FE SRR A 9 TR RIR Y
MLWE-based % 91V i PR HTER G270 T B RF R TE L . 132 5] OKCN(E; ACKN)
MR (2d + Dm < q (1-2)@@2d + Dm <q (1- =), EERF b

THES%(q,m d), WHRg = mg, FHZS% g OKCN-RLWE Fff H Z%g' 1
AKCN-RLWE B A MEFIRIBER, TEF, TATEE =2, BARPIRIGE 7] PLIE
I AT[2,13 )52 4 A AR SR ER

4.2 EARENE BRIV M

ok /D 1RAL 26 1 573 b — T 77 2 2 A 24 i i error correction code, ECC). A2
g, ST, A8 AR H NewHope 1R30F HAE %I TiE, &
i1 —A KT RLWE-based KE PGB I: 24 n 288 R, L8 h 4
ANFEALE R A F RSN o FET IO I, TRATTHE ik 2 17 B PRk 1) g A
Ji%: SEC #itd, Z/ADWLMEE AR, @idfE OKCN/AKCN Fff i SEC
Zwhd, AR 7 OKCN Al AKCN 133 [ 324 f i #. () RLWE-based 2 #
B, ZEMLAT T CCA RAMAYIINEWI . 7EKZ) 250-bit J5 &1 %4 H 15
F) 3392 fif i B AN 27732 RG] 765-bit FEH ).

® 4.1: R PrA T 2] NewHope $2 M [ % 224 (g = 12289,n = 1024,m =
2Lt =0,0 =8,k = 256,W,¢). |KACEILIRAIH K E . bw. (BT % 7. err
RFEHARE . ny RE SEC TEAIILERE . per RELEE SEC M2 AT EALMIHNRER . errfQ
FAJVHRE . pg-sec RIEENRZHE 0] 8 10 C A B BT & 1 SOk () 22 4
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g d |K| bw.(B) per.  ng err. pg-sec

OKCN-RLWE 21 2879 1024 4128 2~ - 9—38 255
OKCN-RLWE 260 3023 1024 4384 2752 - g—42 255
AKCN-RLWE 24 2687 1024 4128 242 - 9—32 255
AKCN-RLWE 26 2975 1024 4384 2751 - 2—4 255
OKCN-SEC 22 2303 765 3904 2731 4 2-185 255
OKCN-SEC 23 2687 765 4032 2—42 4 2-70.5 255
OKCN-SEC 23 2687 837 4021  2-42 5 2-69.5 255
AKCN-SEC 21 2687 765 4128 242 4 2-705 255
AKCN-SEC 21 92687 837 4128  2-42 5 2-69.5 255
NewHope 22 - 256 3872 27% - P 255
NewHope-Simple | 22 - 256 4000 2769 - 261 255
AKCN-4:1-RLWE | 22 - 256 3904 2799 - 2-61 255

2 4.1 v LA, GEmMyts]: B2 it AREE MR AR ETE D,
BRBLf(x), glx)Enbr B2 I, H BB T =i oA
f(x) g(x) € Rlx]/(x™+ 1) FATUE XS TEEHNAFFIHEELO0 < ¢, 0, <ns 4
n& THRR, (hley ] h[c, DRG0 At #ein —4e . KL, »HTE 4.1 P
] KC 1 AKC %1 RLWE  HE S0 i 9338, 7T PA B R AR S P A

EEVARINE PV YN Py AR
NTETFRR, TERZIES, £ TFH, 2f[IRRx R

#42:. 2. k =256,q =12289,n = 1024,m = 2,ny = 4. [K|(SEC)IF % 4K & (53 1

H SEC B K ) bw.(pk,cipher)fX3R a1 55 711 5B HE phk=(y, seed)F cipher=(y», v)IH

FE);

PRYE I PSR e 256 0" = /(202 + 26-1)/2) IR )Z % I ) st 5 & Bk (1) 22

SR

TOKCN-RLWE | 2

v

o= y8

W N

OKCN-RLWE |

2
a =6 2

LIV -

4
i

- -

i

)

]

3

o~

PSRRI

™~

o (o)
VS (V9)
VS (V9)

VvE ( \“:;,:;)l
\r‘* (v 8.5)
\‘}-i (v ?l
V6 (V7)
\i» l\,"v-'.;l
V6 (VG.5)
V6 (V6.5)

1024(765)
1024(765)
1024(765)
1024(765)
1024(765)
1024(765)
1024(765)
1024(765)

Whix) =

err.(SEC)RE 1R E (fHH SEC 512 %) ;pq-sec(BX t-sec)fRREM KT AFHIE ¢ (BFE A

Swilphacipher)

3392 (1440,1952)
3264 (1440,1824)
3520 (156%,1952)
3648 (1565,2080)

S136(1440,1696)

3264 (1440,1324)

3392(1440.1952)

3520 (156%,1952)
3648 (1568,2080)

err.(SEC)
=I5 (5=0T
9=245 (9=01d)
=554 ‘.,-Tl 6y
9=37X (9=50.4)
F=ITE (5=05.4)
=482 1-1-"| ."I
=19 (9=1028)

=006 (=12
2 (2 )

Q=689 (9=142.6)

pag-sec (t-soc)

255 (258)
255 (258)
255 (257)
255 (257)
246 (250)
246 (250)
246 (250)
246 (248)
246 (248)

BIF 41 B#f(x), go)eR[x]/(x" + DREP 20N, H AL T
N(0,02). h(x)=f(x)-gx) e Rlx]/(x™+ 1), HFh(x)FXrIAnh2mi.
X FAE R AN ARFE 0 < cp, ¢, < o ZHEBENLIAE & (h[c,]h][c,]) € REAIHFAE
BRI
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éf‘-lﬂ'".! (tl : tz) — R [Ei{'!'.|r'r|f11]+t2fe.[r:2|}:| =4 fT-A;-l g+ n’}‘_ngA,;._,g (ﬁ:}

n—1 . izl
=11 (1+a“ (t?+t§+2t1¢2cw (?r(cl —c.g)ﬂ‘:l))) (7)

k=0

WER . AT CUE it hle,] + th[c, 1% T

b ( D flilglil = > flilglil +tz( D flilglil - > f[?'—]ylj])
i+j=cy i+j=ci+n i+ j=cy i+j=cz+n
—t1fTAL g+ tof TALg. = FT (LA, + 1AL, )g
oA £= (0] f[1], ..., fln— 17, g = (g[0] g[1], ., gl —1DT . 5

A A, 53U

AT 1 7RSS e Blh, B —ATH0-1 TE58 o1 41

BN A+t A, REXTFRIK, B LA IESS 0 A HIPTAP, Horh P IEAE A
B, AR AR BRI, ¢, (t,t,) = E[exp(i(PF)TA(Pg))]. AP IEAH],
BIREF TS AL Kk, (POTAPE)ET WAL I — 2 = 3 n MR
(¥ fl 2 .

AL Ay o) A et A+ 6,A s LT BT (1 i 5 107 1) T
FIRSAE R 2. MIBRAIAF RIS (8)

n—1

fi’:'l.r-_r“l-f'z} = HQ{”?J‘R} ------------- ey

k=1l

48], o(t) = (1+t2)"Y2, XFFA,, BAITA#H—H55]

l[‘Flle!Lm + T»EAcz )2 = {trf + fé)I + fth(AmAcz + AczAm)
= {t% — 3'5).[ - fliQ(GCQ_ci + Grl_cgj,

20



¥

G HRHEZ A Zx™ + 1. Bk, 24,062

. o 2k +1
A2 =13 + 12 + 2t1ta cos (fr{cl —e2) )
n

4 ERAAER S, RATEHH T2 7.

MFAEEEERIO < ¢ ¢ <n. o # ¢ TP, (M, )
94 TSR] — AL IEAS ATV (O, 1)

] SET 40, ety t) FoRBEHLIA R (S, S ORAE B K SR

2.m’ oyn
FEEMNL, t,

_ 2 2 . s 21[-‘—“1
In(¢(ti,t2)) = Zln(l+ (t1+f2+2t1tgc05(?r(c1 ca) - (9)

1= [1 2k + 1
=5 { (f1+f2+2?‘1t2r0'-.( (1 —e2) - ))—l—rk} (10)
k=0
ln—l
== (] +8) - 3 > ks (11)
k=0

Horpr RS BIHARTL FBAr,] < A%/2n%. BNAZ < (14| + 16,D? Bl
RERF 7| < (1, ] + £, */2n%

Ml F IS, ¢ (ty, t,)E SRS T exp(— (87 + t3)/2), X 4t A4S

N, L) KR $. 1 Levy BOUSIRIE, IRATH LAAS i BEHL I & (h[cl]

BVt oyt BT ES AN (O, 1,).

VOB B, TESCHER[SOI, YRR IEId SLae R IR T 5T RLWE m 21 b i
ST PIE BARG B R A RR MR AL, Fpldh, XF LAC 5%, T
LAC 1 FHAR /N q=251 FLAE F 58 K BCH 244515,  SCHR[50)3 WA HL 448 25 i R
[E) 7 B AR RAIIST . #E n=512 Al n=1024 B RFAMST . (HE, SCHR[10]
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R IFAMBATHE R T JE. i, X LAC H%k, n=512 HFERFREM
1=1024 PR PR ZE RIS . XABATHIEY, 2 n &L I, ZihE Y]
AL BRI, SERR B2 R, X FAREM S, W RAME A
T AR RI q (HAEH 125 RE TR 5310 SEC 5, STHR[S0] 45 R A1 5
R (E: A

4.3 7 F S LE A SERBRERSAIR R

EREL TR 41 PR H KC SRS RLWE %8 P i A 3L A B 3%
gk, B HRFREHR R C AR IA S 242, WX BIRATRER B, RyE
4.1, HnARKEF, HIAEA R BRI R A MALE, W REATRE 2 1R A4
PRI DR, B AR FR 2 B K. v 1 SEIIX — Hbx, JATHRE 70 HIS
R — A fA, AYfECER HURF 24 RS (SEC), & RE LA — ] B HLpRad 1) 77 WA IE 5
ORI R o

4.3.1 BEb4F255HD

TEARFTH T I E AR FAREZ, B T, S F— A IS, , N, = 2™,
HHAZW N M H, S FAEREiD, 1<i<N,—1, HRZEiFHXR Tl
kRN

1010101 --0101
0 1 11 0011
HHHX{-'\"H—l): 0 01111 -+ 1111
0000000 -+ 1111

WTAERx = (X%, 1) €Ly, kPT = Hx". BHBIE, p M4
TLERAREFTA W R EECE AR 1 M RE, Hhl<j<n, fH1 <
i <Ny —1. BMKRUL, p BIZE— D ICE 2P 2 s ARA R 1 x5
5, p B AN TR ITA ST EIECE AR 1 xR e, DL,
BIRNDP = (D1, D1y Py, )e IATRTLURE p BT EURFES &Rl — > 3 2p =

20p, + 21, + 2y, o M H (K AT LA ECRE S| R A
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Al 6.1. Wifkp" = Hx", HxBJWHIEEEY 1, BAapse x FME——4 1 1
Thro
FLEERF SRS CE XN

C= {{;rn._x._p} € Zo % 23;“:”_1 X Lot | xg = efg_lri,pT = HXT}

IR SIEAE R 14 hoath T BRI

Algorithm 14 Encodeg(x = (xy,...,on,-1))

. = mNa—1_.
Lag =@ T
2. pf = Hx'
de= (Iﬂ'. X, p)
4: return c

Algorithm 15 Decodec(zg, x, p)

Ng—1
1. p= EB%:’{’:, T

2: if p =1 then

3: i=HxT&p &| bitwise exclusive-or
4: r=x; %1

5 end if

6: return x = (zq,...,Tny—1)

FATIAE R 7= C ] LA IE 34 Lo o (R x i dmtididtc = (xq,x, p)o HIT-—1E
R, Peani@ E S s, R e R e = (x,/,x', p") . FATR FEHE R
2 WA A BRI . R, S5 T A ARG Ee X, IR Ax MIxi
RAEEGR. B, TEx, 8ix' A — AR A R, (Higp' = p QEWRATF B
MAEAE B % — A LRI iR © A M B Ex ) 8ix ). BATTHHp” = Hx'Tdp” .
H% B, p’ =HxT®p'" = H(x'" @ x"). 1 Rx' I T B LURR AT 1%, AR Al 8.1,
p e A EERE I AR 0By I T BRI IR, AP 4x’ = x, HHp” =HO =
0, Bk, p" &% T HE LRI Rz,

FRIDEVEE R 15 ik, R, ¥ H MR, HFEREHRT 1
2y Bl R g R s S B i A5 U RE A% B ATE A LUARE S BIGXFF 1) BR LURR IR 18 B CIXRE (Y
SRR T SR 4a 1) R5EK. H4h, XFT AKCN-SEC 1 OKCN-SEC, 7EH
215 1) 2-4 A7 TR L DL 240 OEZR AT, BT DARRAD B0 e AR s

4.3.2 4 SEC IBHY KC &%
Kl 4.3 #ii8 7R T SEC i4ff) AKC /5%, ¥ Encode 7] LABS £ 115,
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Alice Bob
FNp4ny
op € df.uq

[~
kS
M
&
i

k4 = Encodec(x)
v +— Con(o 4,k 4, params)

W
——— i

ki + Rec(o g, v, params)
x' = Decodec(kgp)

K 4.2: 4 SEC 151 AKC /&

B, k, kg € Z,"H, x| = |x'| = Ny — 1. IRk, FK W HEEEL R 1, Mix’ =x.

Alice Bob
o€ gé"n +ry o€ E:_}'H"‘”-H

it

(ka,v) + Con(o 4. params)
Denote ky as (zg.x = (z1,....Tx4-1 ) P)
v' = Encodeg(x) & k4

kg + Rec(e g, v, params)
x' = Decodeq (kg & v')

K 4.3: WA SEC i3] KC &

B, ko kp€ 2,V Wk, Mk E 2 H —ANHAEARR, Mix' =x.

YT RH T SEC #51) KC, AT HRIEIEER 4.3 Fiid. FE Alice R
TERIEV Iny, + LHRE, BUORMV/IEE 2 N uRBIZEN, N LR 4N 0. Bob it
Hx' = Decode.(kz®v'), FHL L, kz@®v' = Encode, X)D(k,Dk,). Kk,

BR, MK M HBEE A 1, Bax' =x. A TIEHE 4.4 pRER 224N, B
TETT I EE 4.2,

EH 42, AV =7, x {0 € Z,"i "}y x Z,", NZ,NHH = eV, HAdFRRE
AN
UEW]. X TAERK, = (XX = (Xq,., Xy, 1), P) € Z,"H*™, %¢ = Encode, (x)JF

Hv' = c®k,. TATTLIARTEIKk, = cdv', HHcee, v eV,
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A, BANEHY NE =0. WHRKk = (x,x,p) EVNEC, Max=0, XEIK
*x,=0Hp" =HO=0. Ht, k=0,

Mk, RIS oA, MIARYE E B 4.2, 7E0fk, = cdv’, Hficece, v eV
ZJa, V' 3 AHECHIV ERM I X 534t . IF HeMv @ Mariy. RNz, - ¢
Fix — Encode, (X)#B 2 ——XFRiff), FAFRIxHF v ZISLI, FE HxIB I3 .

BRAHER 4.1 F13K 4.2 45 H 7 OKCN-SEC Fl AKCN-SEC [ 5 DL % 1 fE

4.3.3 FEA$AFEWIREH OKCN-SEC By KEM #5E

Algorithm 19 (pk,sk) «+ KeyGen()
seed + {0,1}"

a = Gen(seed)

x1,€  Dgn

y1 = [(ax1 + e1)/2"]

return (pk := (seed,y;), sk == x3)

A

Algorithm 20 (ct, key) < Encaps(pk) Algorithm 21 key’ <+ Decaps(sk, ct)

1: x2,02,(_‘,r<2 — Dygn 1: oy := 2f2y2 - X1

2: a := Gen(seed) 2: k; := Rec(o, v, params)

3y, = |(ax2 + e2)/2%] 3: parse the vector k; into A := |n/(Ng +

4: 03 := 2"y, - Xp + € ny)] blocks, say k{",---  k\®) cach of

5: (ka,v) < Con(o2, params) size Ny +ng

6: parse the vector kg into A := [n/(Ng + 4 parse the vector v/ into A blocks, say
ng)| blocks, say ké”, . ,kg"\‘), cach of size Vi, -+, Vv, each of size Ny + ny
Ny +n - N ' ) ot

7: D&HI‘SC cvf({ry kg) into the form 5: return key’:= (Demde('(kz dav’”))s«'e[A]

(mf]’) € Zy,x® e Z{M# D p@ ¢ Z’z’”)

o (i) (i)
8 v : (Encode(,(x ) Bk )itf.[&]

9: return (ct = (yg, Vv, V'), key := (x(i))v:e[&])

vE: FIR VRS (53 19, 20, 21) iR T OKCN-SEC f¥) KEM Sy — % TAF
JREEVERN/(Ny + ny ) TESZE R AT BEAN I IE 850 R 2 R RA T 34 s2 B,
EARRIEREY . EXMIENT, v,0,,0, ky, k, TR — L REASH B TAERILE

B
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- OKCN / AKCN-SEC fl OKCN/ AKCN-E8 Lt NewHope ¥i# 4, 5 R,
FEVFTES ORI RE 2 (B EAT 50 F AU .

- OKCN /AKCN-SEC 5 OKCN/AKCN-E8. OKCN/AKCN-SEC EA7H K
WP/ R . M2 T, FERGIZH L, OKCN/AKCN-ES [FiNf HA 5
RAHTIREE, /NI o B R ) 22 A, (R AR S 2 sl R . RS

Ty A 5 TS B R, FRATTEE A e - OKCN/AKCN-SEC,

4.6 ¥ REE)ETF RLWR (Ring-LWR) B KE

VRN SCHF SO 88 T AR 7 h Beon B2 - LWR ) KE H— DN BRI RE,
T RLWR [J KE WAL 4.4 i o fag Ske I, BAT 1Bk p A1 q 22 2 FE4L,

i L plq. 7] BASZHL SEC A1 E8 K4l Ltk — 5 10 e IR AHE A 22

Initiator Responder
seed  {0,1}"
a = Gen(seed) € R,
xp — "
Y1 = [a ' xl]p

seed,y1 € Rp

a = Gen(seed)
X — x"
Yo = La : xﬁ]p
€« [~q/2p,q/2p —1]"
oy =y1 X+ [e-x], €R,
(ko,v) + Con(oy, params)

Y2 € R}J,V = T\J.,y

g =Yy X ER;J
k; < Rec(ey,v,params)

K 4.4 M KC 735ff) RLWR-based #4117
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5 PRk s =B

5.1 EF KC BRI EF RS O—RKIMETiE

FEIARACH) (AKCN-ES: J:FFARM RLWE 18 F AL A0 ) P 3 2

HLEDY o, FRATEIRHALS H 73T AKCN Bl . 3T OKCN #1 AKCN
HI5 08 RGAE AR A N A AR RERE, X B BA TSt A TR AR R 5 47 1)

W

BT KC AP R0 LT 4%t 54 ) Diffie-Hellman % 8A Wb r, 56T
AKC BN N T EL Gamal #8414

MIESEPR R E T AKC (S AR, S B3 1 A K BE LS
RN, A E AW BN STEEHAN 2. S, EET
KC IR, X7 EBA Y 1 F2 h # 7 [F) S A, R
2B 77 HIBEHLIEANSE 51k A ) AT DA Bk o I HOW BRI 8 % 2
BN 57 G — AN b A5 IR R

FERESE R rh Lol 2 BB G A TLS SEHL AR, D 1 548 B YRR B i 4,
FLRERBMA P XEZARE PR EMA NS ESEH. B8, KT
AKC W3 BB A B ROBE G X PGB, TR FREE T KC I E AP
A DL 25085 1 10 o

ST AHREI S 5(q, m, g) GBI 8D, 2T OKCN M Z 8 b i
LT AKCN [¥75 R BA AR R 5% o IXAN LR B AT THE I T AV 4 A
A,

BT KC WA RThReE MR, —Jrmen IEENH T %55
P B CPA 724 (¥ PKE LI 55— J5 TS 8 AR ¥ AKCN J& /]
DI TR a5 T A% B I 25 44 T 2% 5

BT KC 2 i S I&E A T H AT/ 2 25 T Diffie-Hellman 1475 #E
Bl IKE A1 TLS - A 19E L BIAE TLS1.3 P& E AWM T .
FFILEEYY 256 LR EPIERE, OKCN/AKCN-MLWE 2 82 5 4K
o HZXTILZH Py 512 HRF i 88 K, OKCN/AKCN-RLWE B
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TR
5.2 OKCN/AKCN-SEC. OKCN/AKCN-E8 5 NewHope L%

Al NewHope %, OKCN/AKCN-SEC fil OKCN/AKCN-E8 E.A5 5 kAL,
FEJEAR -

- FEIRATHTHT, OKCN/ AKCN-SEC J7 % 2% 5 i B (1 25 T RLWE I KE 77 2§,
FRA FRME AL S AT DAL AT 20, AH EL T2 b A g hs Y 4t D, 5E3&
TAEAF B S, FERRF SEC W] LOE I A B S, Ah, DA 1-
2-40 IMEZR, RIS TGV S 14 56 —1T 1 XOR #:1E, Xy fa] s AN PRk

- AKCN-SEC 7] DA H #2564 —A> CPA L AN 837 LAl 21 PKE 75
%, 1 AKCN4:1-RLWE #1 NewHope-simple Tl 256 LLAFH B .

- H—AMEHRIET OKCN/AKCN-SEC fl OKCN/AKCN-E8 545 | T- &7
P0G BRI R R AE S AL T O I B KE P, — 7T, AT IAA,
EEETIAA, HT U Grover AR ZRFIERN ZUIE, PLAEE &K
St S Bk B I B IO A AT RETE[32, 2910 % AES SR X AR N S
KT ERKIE . br b, JEIRATFTAN, NewHope )5 & 12 2 VEPEfL 2
VEUIRSE M BCHAT I, VA 25 RE ] RE BT XX FR N 8 BB B3t == 1A 1
BB J— Ui, AR SE R R M g B E g N A, SRR K
5 S b EIAE LA R EL R PAT T . R FIXS T NewHope, AKCN4: 1-RLWE,
Al NewHope-simple, 15 AELG 2] —A 512 MLAIILEEH (DRTR 256-47 )5 &
T2 A AT EE N 2048 (2 10050, SRR R .

- I EFTR, SEC JVENAERLE e P ARTE 2 AT RN 4 2 R, X AE AR
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Fofpe CEEMBEAE A B hn, 8O GRERE, 8OO, BIEHRMER (A

R, YD R AR

5.3 FIASEELANHE R Ak pe ik

BOESEIARRSTE “SH LI F o BARREERATHIR A LI T
1. APt T HARKS ) OKCN-SEC &85 3 Sk s 7 82l
FANRATEAE AT SO T 54 T MR S VR AT H 1 SRR
FEMLE H TR R U0 MRS . VR4 R IR R4 SR AN L T8
ZEIL I PERE BT o
WATFERSAE “ S H LB SCFJe FEFXT L L = AN ER a4 T 5%
fE Linux A Windows #:E RS0 FHUSEIL, X TEAFIHRIE RGN 10 AQRS 7E 1%
OFIER SO EHEAAHR] . (R, STIGZE SRR, PO HEAAH [ R ARRSIE AN A
[Fl AR R G B AT 2803 (TR 2 DB AT IR I, 348 2 MBS 0 10 F 22 e
AR, X ATREL LR R RA K
1L wEsmtite. X TRAIMARIEIN S, GCC MIALIRERIZLL Visual
Studio iR .

2. HAERGMHE IS, Ll Ubuntu & G A0, © I SERE I B 5% L
Windows R4t 2 5 Jy .

3. HFRSGHEEE. B, Demand paging M1 zswap BLAKIE, #B7T LA
A R VO IRHL .

— R T BT AR S I R E R AE Linux SRS N TS, R EREA
Linux ¥ 858 T A B IF B DLACE m vk Ve RE . JF BAE 22384 1% b 5 &
T, BT AEA R SE BT ah R AR AL Linux R A9S2EL, (ER BT AR 5K %80 5k
TEARER Ay Windows,  FT LAFRATTEI B $2 48 T Windows JiRAS [ 52 L,
{E& MR &5 KRG, Windows T IIPERERURAZARXTF 2, B8 VELH IR 4 LA
FOMNRIAS, 23 BB, DL DRSNS SO T Bl & Gt
% Linux 1 Windows SEIL FAT40 45 T WA E Do
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6.1. ETIEEMHE OKCN-SEC MHEES T

AR AT AT SE I T B AR OKCN-SEC 25 HiVERE AT &, 1
Seor s laliHAE, RJE AT I (B S Bl R A . BRI AT
M. WA B2 W S .

6.1.1 Z[A]JH#%

FHEBATEAF X OKCN-SEC-RLWE Hi% SEEL H 25 A 14 A 24T
OKCN-SEC-RLWE ¥ 2% 8] 6

fE% 6.1 FEAT1%5 H T OKCN-SEC-RLWE HE EESH— .

% 6.1 OKCN-SEC-RLWE BT BSHAFET H— K

LR ~EH pk FLEH sk B ct FEEFRE 55
KR

1696 640 1955 95
(byte)

P BAR APT 421, #156 RFRER LI kem api, — R EHE 3 502 80t 12
FLFE B H A R 2 (kem keygen), 5 2E %L (kem enc) FfFE 2% £ (kem dec) o
£ 6.2 L T =A BN S BT T E R XSS HOHAT T R

41
2% 6.2 OKCN-SEC-RLWE H3E %N S 50as 1A M R

. W KE . K& .

Pk & al =y
PR N X Lingan (byte) X
kem key pk 1696 i |

gen sk 640 )EHF'W—\%B
X t 1955 B
kem enc k 1696 | #YH AR ¢ —
- P ss 95 e/
ct | 1955 L e
kem dec - ss 95 LR
sk 640 | BT R
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6.1.2 B 8] 55 5 JTH 78

MR R ESR A MAIA B, BAVER FESE I =873, BEAT AN R A K0
MG, B 2845 2 RS PR REFEI ST

OKCN-SEC-RLWE %y2: ) i 18] 5 s R 34 Vi -

% 6.3 (ubuntu 18.04.1 #:fE RS 1 windows7 #E1E R Gi+visual studio 2010
TR 43 T Higneryption 9T SIA I [R) 55 i B R JITH FEBL 45

% 6.3 1 OKCN-SEC-RLWE &3k Mt s 5 B

. w " v JHAERT$hE HA
MR £ 27 Y FER () ps) ’ N
AL 96 307000
( kem keygen )
buntu 18.04.1 # ESEINE
ubuntu B H LR 166 530000
ARG ( kem_enc )
S ESEIE S
( kem dec ) 51 164600
AR 195 666000
( kem keygen )
i d 2 /\Zﬁ i‘ H:E ><\,
Wlh ows ?mﬁf? 53 HERE 305 1106000
+visual studio 2010 ( kem enc )
A RE 86 294500
( kem dec )

KM FEM BT S I RSB S Ik & .

6 ZEXH

A Modular and Systematic Approach to Key Establishment and Public-Key
Encryption Based on LWE and Its Variants.pdf

31



5

10 .

275 LR

Erdem Alkim, Lé Ducas, Thomas P&ppelmann, and Peter Schwabe. Newhope
without reconciliation. Cryptology ePrint Archive, Report 2016/1157, 2016.
https://eprint.iacr.org/2016/1157.

Erdem Alkim, Lé Ducas, Thomas P&ppelmann, and Peter Schwabe. Post-
quantum key exchange - A new hope. In 25th USENIX Security Symposium,
USENIX Security 16, Austin, TX, USA, August 10-12, 2016., pages 327-343,
2016.

M. R. Albrecht, R. Player and S. Scott. On the Concrete Hardness of Learning
with Errors. Journal of Mathematical Cryptology, Volume 9, Issue 3, pages 169-
203, 2015.

M. R. Albrecht. Ondual lattice attacks against small-secret LWE and parameter
choices in HElb and SEAL. EUROCRYPT 2017: 103-129.

M. Abe, R. Gennaro, K. Kurosawa and V. Shoup. Tag-KEM/DEM: A New
Framework for Hybrid Encryption and A New Analysis of Kurosawa-Desmedt
KEM. EU-ROCRYPT 2005: 128-146.

V. Lyubashevsky, C. Peikert, and O. Regev. On Ideal Lattices and Learning with
Errors over Rings. EUROCRYPT 2010: 1-23.

B. Applebaum, D. Cash, C. Peikert, and A. Sahai. Fast Cryptographic Primitives
and Circular-Secure Encryption Based on Hard Learning Problems. CRYPTO
2009: 595-618.

S. Bai, A. Langlois, T. Lepoint, D. Stehl e, and R. Steinfeld. Improved Security
Proofs in Lattice-Based Cryptography: Using the Renyi Divergence rather than
the Statistical Distance. ASIACRYPT 2015: 3-24.

A. Banerjee and C. Peikert and A. Rosen. Pseudorandom Functions and Lattices.
EUROCRYPT 2012: 719-737.

A. Bogdanov, S. Guo, D. Masny, S. Richelson, and A. Rosen. On the Hardness
of Learning with Rounding over Small Modulus. TCC 2016: 209-224.

32



11

12

13

14

15 .

16 .

17 .

18 .

19 .

20 .

21

. J. Bos, C. Costello, L. Ducas, I. Mironov, M. Naehrig, V. Nikolaenko, A.
Raghunathan, and D. Stebila. Frodo: Take off the Ring! Practical, Quantum-
Secure Key Exchange from LWE. ACM CCS 2016: 1006-1018.

. J.W. Bos, C. Costello, M. Naehrig, and D. Stebila. Post-Quantum Key Exchange
for the TLS Protocol from the Ring Learning with Errors Problem. IEEE
Symposium on Security and Privacy 2015, pages 553-570.

. J. W. Bos, L. Ducas, E. Kiltz, T. Lepoint, V. Lyubashevsky, J. M. Schanck, P.
Schwabe, D. Stehl e. CRYSTALS-Kyber: a CCA-Secure Module-lattice-based
KEM. Cryptology ePrint Archive, Report 2017/634.

. Y. Chen and P.Q. Nguyen. BKZ 2.0: Better Lattice Security Estimates. ASI-

ACRYPT 2011: 1-20.

J.H. Cheon, D. Kim, J. Lee, and Y. Song. Lizard: Cut O_the Tail' Practical

Post-Quantum Public-Key Encryption from LWE and LWR. Cryptology ePrint

Archive, Report 2016/1126, 2016.

D. Coppersmith and S. Winograd. Matrix Multiplication via Arithmetic

Progressions. Journal of Symbolic Computation, volume 9, issue 3, pages 251-

280, 1990.

R. Cramer and V. Shoup. Design and Analysis of Practical Public-Key

Encryption Schemes Secure against Adaptive Chosen Ciphertext Attack. SIAM

Journal on Computing, 33(1): 167226, 2003.

A. W. Dent. A Designers Guide to KEMs. Cryptology ePrint Archive, Report

2002/174, 2002.

J. Ding, X. Xie and X. Lin. A Simple Provably Secure Key Exchange Scheme

Based on the Learning with Errors Problem. Cryptology ePrint Archive, Report

2012/688, 2012.

Y. Dodis, R. Ostrovsky, L. Reyzin, and A. Smith. Fuzzy Extractors: How to

Generate Strong Keys from Biometrics and Other Noisy Data. SIAM Journal on

Computing, volume 38, issue 1, pages 97-139, 2008.

. L. Ducas and A. Durmus. Ring-LWE in Polynomial Rings. PKC 2012: 34-51.

33



22

23 .

24

25 .

26 .

27 .

28

29 .

30 .

31

32 .

33.

34

A. Duc, F. Tram_er, and S. Vaudenay. Better Algorithms for LWE and LWR.
EUROCRYPT 2015: 173-202.

E. Fujisaki and T. Okamoto. How to Enhance the Security of Public-Key
Encryption at Minimum Cost. IEICE Transactions on Fundamentals of
Electronics, Communications and Computer Sciences Volume 83, Issue 1, pages

24-32,19909.

. E. Fujisaki and T. Okamoto. Secure Integration of Asymmetric and Symmetric

Encryption Schemes. Journal of Cryptology, Volume 26, Issue 1, pages 80-101,
2013.

C. Gentry, C. Peikert, and V. Vaikuntanathan. Trapdoors for Hard Lattices and
New Cryptographic Constructions. ACM STOC 2008: 197-206.

S. Gueron and F. Schlieker. Speeding Up R-LWE Post-Quantum Key Exchange.
Cryptology ePrint Archive, Report 2016/467, 2016.

D. Harwvey. Faster Arithmetic for Number-Theoretic Transforms. Journal of

Symbolic Computation, 60:113-119, 2014.

. D. Hofheinz, K. Hovelmanns, and Eike Kiltz. A Modular Analysis of the

Fujisaki-Okamoto Transformation. Cryptology ePrint Archive, Report 2017/604.
M. Kaplan, G. Leurent, A. Leverrier and M. Naya-Plasencia. Quantum
Differential and Linear Cryptanalysis. ArXiv Preprint: 1510.05836, 2015.

H. Krawczyk. SIGMA: The "SIGn-and-MAc' Approach to Authenticated Diffie-
Hellman and Its Use in the IKE Protocols CRYPTO 2003: 400-425.

. H. Krawczyk, K.G. Paterson and H. Wee. On the Security of the TLS Protocol:

A Systematic Analysis. CRYPTO 2013: 429-448.

H. Kuwakado and M. Morii. Quantum Distinguisher between the 3-round Feistel
Cipher and the Random Permutation. IEEE ISIT 2010: 2682-2685.

A. Langlois and D. Stehl e. Worst-case to Average-case Reductions for Module

Lattices. Des. Codes Cryptography, 75(3): 565-599, 2015.

. R. Lindner and C. Peikert. Better Key Sizes (and Attacks) for LWE-Based

Encryption. CT-RSA 2011: 319-339.

34



35

36 .

37 .

38 .

39 .

40 .

41 .
42 .

43 .

44 .

45 .

46 .

47 .

E. Alkim, P. Jakubeit, and P. Schwabe. A New Hope on ARM Cortex-M.
Cryptology ePrint Archive, Report 2016/758, 2016.

Thomas P&ppelmann, Erdem Alkim, Roberto Avanzi, Joppe Bos, Lé® Ducas,
Antonio de la Piedra, Peter Schwabe, and Douglas Stebila. Supporting
documentation: Newhope. Technical report, National Institute of Standards and
Technology, 2017. https://csrc.nist.gov/ CSRC/media/Projects/Post-Quantum-
Cryptography/Round-1-Submissions.

V. Lyubashevsky, C. Peikert, and O. Regev. A Toolkit for Ring-LWE
Cryptography. EUROCRYPT 2013: 35-54

P. Montgomery. Modular Multiplication Without Trial Division. Mathematics of
Computation, vol. 44, 519521, 1985.

K. G. Paterson, T. Ristenpart, and T. Shrimpton. Tag Size Does Matter: Attacks
and Proofs for the TLS Record Protocol. ASIACRYPT 2011: 372-389.

C. Peikert. Public-Key Cryptosystems from the Worst-Case Shortest Vector
Problem. STOC 2009: 333-342.

C. Peikert. Lattice Cryptography for the Internet. PQCrypto 2014: 197-2109.

C. Peikert. A Decade of Lattice Cryptography. In Foundations and Trends in
Theoretical Computer Science, Volume 10, Issue 4, pages 283-424, 2016.

C. Peikert, O. Regev and N. Stephens-Davidowitz. Pseudorandomness of Ring-
LWE for Any Ring and Modulus. STOC 2017: 461-473.

C. Peikert, V. Vaikuntanathan, and B. Waters. A Framework for E_cient and
Composable Oblivious Transfer. CRYPTO 2008: 554-571.

A.V. Poppelen, Cryptographic Decoding of the Leech Lattice. Cryptology ePrint
Archive, Report 2016/1050, 2016.

T. Poppelmann and T. Guneysu. Towards Practical Lattice-Based Public-Key
Encryption on Recon_gurable Hardware. SAC 2013: 68-85.

O. Regev. On Lattices, Learning with Errors, Random Linear Codes, and
Cryptography. Journal of the ACM (JACM), Volume 56, Issue 6, pages 34,
2009.

35



48 . M.K. Simon. Probability Distributions Involving Gaussian Random Variables: A
Handbook for Engineers and Scientists. Springer, 2012.
49 . Jan-Pieter D'Anvers, Frederik Vercauteren and Ingrid Verbauwhede . The Impact of

Error Dependencies on Ring/Mod-LWE/LWR Based Schemes. PQCrypt 2019.

36



8 JREIEFH

AR FTRAS E 7 AR, B BRI AN 13 5 4, B I AL,
T R EBAEE N E ORISR . I T ASHIE AT T AR ()5 K R0 5Tk
EAE T IR UL RS . BRSO B2 5 NS, RS AR ST
il AN N BEE A T4 R R BT S T AR i R o 6 A SR 5 Al 3 22 DOk i A A
FIEEA, e SC DL #A 7 bR B o AR N 58 RN BA S B IR R A SR AR A
ZCiER

fE&E %4

. & A H

37



9 RRIAE

REEREEAEILT LWE 1 LWR I3 AP R A% 6. T CPA Ml
CCA “Z AR BN T LA B85 i 7 AR 25 ] 2 35 4 T 14D A 18y R e 8 49 1
193, FEARRE PO TBA TRUAE R e . EARMRA T, AT N
FARLI) CCA A AN L H 528

X)L, FERMES—IRAZ, FRATH AKCN4:1 R A8 AL B ) AKCN-ES-
RLWE fEAHFRIZHCT, PERESEIL T #E NIST J5 & T2 i 5e 3826 5
NewHope-KEM 8%, ARRARYE NIST J5 &+ % 05 55 € 1 12k e A1 [ 0k 2 T 248
#% RLWE ZRGbRAE I 7oKk, FRA TR 4825 8 s B AT IR

38



