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1 #h&

SMBA J&— N B E L, KRS HE 128 Rl 256 thdr. /2l KN 128 LhAR
I A B SR 128 Al 256 LR, 434l K0 256 LRI 3K S 0 256 LR, srdl&

[ CHeHEd,

i BL) AU HK R (B EL, id8 KL XN SMBA %A% (il

JND) W FRFTR.

IR

128 HF 256 L4
DK
128 LhAF 18 24
256 LA — 24

KB 128 EEEEIY SMBA 18 SMBA-128, Hid 8250 K- g 128 8] 256 LLERT
4358 SMBA-128-128 X SMBA-128-256. 4K =K 256 LLAF SMBA ic W
SMBA-256, tr]it 4 SMBA-256-256.

M LU, T ICHTIR I 1~&] 6 #SAE“8 Fk it I h 45 Hi .

2 HS. IE

EEFMMAE

2.1 FSMBHEMFIR

0x

S
&
v

<<<n
M SBt(X)
LSB(x)

On

FHT 4 0x 3R 75 1633E 1 4

WAEIZ AT, MR,

B LGS e BUS AT

B Sia e, HisHmkdm To.
2 LU BGE SR

T RIS AT
BAEBAE I /e Bon LURFIZ AT
xR thuRr g et ebbRr £
Hix et (RIEAR) thbRr g et ebb R 3.
[r) R A BEMITF) 3
nLURFOZL I HUARE HR



}ET%E Lﬁ’ﬁ‘a Eﬂﬁ?%ﬁﬁ%fl\ fQﬂJE%X: f2°fl(X): fz(fl(X))o

BL DHKRE, HRRREL
KL WK, UL
N IEARECH

22 WhF. FHMTHIRFLE

P B A M fem Ly (g fEET, Rl (BB eI, 1
HNZERA NOTFAE S 5 o BT, — DnlbRr AN e 2147 73 BIFR O E I ZROLLRS . 2B 1S
F2bRE L -l 2 ANMRREP UL TR, A (e T G
Hn it sy f o G A58 — H B R AR,

ML (B D SRR, AN A CBR AT, kb
KIRAGA, (RPA D BBPEAE4 (502) NP m—32 (5i16) HkiT. 32 (8
16) WEr 2 AT de e Ay, BIAERE Iy, Zcihthhlb s, Al k.

2] 52 tl% £ Xol[x1|[x2]]. .. |[Xn-1 ~ LS| 2n_1X0+2n_2X1+2n_3X2+...+2Xn_2+Xn_1 AT I =

(X0:X1,X25. o Xn 1)~ FI AN (X0,X1, X0, Xo1) FEAE I, AT ELAHEAL .
3 MfREIiE
3.1 &L

SMBA [Iin# it (S0 1) ciphertext=Eg.y(plaintext) i :
(1) ¥ BL WEFBHSC plaintext 43 44 BL/2 WWEFIIZE . A WD xo A1 xq, HP
plaintext=xy||X; -
(2) *7Fi=0,1,....N-1
X=X @®F[EK;](Xi+1)
(3)  xnu1 AT xn EREE BL ELHF55 3 ciphertext, Efl ciphertext = Xn+1][Xno
Ho, FARKE, EK (0<iSN-1) JNABL2GEF IS 75548, H5 8 Key 1%
HY RIRA: .

3.2 fREILE

SMBA Hfig it #2 (Z WKl 2) plaintext=Dg.y(ciphertext) il - :



(1) ¥ BL ELhF# S ciphertext 43 44 BL/2 FLRFHOA . APEESY xo A1 x5 R
ciphertext=x|[X;
@) #Ti=0,1,...N~1
Xi2=X;PF[DKj](Xi+1)
(3) xn+1 M1 xn ZEHZ Y BL LUK BH SC plaintext, H[I plaintext = Xn+1|[Xno

Hrh, FARKE, DK; (0<isN-1) ANPBL2HES (#7254, b PKeyH %
Y RIRA .

fif s 1B 5 N AR W R R R DK=EKyN_1-i, 0<i<N-1.
4 EHERFEHBAH
4.1 HRE FIK]

¥ BRI y=F[K](x) i N2 — D BL2 LR B I — A BL2 LR 7% 8K, i 2 —A
BL2 %y, y=F[K](x)=L(S(P(W[K](X)))), BFF[K]=LeSeP -W[K] (ZWLKE3. FH4), %
AWWIK]. Py S. LFIHE X

4.2 AHZH WIK]

XFBL2 LR FIBL/2 L AF 73 4HK, WIK](x)=x®K
4.3 HArARH P

el A2 e P XS T- SMBA-128 A FH# A7 284 Pog, XFT- SMBA-256 {if HI 447 A8t Prage
431 #HAIZEHR Py

Pos 72— 64 LUHFEL R 64 DURRELT AR He, HARCh: #2864 LLdrEl x 7000 8 > 8 Lhky
¥ ox;, 0<i<7, B

X=Xo[X1|[Xz]|X3][X4]|X5]|X6][X7
/?“\ Yi=Xtau(i)» i
Pea(x)= yolly1lly2llysllyallysllyelly

Horb tau(i), 0<i<7, fKIKA: 3,4,5,6,0,1,2,7,



4.3.2 FfiARH Poog

Piog s 128 LURFEL R 128 LURFE AR 4, HAACh: 8 128 LURFE x 404 16 4~ 8
Fuai %k x;, 0<i<15, HJI

X=Xo|[X1]|Xal[X3]|Xa| [Xs|[X6][x7][Xs]|Xo| X 10X 11][X12][X13]|X 14] [X15
L yiXpicys W
Pras(x)= yolly1lly2llysllyallysllyellyzllysllyolly ol [yil[y2llyisl[yrally:s
Horpi(i), 0<i<15, KW H: 3,4,5.6,10,11,12,13, 8,9,14,15, 0,1,2,7,
44 REAZHS
AL S X T SMBA-128 i JHAVE AL Sear #T- SMBA-256 i HIAUE AL S50
441 REZH S,

Saort —I2LLRF AL RIB2 LA RN A e, HAR: RE32 LR Hix oy 48 ELAF K, B

X= Xo|[X1||x2|[x3, 2

¥o=So(X0)>  y1=S1(X1), y2=So(x2), y3=Si(x3)
WIS32(x)= yollyilly2llys-
b, So SifRAESEEARF BISLEAF AU & (SED-
442 BB S

Seast— 64 LR B 64 LLRF B AR 4, ARy . Fr64 LURFEx 7 232 LU R 4, |

X= Xo||X15 A

yo= S32(X0)»  y1= S32(X1)
TS ea(x)= yolly1o
443 R Sy

Siogie—M28LLRFE BN 128 LU RF U AR 4, ARy« K 128 b Hix 4y 2164 LU 4K,

EI:IX: X()HX] ’ /Q'\

Y0=Se4(X0)> Y1=Se4(X1)



WIS 128(x)= yolly1 -
45 LML

AN L XS T SMBA-128 {2 AL Leg, X1 SMBA-256 i HI 4 AR # Liogo
451 ZMETH Ls,

Lot 32 LURF R R 32 LURF AN A2, HAAC . RE 32 LR Hix 2y 948 LEAF AL, BI

x=Xol[x1|[xallx3,

yo= Xo@DPX2Px3
v1= X1 DxDx3
V2= XoDx1Dx;
y3= XoDx1Dx3

I Lsa(x)= yollyillyllys.
452 M Loy

Loyt 4L R B Bl64 LURF RN AL e, BTN . Kro4 FURFEix oy 24 32L&, B

X= X()HX] ’ /Q'\

Zo= L32(X0)a 71= L32(X1)
u= Zo@Z]
v=u<<<9

Yo=zo®v, y1=z®v

M Lea(x)= yolly1-
453 M L

Lissre— 128 LR B2 128 LR B i A8 4, HAK Ky - B 128 ELRFEix 43 J 24 64 LUAREEL,

Blx= xo||x1, 2

yo= Lea(X0)» y1= Lea(x1)

ML 128(X)= yolly1-



5 HHTR
Y REARYEE Y] Key, A8 N A BL/2 BRI 724 EK f1 N 4~ BL/2 t
R AR % 7% 4] DK, 0<isN-1.
HHC R HAREURR e M/NEGE 0T 128 LUy, H 16 dEfIZ#IRh
C=0xb7e15162, 0x8aed2a6a, 0xbf715880, 0x9cf4f3c7
5.1 ZAF#ta. B vy

Ao, By yX T SMBA-128-128 Fl SMBA-128-256 i H otes~ Pea~ Yesr X T
SMBA-256-256 i fflotias Bross Yioso

511 ZR#oes Poss Yoo
Ooas Poar Yeu FSAT 64 LURFE 64 HUAFIIARHL, 70040 T .
(1) 8 64 LLEFEL x 434 8 A 8 LhAF%l x;, 0<i<7, HP
X=Xol[X1[[Xa]|x3]|x4][xs][X6|x7
/?\ Yi=Xalpha64(i)» ij
%ea(X)= Yollyil[y2llysllyallyslys|lyz
Hrb alpha64(i), 0<i<7, KK A: 2,7,1,4,6,3,5,0.
(2) Bea(x)=x<<<16
(3) 8 64 LLEFEL x 434 8 A 8 LhF%l xi, 0<i<7, HP
X=Xol[X1[[Xa]|x3]|x4|[Xs][X6|x7
2 ¥=Simod 2(xi), W
Yea(X)= yollylly2llysllyallysllys|ly7
5.1.2 ZR#ouzss Pross Y128
Clizg~ Pras~ Yios ABSE 128 HUAFH) 128 LURFHOAEHE, 7300 R

(1) = 128 L% x 20 0 16 4 8 ELAF % xi, 0<i<15, B!



x=Xo|X1][X2|[x3][Xa|Xs][X6|[X7]| X8| [Xo| [X10][X11][X12][X13][X14]|X15
A YiTXalpha128(i)» i

a2s(X)= Yollylly2llysllyallysllysllyllysllysllytollyullyr2llys|ly1al[y1s

b alphal28(i), 0<i<15, #KiXKHM: 13,4,12,0,8,10,2,6,14,3,11,15,7,9,1,5.
(2) Brag(x)=x<<<32
(3) 3t 128 LAFEL x 43 4 16 4> 8 L% x;, 0<i<15, B
X=Xo|[x1][Xa|x3|| X4 [X5]|X6] [X7]|x3][Xol | 10X 11][X12]|%13][X 14] X1 5
% yi=Simod 2(xi), NI
Yis(X)= yollyilly2llysllyallyslyellyallysl[yollyrolly il [yr2llys|[yiallyise
5.2 SMBA-128-128 ] F &4 L
I 7 PR iR 1 A T Oy U R

(1) U= MSBgs(Key), Vo= LSBgs(Key):
(2) D=N|BlockLen|[KeyLen||0*, iX H BlockLen=BL/8 J 7y K & (%0,
KeyLen=KL/8 A %K (F75%0), N. BlockLen. KeyLen #8H 8 HbhFE IR,
(3) Co=MSBg(C)®D:
(4) FAT N MY AR (W& 5), [
XTi=0 2| N-1
{
X=U;®C;
Yi=aea(X5)
Zi=y64(Y)
EK; = DKx-1- =7,
Uin=Z;®V;
Vir1=Bea(Ui)
Ci=Ci<<<23



5.3 SMBA-128-256 [ 23454 B
NS TR 5 T B e R 7 A

(1) Uo||Uo,1||Uo2|[Uos=Key, FHr Ug; I SEARZ 64 LUEKF, 0<i<3;

(2) D=N|[BlockLen|[KeyLen|0**, iX H. BlockLen=BL/8 A7} 4 K& (F1i%0),
KeyLen=KL/8 JZHKE (1740, N. BlockLen. KeyLen #H] 8 LLFFR IR,

(3) Co= MSBg4(C)®D;

(4) HEAT N ANEHY it A (W& 6), B

X =0 # N-1
{
Xi=U;,0®Ci
Yi=oea(Xi)
Zi=yea(Y5)

EKi=DKn-1-i =Z;
Uit1,0=Zi®U;
Uit11=Uiz

Ui 2=Uis
Ui+1.37B64(Uip)
Cir=Ci<<<23

}
5.4 SMBA-256-256 [T 2434 /%

I g PIRR s gl oy A

(1) U= MSB 25(Key), Vo= LSBas(Key):
(2) D=N|BlockLen|[KeyLen||0'**, iX #. BlockLen=BL/8 J /0 H K& (FH %),
KeyLen=KL/8 J &K (15740, N. BlockLen. KeyLen #H 8 LLFFER IR,
(3) Co=C®D;
(4) HEAT N ANEEHY fe A (W& 5, |
X i=0 3 N-1
{



X=Ui®dC;
Yi=ou2s(Xi)
Zi=y128(Y5)

EK; = DKn_1-= Z;
Uin=Z,®V;
Vir1=B12s(U)
Ci1=Ci<<<57

}
SES# S,

S & So F Sy [MAgIE I FE LB 5% o ] 16 HETIZ R IARER & So F1 Sy 23 At

So:
0x18, 0x32, 0x6b, 0x69, 0x9e, 0xcb, 0x0b, 0x2f, 0x03, 0x94, 0x9f, 0x21, 0xc8, 0x86, 0x26, 0xf4,

0x46, 0x67, 0x0d, 0x6d, 0x39, 0xc0, 0x09, 0x29, Oxal, Oxda, 0x82, 0xf3, 0x78, 0x6a, Oxee, 0x3b,
0x84, 0x87, 0xd1, 0xf8, 0x70, 0xb9, 0xa3, 0x3f, Oxfe, 0x3d, 0x37, 0xf7, Oxfb, 0x48, 0xc6, Oxbc,
0x65, 0x4e, 0x6e, 0x64, Oxaf, 0x91, 0xdb, Ox1lc, 0x71, 0x8e, 0x59, 0x8d, 0x01, 0x74, Oxe3, 0xa8,
0xb4, 0xbf, 0x4b, 0x2d, Oxea, 0x95, 0x6f, 0x2b, 0x5f, 0xb3, 0x98, 0x57, 0xfd, 0x24, 0x85, 0xe9,
0x5d, 0x6¢, 0x4d, 0x4f, 0x13, Oxel, 0x49, 0x0f, Oxdc, 0x36, 0x55, 0x3c, Oxef, 0x11, 0x50, Ox4a,
0x73, 0x5b, 0x8a, 0xa9, 0x92, 0x58, 0x35, 0x80, 0x38, 0x04, 0x06, 0x12, 0xb7, 0xc7, 0x68, 0xd2,
0x45, 0x66, 0xcd, 0x47, Oxac, Oxba, 0xf2, 0x16, Ox4c, 0xb2, 0x5c, 0x99, 0xc2, 0x8b, 0x23, 0x7c,
0xeb, 0x9b, Oxab, 0x42, Oxad, 0x05, 0x28, Oxce, Oxca, 0xbe, 0x79, 0x2e, 0xfb, 0x72, 0x43, 0x77,
0x96, 0x33, 0x7a, Oxad, 0x40, Oxde, 0x75, 0xf9, 0x89, 0xd9, 0xb5, 0x1a, 0x9a, 0xb6, 0xd6, 0x8f,
0xb0, Oxe4, 0x62, 0x88, 0x7e, 0x83, 0x15, 0x3a, 0x2c, 0x51, 0x56, Oxeb, 0x90, 0xf1, Ox1b, 0x00,
0x9d, 0x19, 0x52, 0xa7, 0x34, 0x53, 0x97, 0x25, Oxbe, 0x30, Oxaa, 0xf0, Oxa2, 0x02, 0x0c, Oxe7,
0xd3, 0x08, 0xcl, 0xf6, 0xa0, 0x76, 0x10, 0x1f, 0x61, Oxab, 0x14, Oxec, 0x22, 0x31, 0xd8, 0xbb,
0xch, 0xe8, 0xb4, 0x93, 0x3e, 0x7b, 0x9c, 0x27, 0xdd, 0x1d, Oxcc, 0xe2, 0x0e, Oxeb, 0x81, 0x20,
0x2a, 0xfa, 0xff, 0xe0, 0x07, Oxae, Oxcf, 0x0a, Oxed, Ox1le, Oxab, 0x41, 0x7f, 0x63, 0x5a, Oxfc,
0xd5, 0xc9, 0xd4, 0xb8, 0x60, 0xd7, 0x7d, 0xd0, Oxc4, O0xc3, 0x44, 0x17, 0xdf, 0x8c, Oxb1, Oxbd
Si:

0x6a, 0x05, 0xe8, 0x16, 0x7f, 0x37, 0x68, 0x54, Oxbe, 0x01, Oxc1, 0x87, Oxbf, Oxb3, Oxd1, 0x44,
0xf8, 0xf9, 0xd4, 0xfb, 0x1f, 0x77, Oxab, 0x3b, 0x04, 0x92, 0x62, 0xd7, 0xc6, 0xa7, 0x0c, Oxb1,
0xbd, 0x5c, 0xff, 0xf4, 0x17, 0x3d, 0xa3, 0x32, 0x9e, 0x09, 0x8c¢c, 0x63, 0x66, 0x10, 0xe9, 0x47,



0Oxa8, 0xfe, 0x3c, 0xc0, 0x7d, 0x1d, 0xfd, 0x4d, Ox4c, 0xd8, 0xd9, 0x9¢, 0x34, 0xd0, 0x25, Oxeb,
0x91, 0x61, 0xe0, 0x1b, 0x95, 0x98, 0xeb, Oxba, 0xed, 0x64, Oxad, 0x0f, 0x73, 0x19, 0x39, 0xbb,
0x00, Oxe7, 0xf2, 0x3a, 0x43, 0x79, 0x8d, 0xf0, 0x78, 0x23, 0xc4, 0xa0, 0x0b, 0x03, 0xb4, 0x52,
0x69, 0xf1, 0xf6, 0xc9, 0x0d, 0xb6, 0x8a, 0xa9, 0x27, 0xf3, 0x86, 0x88, Oxea, 0xc2, 0x29, 0x14,
0x8f, 0x22, 0x9b, 0xc7, 0x26, Oxed, 0xa2, Oxab, 0xdb, Oxaa, 0xcb, 0x6d, 0x60, 0x42, 0x65, 0xab,
0x99, 0xb2, Oxac, 0x81, 0x3f, 0x5d, Oxal, 0x72, 0x74, 0x30, 0xc3, Oxef, 0x9a, Oxle, 0x7b, 0x2a,
0x67, 0x48, 0x24, 0x31, 0x35, 0x15, 0xf7, 0x2f, 0x89, 0x20, 0x40, 0xdd, 0x50, 0x2e, 0x08, 0x11,
Oxde, 0x80, 0xbb, 0x6¢, 0x5f, 0x75, 0x4a, 0x7e, 0xbe, 0x70, Oxce, 0x6b, Oxcf, 0x84, Oxda, Oxec,
0x76, 0xb7, 0x83, Oxee, 0x55, 0x57, Oxcd, 0x51, 0x8b, 0x02, 0xb9, 0xbc, 0xd3, 0xb5, Oxae, 0x90,
0x46, 0xe2, 0x71, 0xc8, 0x6e, 0x85, 0x8e, 0x36, 0x38, 0x2b, 0x18, 0x0a, 0xb0, Oxfa, 0x3e, 0x21,
0x59, 0x7c, 0x7a, 0xb8, 0x6f, 0x96, Oxcc, Oxlc, Oxel, 0x2c, 0x06, O0xfc, 0x97, 0x9d, Oxe4, 0x07,
Oxca, 0x0e, Oxcb, 0xd6, 0x4b, 0x13, 0x4f, 0x49, 0xdf, 0x82, 0x4e, Oxdc, Oxba, Ox1a, Oxdb, 0x53,
0x56, 0x33, Oxaf, 0xfb, 0x9f, 0xd2, 0x2d, 0x41, 0x45, 0x93, 0x58, 0x28, 0xe6, Oxa4, 0x12, 0x94.

7 HEREEE

7.1 SMBA-128-128 FEAHIE

AR AR

24H.  0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

Bi3C: 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

Y. 0x21, 0x9a, 0x3b, 0x8f, 0x61, 0x47, 0x98, 0x64, 0x8f, 0xc4, 0xd6, 0xd1, 0x9d, 0x72, 0x86, 0x6d

B2 AL -
4 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
HI3C: 0x21, 0x9a, 0x3b, 0x8f, 0x61, 0x47, 0x98, 0x64, 0x8f, 0xc4, 0xd6, 0xd1, 0x9d, 0x72, 0x86, 0x6d

Y. Oxle, 0xdb, 0x77, 0x29, 0x53, 0x7a, Oxaf, 0x45, 0x10, 0x67, 0x92, 0x64, Ox1a, 0x4f, 0x21, 0x7e

B IRVANE VNG F
Z45H: 0x21, 0x9a, 0x3b, 0x8f, 0x61, 0x47, 0x98, 0x64, 0x8f, 0xc4, 0xd6, 0xd1, 0x9d, 0x72, 0x86, 0x6d

AHSC: Oxle, 0xd5, 0x77, 0x29, 0x53, 0x7a, Oxaf, 0x45, 0x10, 0x67, 0x92, 0x64, Ox1a, 0x4f, 0x21, Ox7e

10



Y. 0x66, 0xcb, 0xa2, 0x73, 0x42, 0x0c, 0x3c, 0x23, 0x84, 0x8a, 0xf4, 0x2e, 0x8f, 0xb3, 0x9e, Oxed

AL FE A«
241, Oxle, 0xdb, 0x77, 0x29, 0x53, 0x7a, Oxaf, 0x45, 0x10, 0x67, 0x92, 0x64, 0x1a, 0x4f, 0x21, 0x7e
B . 0x66, 0xcbh, 0xa2, 0x73, 0x42, 0x0c, 0x3c, 0x23, 0x84, 0x8a, 0xf4, 0x2e, 0x8f, 0xb3, 0x9e, Oxed

Y. 0x32, 0x10, 0x80, Oxcd, 0x29, 0x39, 0x4e, 0x91, 0xb0, 0x0e, 0xfc, 0xd5, 0x97, Oxa4, Oxa2, Oxa3

g BYANE N
24H. 0x66, 0xcb, 0xa2, 0x73, 0x42, 0x0c, 0x3c, 0x23, 0x84, 0x8a, 0xf4, 0x2e, 0x8f, 0xb3, 0x9e, Oxed
B SC: 0x32, 0x10, 0x80, Oxcd, 0x29, 0x39, Ox4e, 0x91, 0xb0, 0x0e, Oxfc, 0xdb, 0x97, Oxa4, Oxa2, 0xad

B 0x98, 0xc9, 0xe0, 0x38, 0x42, 0x8f, 0x45, Oxeb, 0xf3, 0xf5, 0xc2, 0x35, 0x9d, 0x72, 0x7b, 0x71,
7.2 SMBA-128-256 ¥ A$iE

ST FEAE

. 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

B SC: 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

Y. 0x40, 0x76, 0x91, 0x2d, Oxfc, 0x2b, 0x9b, 0xe2, 0x20, 0xb9, 0x76, 0x27, Oxel, 0x72, 0xf3, 0x33

2K -

2] 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

AHSC: 0x40, 0x76, 0x91, 0x2d, 0xfc, 0x2b, 0x9b, 0xe2, 0x20, 0xb9, 0x76, 0x27, Oxel, 0x72, 0xf3, 0x33

B 0x93, 0x7b, 0x88, 0xd4, 0x88, 0x71, 0x18, 0x28, 0x90, 0x4d, 0x14, 0x6b, 0x8b, 0x60, 0x27, 0x37

11



S SU AL -

A 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x40, 0x76, 0x91, 0x2d, 0xfc, 0x2b, 0x9b, 0xe2, 0x20, 0xb9, 0x76, 0x27, Oxel, 0x72, 0xf3, 0x33

B SC: 0x93, 0x7b, 0x88, 0xd4, 0x88, 0x71, 0x18, 0x28, 0x90, 0x4d, 0x14, 0x6b, 0x8b, 0x60, 0x27, 0x37

. 0x47, 0xc7, 0x8d, 0x6e, Oxad, 0xd6, 0xb6, 0x19, 0x2b, 0x7c, 0x01, 0xf0, 0xe6, 0x72, 0x05, 0x40,

AR K -

. 0x40, 0x76, 0x91, 0x2d, 0xfc, 0x2b, 0x9b, Oxe2, 0x20, 0xb9, 0x76, 0x27, Oxel, 0x72, 0xf3, 0x33
0x93, 0x7h, 0x88, 0xd4, 0x88, 0x71, 0x18, 0x28, 0x90, 0x4d, 0x14, 0x6b, 0x8b, 0x60, 0x27, 0x37

B SC: 0x47, 0xc7, 0x8d, 0x6e, Oxad, 0xd6, 0xb6, 0x19, 0x2b, 0x7c, 0x01, 0xf0, Oxe6, 0x72, 0x05, 0x40,

Y. Oxef, 0x£3, 0xb8, 0x2f, 0xba, 0xf5, 0x4d, 0x60, 0xb0, 0xb5, Oxca, 0x67, Oxae, 0x8a, 0xb6, 0x14,

SSAAEA K -

2. 0x93, 0x7h, 0x88, 0xd4, 0x88, 0x71, 0x18, 0x28, 0x90, 0x4d, 0x14, 0x6b, 0x8b, 0x60, 0x27, 0x37,
0x47, 0xc7, 0x8d, 0x6e, Oxad, 0xd6, 0xb6, 0x19, 0x2b, 0x7c, 0x01, 0xf0, Oxe6, 0x72, 0x05, 0x40,

AHSC: Oxef, 0xf3, 0xb8, 0x2f, 0x5a, 0xf5, 0x4d, 0x60, 0xb0, 0xb5, Oxca, 0x67, Oxae, 0x8a, 0xb6, 0x14,

. 0x39, 0xfd, 0x4f, 0x48, 0x34, 0x3b, 0xda, 0xd7, 0x3e, Oxc4, 0x01, 0xf1, Oxde, 0x55, 0x2a, 0x01,
7.3 SMBA-256-256 FEA$1E

FAFEA L

248 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

Bi3C: 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

L 0x1b, 0x8b, 0x33, 0x77, 0x1d, 0x34, 0xa3, 0x64, 0xd2, 0x89, 0x20, 0x99, 0xb3, 0xd9, 0x0b, 0x1f

12



0x43, 0x62, 0x50, Oxea, 0x73, 0x6¢, 0x45, 0x30, 0xa3, 0xd3, 0xf8, Oxa4, Oxab, Oxlc, 0xb7, 0x59,

F2AEA K -

2] 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

BH3C: Ox1b, 0x8b, 0x33, 0x77, 0x1d, 0x34, 0xa3, 0x64, 0xd2, 0x89, 0x20, 0x99, 0xb3, 0xd9, 0x0b, Ox1f
0x43, 0x62, 0x50, Oxea, 0x73, 0x6¢, 0x45, 0x30, 0xa3, 0xd3, 0xf8, Oxa4, Oxab, Ox1lc, 0xb7, 0x59,

2. 0xbb, 0x46, 0x09, 0x4e, 0x8d, 0xd7, 0x12, 0xb3, 0x65, 0xf0, 0x29, 0x36, 0xd0, 0x27, 0x77, Oxea,

0xa0, 0xf8, 0xa0, Oxab, 0xe9, 0x26, 0x98, 0x82, 0x5b, Oxa2, 0x41, Oxa7, Oxeb, 0x98, 0x09, 0x04,

S SUAEA L -

Z4H: 0x1b, 0x8b, 0x33, 0x77, 0x1d, 0x34, 0xa3, 0x64, 0xd2, 0x89, 0x20, 0x99, 0xb3, 0xd9, 0x0b, 0x1f
0x43, 0x62, 0x50, Oxea, 0x73, 0x6¢, 0x45, 0x30, Oxa3, 0xd3, 0xf8, Oxa4, Oxab, Oxlc, 0xb7, 0x59,

B C: 0xbb, 0x46, 0x09, Ox4e, 0x8d, 0xd7, 0x12, 0xb3, 0x65, 0xf0, 0x29, 0x36, 0xd0, 0x27, 0x77, Oxea,
0xa0, 0xf8, 0xa0, Oxab, 0xe9, 0x26, 0x98, 0x82, 0x5b, O0xa2, 0x41, Oxa7, Oxeb, 0x98, 0x09, 0x04,

Y. Oxac, Oxca, 0x96, 0x73, 0xff, Oxab, Oxea, 0x6a, 0xbf, Ox4c, 0x32, 0xc7, 0x37, 0x04, 0x49, 0xa0,

0x39, 0x02, 0x48, Oxac, Oxc1, 0x21, 0x61, 0x00, 0x9a, 0x57, Oxca, 0x24, 0xb9, 0x49, 0xa2, Oxe3

FAHPEAL -

245H: 0xbb, 0x46, 0x09, 0x4e, 0x8d, 0xd7, 0x12, 0xb3, 0x65, 0xf0, 0x29, 0x36, 0xd0, 0x27, 0x77, Oxea,
0xa0, 0xf8, 0xa0, Oxab, 0xe9, 0x26, 0x98, 0x82, 0x5bb, Oxa2, 0x41, 0xa7, Oxeb, 0x98, 0x09, 0x04,

B : Oxac, Oxca, 0x96, 0x73, 0xff, Oxab, Oxea, 0x6a, 0xbf, 0x4c, 0x32, 0xc7, 0x37, 0x04, 0x49, 0xa0,
0x39, 0x02, 0x48, Oxac, Oxc1, 0x21, 0x61, 0x00, 0x9a, 0x57, Oxca, 0x24, 0xb9, 0x49, Oxa2, Oxe3

Z: 0x9c, 0x36, 0x26, 0x31, 0x05, 0x93, 0x38, 0x27, 0xa3, 0x07, 0x9a, 0x69, 0x29, Oxee, 0x13, 0x2f

=
<

0x49, 0xbb, 0xf3, 0x5e, 0x47, 0x52, 0x35, 0xb3, 0x3b, 0x94, 0x31, 0x8d, 0x7f, Oxcd, 0x3d, 0xc6,

13



SSAAEA K -

25H. Oxac, Oxca, 0x96, 0x73, 0xff, 0xab, Oxea, 0x6a, 0xbf, Ox4c, 0x32, 0xc7, 0x37, 0x04, 0x49, 0xa0,
0x39, 0x02, 0x48, Oxac, Oxcl, 0x21, 0x61, 0x00, 0x9a, 0x57, Oxca, 0x24, 0xb9, 0x49, 0xa2, Oxe3

AHC: 0x9c, 0x36, 0x26, 0x31, 0x05, 0x93, 0x38, 0x27, 0xa3, 0x07, 0x9a, 0x69, 0x29, Oxee, 0x13, 0x2f
0x49, 0xbb, 0xf3, 0x5e, 0x47, 0x52, 0x35, 0xb3, 0x3b, 0x94, 0x31, 0x8d, 0x7f, Oxcd, 0x3d, 0xc6,

2. Ox4c, Oxlc, O0x1f, 0x69, 0x38, 0x2¢e, 0x71, 0x37, 0xbe, 0xe0, 0xb1l, 0x03, 0x37, Oxae, 0x4d, 0x09,

0xf9, 0xbb, 0xc4, 0x15, 0x0e, 0x05, 0x78, 0x50, Ox4e, 0x83, 0x79, Oxee, Oxcd, 0xba, 0x11, 0x6b,

14
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8.6 SMBA-128-256 %4 BH T H K

U0 UHLHLHQILHQ
Kl 6 SMBA-128-256 %83 it 4645 ¥ [
9 MR S&E S, S HELE
9.1 SoMiELE
9.11 FIRBZWMAZE EHHE

W Z & GFQMMAI AL I 242+1 AR, WI(Z, 1)) GFQ){E GF2) Li—4l%
A
WY & GFROYF AL LA y+y+Z (NN tran(Z)=2+27=1) [, N(Y,1)52
GFQY7E GF(2Y) L —#H 2RI, (ZY,Y.Z2,1)5E GFQHYTE GF() Lt —41 %k,
H P+z+1=(z+Z)(z+7Z7), yHy+Z=(y+Y)(y+Y")o
GFQHTEH(Z,1) LI afeisk:
(boZ+by) (coZ+cy)= (bocotbocitbico)Z+(bocotbicy)
= ((bg+by)(cotci)tbic))Z+(bocotbicy)

19



GFQHTEHE(Z,1) L afeisk .
Z(boZ+b1) (coZ+¢1)= ((boci+bice)+bict)Z+(bocoH(boci+bico))
= ((botby)(cotcy)tboco)Z+((botb)(cotci)tbicy)
GFQYPEFE(Y, 1) Bk
(boY+by) (coY+c1)= ((botby) (coter)tbic)Y+H(Zbocotbicy)

9.1.2 SoMiEER

y
@ <«— Cony

P 7 Sp &5 44
0.1.3 Syt EHR

W So 17 8 LURFHIA N x, WU N5 So 17 8 LT Solx]:
(1) a=My(x®Cony), HF a 53 24 4 LLFF apn a;, Rl a=agljas;s
(2) b=a®ay;
(3) c=b";
(4) d=c®ay;

20



(5)  eo=Qolao], €= Qi[ail;
(6) #7c M0, N f=egller; M £=d|c;
(7)) So[x]= M (f)@®Con,
Hr, #r5% R GFQYER(ZY,Y,Z,1) Lok, b %8 GFRHYEIE(ZY,Y,Z,1) F b 1)
13 e, %A 16 MEFIRIR -
0x0,0x1,0x2,0x3,0x9,0xb,0xc,0xf,0xe,0x5,0xd,0x4,0x7,0x8,0xa,0x6.

IS 4 LEHF S & Qo Qu 73l A
0x0,0x8,0x4,0x2,0xa,0xd,0x9,0x1,0xb,0x6,0xf,0xe,0x5,0xc,0x3,0x7.
0x0,0x2,0x8,0x1,0x6,0x9,0x7,0x5,0x4,0xa,0xc,0xd,0x3,0xf,0xe,0xb.

PANHIRE Mo I My 82 B HAEE, Mo (55 1 47 5te(A108 1, HR2N 05 My R

THT@FIN 1, RN 05 0<i<T. o Mty 734
0,4,2,6,5,3,1,7.
1,4,7,0,2,5,6,3.

A~ 8 LLARFH 5 A . Cong=0x52, Con;=0x4d.

FRABER () 1) “H e 0, W f=egll e AN f=dc;” AT LI

B e=cofleil[ealles, @ g=coverveaves, h=glgligllgllgllglgllg: F=((eolle®(d||c))&h®(eoller):

9.2 S, Wikt

9.2.1 AMRBIEME EHKTHE

2 q=2" 1, (oua®) J2 GF(Q)TE GF(q) LM —4IEREE, 4 HALY trgq(a)=atal 20,

B Z & GFQHF AT A Z I 2242+1 FIKR, W(Z°,2) & GF(2*){E GF(2) Li—41iE
B

WY & GFQOYT AR AZ IR y+y+Z (R trn(Z)=1) I, WY*Y) 2 GF(2Y
7E GFQQY) L —4EREE, (Z2Y*,ZY?, Z°Y.Z2Y) /& GF(2YTE GF(2) L —4H 3k,

X & GFRYT AT A2 W, x> +x+Z2Y* (K triga(Z*YH=1) IR, WX",X)
i GFQYYE GFQY) b —411F ¥k

B 24zt1=(z+Z)(2+27), y+y+Z=(y+Y)(y+Y?), x*+x+Z2Y*=(x+X)(x+X %) ZJ5E 07'=0.

GFQHEIE(Z2,2) L I3k

(boZ>+b1Z) (coZ*+¢1Z)= ((bo+by) (coter)+ boco)Z>+((botby) (cotey)+ biey)Z

21



GFQAEI(Z2,2) LIk

Z(boZ*+b,2) (coZ*+¢1Z) = (boco+ bici)Z*+((bo+b) (cotci)+ boco)Z
GFQYEHY™Y) L.

(boY*+b,Y)(coY ¢, Y)=(Z(bytb1) (cote)+boco) Y HH(Z(botb) (cotei)+bic)Y
GFQHYEHY™Y) L.
ZY (boZ*Y b, ZY +b,Z7 Y+ b3ZY ) =boZ*Y *+(botb1)ZY *+(b1+b3)Z* Y +(be+b2)ZY
GF(2*)E (X", X) b sk i .

(boX"+b1X) ' =(bgb1+Z2Y*(botb1)?) " (byX'*+bpX)

922 SiHEER

GF(2%) L3k
4 4
Kl 8 GF(2%) Ik

9.2.3 S WIETFEHR

BE S 8 HUARRIA N x, TR oHET S, /9 8 EERFf i Si[x]:
(1) a=My(x®Cony), ¥ a2/ 4 bk ap. a;, Bl a=ag||a;;
(2) be=a®a;, bI=a® a;
(3) c=Z"Y'® by’
(4) d=c®by;
(5) e=d;
(6) fr=e®ay, fi=e® ap;
(7> Si[x]= M;(fy|| fi)@Con;
Hoh, £ 5@%F R GFRYMEIEZPY,ZY?, 22Y,2Y) bialed: .47 %R GFQYEIL(ZPY?, Z2Y?,
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7Y, Z2Y) L d i, %A 16 HERIR R A
0x0,0x4,0xc,0x8,0x1,0xa,0xe,0xd,0x3,0xb,0x5,0x9,0x2,0x7,0x6,0xf.
PHANKERE M A1 M #0OE BHFERE, M, 928 1 AT 5005000 1, RN 05 My %R i
THu@OIIN 1, RN 0; 0<i<T. o Mtz 730504 :
4,6,5,1,0,7,2,3.
5,1,3,6,2,4,0,7.
AN 8 Eby i Hu sy 4 . Cong=0xa4, Con=0x5f.
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