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BHRMIERE [29]. EARERG, AT T T ES MKW ES, FRA AKCN-ES, HT
LUEEFIAEXTFR AN (AKC) o« AKCN-ES8 4afid BA L AN E AT X, 78] 3 FH 2 v
IEEE 802.11a WLAN FrUEZEEE MY

BT ARRT PR B R A 8 B B ML A @ A HESE , /E 9 AKCN-E8 4wfi i) —
ANEREMN R, AT T —FhdE T FHAERS RLWE 1952 F 135 405 201 8] (KEMD o 5 NIST
JG B TSI LT RLWE ) NewHope-KEM #LL, A1) AKCN-ES8-KEM £ LA
%AE

(1) FEZEEHMKEIN T —f%, XXT )5 & IS Grover 88 &1 HIEFITE 5
R ETEE T EAEER L.

(2) AIDATE At JREBP N FL A5 . AR RS FTA 5 1 [ NIST 25 %610
NewHope-KEM # (A3 38 577% . v LUEINSEURIR A 2] WA L =250 KN, B
NI SC RN, EARIAR IR R . T BRI 22 4

(3) FERIGHISHUER, HT M. BRI R Z A PR . v DU 22 4
o, W REMAEA RN AR, RIGHE S

(4) NewHope-1024 [ RF IEA e HbRHE L 2 PEILED, T AKCN-E8 HIFTH S50
NI EE R SR I REVC G f5 & & A M T RC & 22 4

B — i, AKCN-ES-KEM %543 B ML A BAG W R4yt

(1) HEER.

(2) ZRTUAEE: WA T RLWE ju S 16 2 3t 2 358 RFH0E 1R s i 22
ENRE.

(3) Btk &t 594,

AKCN-ES8- KEM [ Z#f114: it UL K 5 NewHope-KEM (¥ L an R E flar,  HodhK[F& 1)
LA KL, pk(B)AI cipher(B)X N A FHAN % LI, err /25512 %, pg-sec A& LA
LA BT E ) RLWE Jo = TS {E, c-sec N M4 Sk .

| K| n q n g t c-sec  pg-sec err  pk (B)  cipher (B)

NewHope-512-CPA 128 512 12289 & 20 0 112 101 273 928 1088
AKCN-E8-512-5-CPA 256 512 12289 14 2% 3 121 110 2722 928 960
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BRI R TR T ANERRERRE, RN ERT
i, Hp—RBAEMENERE FEMRGSETHNEN, X5 HTHET
LWE(Learning with Errors) [A] @ [#] 2 A3 2EHLH] (KEM) [20]. TES RG24 15
N, R A R A A ] B (Bl SVP AT CVP) AHEL, LWE [a] B3 OV 24
ThREEE N4xTiI[25]. SR, &7 LWE (%8 /408 RN S, 5k W
M SIN RLWE Kfi#k[18]. 7fEFT RLWE HIHEXIHRZES R4+, NewHope-
KEM[23] 2456/ KEM 752 —, Es& NewHope-Usenix [1] (2016 4 H EE M [
WARAFED HIARR, BIECA M NIST Ja i T 335 40,

FEARIRZE S, FATEE T [15, 161 B tH A FH T SERLA 4 52 T LWE &
HARfA (B35 RLWED (1) KEM HL AR A0 A F AL I AESE . IX AR AL i
FAG IR SR B AT 0 B SUBE N LWE AR RS KEMs (19— AN SCBEAG g Bk
b, XEtRFHE AR R E AT (AKC) o fEIXAMESEH, NewHope-KEM K]
JJZ AKC LR Z, i — Mg gt ek — A% A g sl 2 0K R 4.

FEASRZE S, ATV 72T E8 WMk 4hd, FRJy AKCN-E8, H-TZHEHIEXFR
YL, eI\ R 1EN AKCN-E8 R ELH N,
AR THT RLWE WM& ELHM KEM 7%, #AN AKCN-E-KEM. 5
NewHope KEM[23]#HEt, AT AKCN-ES-KEM EA L AL 3
(1) LB T %, XAKIZEREX TEXS Grover REIL
) A 22 4= 2 | RN B 53 2% 1) - 25 R 3 BT (9 T e P AR B B
(2) TEAHF)H 200 & 1 2 2900 A B BRI
(3) MRIEMSHUER:, DMER AT B SCOR/NRIHER R 2 R AU .
(4) ¥, AT NewHope-KEM, AKCN-E8 W LL[FI EA a0 N PERELR
Fre RERFLEH AR, BNRE SR, AR A 5k
22 4k
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[24]. SEbr b, EAERECY B — AN EORRBOGRUEY] 7 KIIFEREAE: 22T E8
(1% 25 3K ] R F B 2 B A PRI [29]

Leech #§7E 24 4E3EER ) SR 47 UE 02 % B = W[4), FEHCEH T8
W B #5[S, 28], ) Wi f£ IEEE 802.11a WLAN 43 i ( https :
//standards.ieee.org/standard/80211-2016.html) . — 5, ‘&I FIfRS LI
i1f) AKCN-E8 fRESHE R 2, MERFAK. 55—, HEEMZ, Leech K45
ANl T RLWE %S R gimis . BARTE, RAEHE] RLWE 12%([22],
N Leech #%42& 24 4[fik%. X2 RLWE %0 R4, RATEE#H NTT &
Poknig £ WaaeiE . 2 RLWE 4EHCN 2 BRI, NTT SHE0] BLse et
HVR. B2, BAVEARGEESE n FI BN 2 B 24 (1550 %E Leech
1% BB A N 2 L RIAE B Rl R, RO BN 8 2 12 IAE 2. ML
T, ES A&HAH IR I8 JOXAS R S EE, FRATH{E AR AKCN-E8 4RA%AY
AR T T RLWE A8, 78] DAZESE )32 (s AE P R IR

2 WHHIR

FEASL, TR B okl LA 3 ROR, o Roma BRI . 3 TR
S Hx, |x)FoRDTET o mREE, [x] =[x+ 1/2]. X TEERIERESaf
b, Hlem(a, b)FRafbHIH/ NAREL. MFAREWNIL, jel, FFHi<j, AiLJ]
RRBHEAG I+, ..., — 1} M TAESRIEREL, 22,8010 o ZHH)
TCRIINER N[O, t — 1], HENZ AR N[-1t —1)/2],1t/2]].

RS —MERES, WA SRR E RS, H Hx « SRR SIBEHLIIM
SHI—ANTCR N THANESA B S Zy, AT LA+ B 2 {a+bla€Abe€B}.
T —MINERE(G, +), TTHRx e GIHFHTES S G, x+ SERKBSTR—IPITHR
ERIA NG RIS . M F—AMESS, F U(S)FoRSI— A 515045 o« MFAT

EIRHFEHEENL AL R, Supp(X):{XGD |Pr[X =x]>0} .

FE e T AR AE S O BEE L SREGAIAZ B 2, FRATE F A% GeHI A 5 A
B WERDFR—MEN i, Mox « DENRIBEDEEE AN TR IFIRME L x.
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WRaBEA R — DN EEMA R —MES, Bax « apfidRon i SRR E R, iR
AR MR, LAy, Xa, s T)RIRW 21, X5, AENEIN, rABENLITTAT]
BHRER. BATHy < A(xy, xg, ) RRMEHER Iy A, Xg, s T)BISEES
HIPr[Ry; ...; Ry: EIZFOREMEAE — B G RN AER,, ..., Ry Z o K AE IR .

R FAEE M > 0, X FEIHMA > Ao, #HATE—DAME F() < 1/2°,
TB BRHLf ()72 7] ZBE T o

2.1 FHEBNH (KEMD

FATET — N SCHR[7, 12195 F KEM ME o —MNEHHBEHIHIKEM =
(KeyGen, Encaps, Decaps) 4% | =F k. AN L2 S8k, BHAEBRFEE
KeyGenfi th % $H X (pk, sk), pktE LT —MERBVEATRIKC . 18 R H %
EncapsfEf Apki i th — o4l (K, ¢), HoRBWHKK—A 3%, MK S1E
AR ICH . B E B E 3 H I DecapsEfii A sk Ml — M HE R, Hith &
#K := Decaps(sk,c) € I, BT Le KURRcA R —NE U ZHE 4

a1 3 Pr[Decaps(sk, ¢) # K|(pk, sk) < KeyGen(1%); (K, c) < Encaps(pk)] <
8, IATATHKEMZ ST A IER -

GAME IND-CCA DEeCAPS(c # c*)

(pk, sk) + Gen K := Decaps(sk, ¢)
b+ {0,1} return K

(K5 ..;_r:“‘) « Encaps(pk)

K&K

B ADECAPS (o= KF)
return [0 = b]

2.1 KEM HJ CCA i #k
TEEBEE L (CCA) TR AMEE AT X 41 S 2.1 ST
2 W AT A, € X E W CCA B Advggy (A:) =
|Pr[GAME CCA outputs 1] — 1/2|. FATUWKEMALHIZE CCA LA/, WHRXHTE

BRI 22 2 AT B2 2 WU W T A Advggy (A2 7T 208 1.

2.2 AHME (PKE)



FATE SR 11,1210 5% PKE HIE XL, — AP E L] wl d S5 s
) =Jed k%, PKE = (K,£,D), XHEE KMk € N.

(1) KeyGen: ZFHHAEREE, £— MR Z BN (T HE, BALe
I — X TR (pk, sk), (pk, sk) SRR ARG . IXANSZE
ATELEAE (pk, sk) < KeyGen(1%).

(2) & MEFIE, R— MR TR (b)) 5%, HAMEE S RMSP
BUABApk A B M, MAE T 25 (8] COINS S A fir, JF724E%CC: =
Epk(M;1) e XL FIENC « Epi(2)-

3) D, fRFRE, R ME N2 IE [ (FEed) 5k, MNEHsk
MEELC « {01}, FHIREEEM € MSP.

AN —APKENLHI RS IEFA K], W XMERE Kk € N, % (pk, sk)# H
KeyGen(1*)4E &, HA&EANM € MSP, FRAITE /2 H E[maxyemspPr[Dsy (Epx (M) #
M]] < 8.

EX 2.1 (CCA&E) APKE = (X,£,D) & —MAEFINENH], A= (AFAS
52X PKE 77 &1 — 8T HMEmk e N, & XUF CCA L%

Adv§©4(x) = 2 - Pr[(pk, sk) « KeyGen(1%); (My, My, st) « A=f5k(pk);

b {0,1}C* « £, (My): A= (C*,st) = b] — 1

FAT XA PKE HLAZ CCA LA, WERIMER AL K % 22 Hncl
WA 2 TN B BT Az, B CCA A Adv A ik b ] ZmE ). RN 42 2
AETCTE VT 5 TS WD IR B0 T L35 AT LU, B AFRX A PKE J5 %2
LR Cdl (AR CPA Z42)

2.3 LWE, Ring-LWE i %

GEIEES o >0, MTxel, &L miK#p,(x) £ exp(—x?/20%)/
V2roZ. A Dy, RoNIEL I — 488 8w W e A, b el 3 ME 3 8 R R M

D (XU p, (X)! p,(0),xel RE. fJ5, 2D,  FKRIEL™ LI n 4EBRTH B
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WiorAn, Hrp N bRESL T D, .

GEIERE 0 A g, ENHRZESHINP M2 TIPS, JH T B
ks )] Al — e UFEZ, BB S BN Sk a )], 2 A,
KLy X Ly LG, RF%Ee « x, Jffithi(a,b=a"s+e) € Ly X Zy. RZEI Y
TN A S T A3 A Dy s AR, WSCHR[3]H AR, 7T LR A HoAh
(i oo Wi s 2, EHER LWE 25U, XEBK%ESH, MxL
TGL I (8] B0 T0 12 AAS T M (R 3K X 93 A g 5, FIZ X T EFI¥S 5] 53 AT o BAE
A BRZTREANHAR, HAEE W FEsR M BEHEIUY, X2 LR [2].

X T EZHAP N L IR IERE m, & Xn £ @(m) NI G . RIS
E KOO (&) ABUR il A — MR TR n WRE D, (S,)=0, Hh
O, (x)eld [x] & mFn &2 AL I H, &R D0 K EHEEGE. &5,
%€ —MER%q=poly(r), WiLqg=1(modm), &XHHAR, R /R .

FRA &2 (BB RLWE ] 1 DA K & R R HEPE 8], [18, 19]. FEIX I LAEH13RAI
RVE T 7€ XAESCHR[18]H) RLWE IR/l 457€ n>16 HoN 2 %, q=poly(4) AIE
=24, Wig=1(mod2n). 4iEs« R, —MENXIER, xR, L) RLWE 44
Avqos HHa <R e« D, #5754, fitl (a,a-s+e)eR xR, - KL, (ik
EME) RLWE BRI T, X TR KIMZESHN, MMAEMEZHREEA
A AEA ] ZEER R X 33T R xR, LRSI AR A, .- BUETEA W5
2 IR R B2 S0 s ARIRER R 22 2 1010 e BEALIEEL, X ANZ5 184 1H 1IE
[2, 8] JFH, EWSCERILIATEL, 22 2 W B A0 A iT LAZEASHI 55 22 4 PR 1Y)
THIL TR IR R

B, SCRR[2114R H T — ot S5 PR BRAEAR pii ) B B 122 9 485 3R -LWE 56 1)

A2 B (8] (1) 200535 R, fEAE SRR AME A0 %R
FEA R BR T RLWE [0 IR IRRCAS[18], 55— RLWE il @R A 7E 2 T 30



R, =0[X]/ @, (x) EEX, HAn+l BZERE, @, (X)=X"+X""+--+x+1
MM I XFXAIR, nH—ARHUE G R NI

3 WitES: £ T RLWE #E PKE/KEM FIBEH4L
38 FH PERE SR

3.1 EAEiME: EXNFREEHILIR AKC

Alice Bob
leh] = T3
JiI‘"l € zrm

v — Con(oy, k1, params)

ks < Rec(oz,v, params)
K 2 AKC [ithid

FENRIERSFREHILN (AKC) T RI5E L/, TATE A — AT
IERH q>LHR S| [x|, =min{xmodg,q—xmodq}, Vxel , Hribfl
e 0 45 R AE {0, (a-2)} B o Bl =Y =min{-1moddq,(q+1)modq}
=min{q-11} =1.% AL & 1) Xz(xo,xl,xz,x#_l)T el o uRIEHEH. H
||X||q’l$f%i<|x0|q +|x1|q +"'+‘Xu—1‘q PR

FEX 3.1 — AN EEX RSN EE AKC= (params,Con,Rec) , HARFHIALN
e

(1) params=(q,m,g,d,aux) #n RHESH, Hg,2<m,g<qg,1<d SEJi@

NIERH, Hdaux FoxE e, @t (gm,g,d) e, HAER LA
FENA

(2) v« Con(oy.k,params): 1EHIANN (0, eZy,k Zy, params) (I T,



Horp 2 R84, 200 [ ASRS Con MM yvel |, v AR
N EYSY

(3) k, «—Rec(oy,,v, params) : #EHIANN (o, €Zy,veZ}, params) (ITEBL T,
Hf 7 1) 2 T [B) Sk Rec T o Kk, €0 o

IEFME: IR — AKC HiEXN TEEN 0,0, €l Hlloy -0, ||, <d , #A Kk, =k,
J - L 2 TR
etk Rk MvR BN, JFH o /0 ERBSINAGN, A AKC 5
MR At . AR BE, X T AL R M VDt FIE & M KK D i 2
Priv=vlk =k |=Prlv=vlk =K/ |, HHMBFRIET 0, €T3 R Con LK)
BEALA T

3.2 2T AKC ¥Hi& CPA &4 PKE

4 (A,n,0,0, AKC)ERRGESH, K A —RZ2SH, q=22 N IERE
o REHMEN A D, IS, nFRR, B2, A HER, AT
¥ uln, FH Gen f&—A/MFiT seed « {0,1}" ki ac R, HITABENLA: pias
(PRG) . &% AKC =( params,Con,Rec) & —~1EMi H %241 AKC /%, Hrh
params =(q,g,m,d) . fESESCE AT, AT EE E m =2 BT L. RLWE £ T AKC
ff) PKE T8 3 thilbA7fifiik. X, (seed,y,) @28, (y,,V)&%L. (EWHH
R, AT EAAER, ¥ Con F1 Rec BN T2, FREA15 55 H

T84 u A% NewHope ' u=4, u/ =1, 1 AKCN-ES8 1 4=8, v/ = 4. A
AR, TAR k= k, iICVE NI =2 . £ PKE H eI TR AR = B S48 ]
HIBHSC, AE KEM H U R 35 356 F BT 5] o



Initiator Responder
seed + {0,1}"
a = Gen(seed) € R,
X1,€1 Dgn o
y1=(a-x1+ei)
seed,y1 € Ry

ko € Zp/"
a = Gen(seed)
X2,€2 ¢ Dzn o
y2 = [(a- X2 + e3)/2¢]
efz +— Dgn
o2 =Y¥1 'X2+efz € Rq
v + Con(o 2, ko, params)

Va2 € Rq.\-’ € RQ

a; = 2“'y2 "X € Rq
k; + Rec(o, v, params)

K 3 AKC )% RLWE ff] CPA %41 PKE ik

PTG, B (1) B:fill AKC 7R R2 B X 241 (2) CHE) RLWE
FWHER, 4 bid PKE PRI 2582 CPA 4= 1)[14-18, 3, 25]. i i Af
SE UM 5t FEmb At 2 T H. AKC, Jin A1 Zhao 7E[15]BH#f$2 Tk 3 LWE M H
ARR[K) CPA %4x PKE (1) iR H L AIIE AL HESE . LLRTFTAT (1 AR #R AR
R EH AKC. #H, RAZHZ AREY: ket MED mkk
i, AT EE, B, EZ448E . Schnorr & iE Fiat-Shamir
IRHEATHETI[9], R B R [6]. AR R FNZ AL HTE CCA %
A1) PKE PRI RS 221 v 2 i b e R o 4 GORIZ AU B T 1
AR AR, FOVElTaE AR5 EME, H5IEARATH NIST & &1 %6
PRUEAAT K

3.3 EFMSHL QROM AT CPA-PKE ¥4tA CCA-
KEM

Hul D& H 72 H CPA % 4[] PKE #4tA CCA %4 KEM 771k
[10-14, 27], HAEE FRENLIS A (QROMD AT T Bk 2 &1 Al . 7E
desrr, N T AR R ANE T LS, AT 5 NewHope KEM #HIF] ) CCA #%
Wik, ARFMGER, ESH[23].



4 #OITE: ET ES #HmigH) AKCN-ES FEXTHRER
ARV T 5 o

fR4E FIAFET RLWE ) CPA il CCA %4xff] KEM (1] AKC Fffsd b fia
FIMEZE, R H 2R —ANSEHK AKC 3, BIARSTEZ I R R 594 i1
AKCN-E8. AKCN-E8 (1%L E8 H—NHT HIA&% il o

AT 2 0o, Mo, 10 RZ 00 NA = n/84L, &4l 8 DM ARKAK. ki

H, RR=Z[x]/(x® +1),R; = R/qR, K = Q[x]/(x® + )M Kr = KR = R[x]/
x®+1) . a2 N o 1 LLERIR AN g (x) = 0o(x) + 0y (x™)x + - +
oa_q (x®)x™1, Hh, o;(x0)eR T = 0,1, .. e oy AT UL RIFERI VAR 4R
Ja AT R 75 RN 0; ()W TTHLE] Con, JFZAGEHHAGE . Nk,
BT EE RN BIE, SH iSRS

PATIHGERE Ty 8 B R I WIS MG [ 4% Eg, N T RN 8, idNHg. Hg

FER 8 YELR M (R ZE I 4 dEL TS (A
Hg = {ceZ8 | c = zH mod 2,z € Z*}

i

G AR 25— 4 R PR B kg, TR H X3RRI LGS
AR IR B e . S B RE IR 1 TR

Hr,

o O

1
0

[ B e
o = = O
—_— =D
-0 O

1
1
0
1

2k 1: AKCN-ES8: E8 Hfgmhd k% Con

1: 75k Con(o, €Z; k, €Z;,params)

2: TR v:L%(al+qT_l(le mod 2)) | mod g

3: [\ v
4. ERTHEIE

RS 5L E T A& Eg i () & i) @ (CVP) M. X TR € )xeR®,
CVP K Eg Tl M & i Hilin . FET Eglgity, ATIRH 1 —Fia 80 fEid &
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%o

K 4. E8 (45

BEC = {(x1, X1, X2, X3, X3, X3, X4, Xg) €ZS | X1 + X5 + x3 + x4 = 0 mod 2}. SEFR
E, CHIBER H Wk L=, Bk, Eg=Cu(C+c), Hc=
(0,1,0,1,0,1,0,1)»& H K/ —1T. X T4EMxeRE, N7 KMEE;Hx ] CVP,
TAVSE K i x e — cFECH I CVP, SR 5 PRI FEER B BN IANME it o 0
EgHEERR, 5K 4.

Fik 2. AKCN —E8%:T E, fi#t5 (1 Rec

1: THik Rec(o, €Zg,veZg, params)

2. k, = Decode, (I_Sﬂ -0,)
3: i’g,[E[ k2
4: ZFRAEFF

BTk, AMFEMAMRMBCHE CVP, X TxeR, FATiE
(X1, X, X3, X, )ELE, F15(xq, X1, Xp, X3, X3, X3, X4, Xa) e FENTx, (HIE X + x5 + x5 +
x, = 0mod 2RI BESE T~ 1. FEIRXMIEILT, FRATIEEE 4 677555 (xf, x5, x5, x4) »
1845 (Cxp, X1, x5, X5, x5, 5, x4, x4) 5 BT o ERE Cxp, x5, x5, 04) 5 (q, X5, 203, 24 B
ZH MU ER. BEREELEE IV, BERMREIERN T, B “if” &4
B HR AT DU I 1E A I (A A4 E SE I . ESGE T, Decoded FDecode! 4 S
AT LR

X T8%E 3, fEDecodeg, 1, At & cost;,, Fifi=0,1,..,7,be{0,1},
AR Mx, = DI R 2 WMIOTTAR, iDecodel iR Vet CHRit) CVP, i

Decode2 fE UL C + cH ) CVP. SR J5 A1 HAT /N IE B 1¥) CVP. Decode®”™
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5k i=0,1,2,3 8 13 = (ko @ by, ko @ by, k1 @ by,
by, ks @ by, k3 @ by) EedEilix. FAME Hming Mmin, Bk

e, PATG & EF T AR E B IR [FRAS o

ki @ by kz © bo, k, ©

S UROICTE= o

=

B ITTE

Hik3  E, f1C g

I: Fii% Decode, (xelf)

2: 21 =0...7 ’HAT:
3: cost, o =’
2
-1
4: cost;, =X .
q
5: SEARAEIA
6: (K*,TotalC 0st* ) «— Decode’ (cost, g 7o)
7: (K*,TotalC ost™ ) «— Decode’ (COSt ., ooy )
8: {14 TotalCost ® < TotalCost **
9: b=0
10: 7
11: b=1
12: SE A
13: (Ko, ki, Ky Ky ) «— K
14: K, = (K, k, ®Ks, kg, b)
15: Rk,
16:  THIA4S
17: FH#i% Decode 2 (Cost,y 1p0n €0 %)
18: min, = +oo
19: min, =0
20: TotalCost =0
21: % j=0... 384T
22 Cy <~ COSt,;, +COSt,
23- C, <—cost, jan, T cost, j+11-b,
24: ik e, <c N
25: ki <0
26: 753 0]
27: ki <1
28: 25 R F
29: TotalCost « TotalCost +c,
30: ke, , —c, <ming
31: min, <— ¢, —¢,
32: min, <1

11



33: el

34: L ARAEIA

35: nE K, +k, +k, +k,mod2 =11

36: Kinin, €= 1=K,

37: TotalCost «— TotalCost +min,
38: L ACH

39: K= (ko ki, Ky, ky)

40: A (K, TotalCost)

41 FHEIEER

BT ORI E B e Y 1SR 1 NG 2 TR g ANt SR ) — S T o
NT RN, W ERe = (X, X1, .., X7) € L5, BATE oz, = Xoolxil2.

H 41 R Nlo — 0sllgs <457 V2E+ 1), WA HConMRect 5 Y

2

ki Rk, AHSE
UERH: Al DAL I s NDCRH R B A 4, DRI, ATV FH PR 1 N R S

21 -1y
= =22 x4 =(q-1) /2.
EZ(Z)>< (-1

BATT LA Bl 6,6, €[-1/12,112]°,0 € Z°, fif5.

W6, =310,
g
~ 9 (6, + L Hy+ 2+ 0g)
g9 2
:(0'1—0'2)+q7_1k1H+gg+81+¢9q
_l . .
W EEqTKlHr‘LiEI‘JﬁEKﬁ?

1oy~ Il +§|| el 2 <o~ ., +gn Al +ﬁ(g+1) . WA /N TN

B(q-1)/2, oK EIERK, XEWREK =K,
#r R 4.1. AKCN —E8 241 Hrildty, 5 oy 76 Z3 M550 41, A4
vV ATk 2T

EMY: X TAERREER K, kHmod2 [ E K. T oy &5 i,

12



oﬁ%%HWMDEAt%ﬁ@%m%oﬁ%,W%Mﬁﬂ%ﬂ’g¢uﬁa

ERBSBENR, B, VAL Tk .

4.1 FIRFESHT

BAE, XT3 frdid 3t T RLWE @A AKC HLHIE) CPA %41 PKE
— MR, BATE A1 AKC B #: 5 AKCN-E8, 13215 KEM 77 Z#5 N CPA-
‘%74 f3 AKCN-E8-KEM. FATH: TR Hr Hak R =R .
Ae=ax,+e, -2 (ax, +e,) /2" ], M
0,—0,= )(1(2t Y,) — (Y%, +€5)
=2'x|(ax, +€,)/ 2 |- ((ax +&)X, +€5)
=X (ax, +e, —&) —(axX, + X, +&))
=x(e,—¢€)—(eX, +€))
R4 RLWE 1%, (a,ax, + e3)5(a, )it EA T X 5, H bR M5 5545
NG, edziu — 28 |u/2%. AT PRS0 u — 2¢ |u/28f 2 i A R 5L
EBAEAE[-2071, 20 BRI A A . o N[220 28 S S AR IR EZE . A

JREATAT AT oy — oy TR Z I RBMbsHEE, RKonys. Ik s? =
(1+28)°-1
12 )

no?(20% + o) + 0% = no? (202 + + 02,

H O PR E BEAT AT, 0y — oy I 2 I AR RECZ I Sl AT . | e B
4.1 7] 41, AKCN-ES 1E#f M2 A Pr ld’ — x%(8):Vd' < <“’7‘1 -2 (g - 1)) /sl o
VERNBEETRIAG 8, AR T — DN EASK T EHAR B R A

W A] PAA http://github.com/AKCN-E8 k15 .

5 HEEHRILTEERR . SHORM KD

AKCN-E8-KEM J7 %72 H & = 55 A i A S R FH HE 22 7= AR 1, LR 2 1)

13



AKC LIRS DY i HH ) AKCN-E8 J7 R FTHUR, 1275 % 4E RLWE [i B [ £F
ff PR e S B 2. B n 2 2 (%R, JF EUMEL q #/2qmod 2n = 1,
ST LA B8 A3 (NTT) R ik 2 T ¥ 303 £ ] Montgomery 5121 AVX2
R LA — D AR AR A1, 23]. TE[23]7R, JECJZ (0 7 23 A A Hh L IS0 A
Sp: X F—AIEEEHm B (ay,++, ay, by, by) < {0,137, SRIEHIH T (a; — by).

L IS A S, I RRHE 2 Ao = /n/2.7E NEWHOPE [23], q = 12289,n = 512
Bin = 10240 = 8. N 7T, FANMEHE NewHope [23]#H[F] 1] CCA 4 #t
FAH A [ 4E (q, n) KA AN 52 AKCN-ES-KEM.

5.1 ZEER PR AIHR

A 5 NewHope-KEM [2314H A ) RLWE M EEVFIREIAS, iX /2 AT
LWE B H AR A HE L@ AT (P T7 7 AR 2 Al T i AR 1S 225231,
AT LAM https:/newhopecrypto.org/3f8 . T 8T, AT PR A4
T 1% RLWE A FEIPEREIA

NewHope-1024(8 NewHope-512)(#) H A5 & 233 fi7(5k 101 fir)f5 &1 %24 (14
FR, pg-sec), (HAXESEE T 256 (8 128)i M=%k, = k,o HEF| Grover 1%
RENERPFITIE, LK A KA B8 53 A A0 B S it A B 1 i 7 M B AT e
FATIAN NewHope-KEM  F: =22 4] (1 K /INAT B 5 5 &1 AR 22 2400 B bR AN
VLRd. FFaz b, AT NTE G & TR R R AR H (1 AES) 75 Z 5 K
BN, FESINIE P KN, NewHopeKEM RIS 2. flln, &
740 AR — AL EE 2R 512 A7) NewHopeKEM, A5 A Z0fH F—4 2048 7KK
Z I, 1SRRI R IEC. T B M mfS L R 1% )5T, AKCN-E8-1024 A] LA
IEF) 512 LR K S, AKCN-ES-512 thn] LIAF] 256 ELARHI K .

AKCN-E8- KEM HIZHUTEREUN T R PR, Hd KR 2L EHHKE,
pk(B)A1 cipher(B)Xf i A SHFNE ST 7580, err RFEIRE, pg-sec s LA L RFEUfH
R RS RLWE EE{E, c-sec 24 M 24X . X AKCN-E8- 512 F
AKCN-E8-1024, HAllat ¥ =HZH. “S” AEEmHLZeg), “E” AE
tLRCF T R RE, “ C 7 AR E TR /MG . 5 NewHopeKEM [2314HEE, AKCN-

14



E8 B2 e SL B I /N I —£%, 106 T8 AR5 BT AR H AR g
A Grover HEAJe ik I &1 BEt R YA BOR M SLPRE Lo X T3RANE 1

—H 4, AKCN-E8 % 3L &t LA B ) NewHope-KEM /). #H L+
NewHopeKEM, [ [ 25 HK T e 2 P L%, AKCN-E8-512-S 1 AKCN-E8-
1024-S & [A] ] HAT SR 22 e SRR A MR A BN 1) 3 U RN T4,
NewHope-1024 P45 17 %A e 5 HARiE 2 4 ULHL, 111 AKCN-E8 [FATE 4L
X I R 1R AR S RE LG 5 12 A M UL L 28 22 4

| K| n q n g t c-sec  pg-sec err  pk (B)  cipher (B)

NewHope-512-CPA 128 512 12289 8 2% 0 112 101 27213 928 1088
AKCN-E8-512-5-CPA 256 512 12289 14 2% 3 121 110 2722 928 960
AKCN-E8-512-E-CPA 256 512 12280 8 2% 4 112 101 27256 928 896
AKCN-E8-512-C-CPA 256 512 12280 8 23 4 112 101 27150 928 832
NewHope-512-CCA 128 512 12289 8 2% 0 112 101 27213 928 1120
AKCN-E8-512-5-CCA 256 512 12289 14 2' 3 121 110 27224 928 992
AKCN-E8-512-E-CCA 256 512 12289 8 21 4 112 101 273256 928 928
AKCN-E8-512-C-CCA 256 512 12289 8 2% 4 112 101 27180 928 864
NewHope-1024-CPA 256 1024 12280 8 27 0 257 233 27218 1824 2176
AKCN-ES-1024-S-CPA 512 1024 12289 10 2' 2 265 240 272%™ 1824 2048
AKCN-E8-1024-E-CPA 512 1024 12289 8 21 3 257 233 27280 1824 1920
AKCN-E8-1024-C-CPA 512 1024 12289 4 23 3 236 214 27500 1824 1792
NewHope-1024-CCA 256 1024 12289 8 23 0 257 233 27216 1824 2208
AKCN-E8-1024-S-CCA 512 1024 12280 10 2% 2 265 240 27274 1824 2080
AKCN-E8-1024-E-CCA 512 1024 12289 8 2% 3 257 233 27280 1824 1952
AKCN-E8-1024-C-CCA 512 1024 12289 4 23 3 236 214 27300 1824 1824

AKCN-ES ({1 R34 DU 26 S 50E PR 1 10 RS, AR AR 1 B 2
E, D SEILY, & NewHope-KEM [23, 241 HI KR Z, I Sl % 15 %
Sy b, SRR U T — AR 5N, BHEWISRER ST, E, i
75T LA B BB RE, T BLE, A T BRI F0 2 B 19 [29] o

HBESH-

—. B RLWE
(D MEHEMELE n 1024

(2) %% q 12289
(3) ME AL 0 Z B A
(4) HAiAR A £ sd 8

ER G A
gjﬁijf; ):7?:9’7; /ﬁri 257
552?";) EFHNHE T LA 233
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LS A IS R AT

KEM J5 & SPIJIBAT R (ms/R) W&
P& RA AT EL
A REE 0.065
#15: HP Pavilion Gaming Desktop PC
. . CPU: Intel® Core™ i7-8700 CPU @ 3.20GHz
ST APS 0.101
WFE: RAM 8GB(1*8GB) DDR4 2666 NECC
f§4#%: HDD ITB 7200RPM SATA 3.5 ¢DT 2™
. . SSD 128G 2280 PCle NVMe Value
fife 3 ARV 0.122
BRAEFREE: Windows 10, Microsoft Visual
Studio Community2017
KEM & () WRAFE
WARE: HMETEN
A 1824
RE-: HP Pavilion Gaming Desktop PC
CPU: Intel® Core™ i7-8700 CPU @ 3.20GHz
A 3680 W#: RAM 8GB(1*8GB) DDR4 2666 NECC
T§4%: HDD 1TB 7200RPM SATA 3.5 ¢cDT 2
SSD 128G 2280 PCle NVMe Value
R 1824

B EE:  Windows 10. Microsoft Visual

Studio Community2017
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5.2 BEEBLSERAER . 55H A
5.2.1 CPA-Z 4] AKCN-ES-KEM & EH5AR fI sz

AT H CPA %45 AKCN-ES-PKE 1 CCA %4 ()] AKCN-ES-KEM ff)
i®. CPA-PKE WH% 4. 5. 8, 5 NewHopeKEM [2312510, FATHAH A NTT 3k
Itk 2 G aek . AL 2 HEFE S % AKCN-E8-1024-C.

B 4, A EEBEN LA — DR REA, SRS R R TR E
Hh A= 1% seedPublic F1 seedPrivate . 1 [ seedPublic 7] PLA -5 A M F &« Fh
- seedPublic /& A% pk H—#B%r. 5% Encode(y,) ¥ v, ' 14bit 1 RECREE—
o

WAUEA P IEIE 6 KB SCHAT ISR E4E . X Ty, HRIEANRE, K
AT Y& AANZEX[0,2" -1 X F v RE, RATKENERAAERX
71[0,2° -1 . RIGIRATIEHEIG Ky, 19 1bit REURAER AL, v HJ 3bit 3L
JRAERARAL, 2K 14bit K.y 7R DY & TR Al R A, A A Aris
B Ba, WATAA T RISEERERSE 14 M85, E5% 7, BAMER T2
AR SRR e A AR AR y , AT v

Hik 4 BHEREYE
1 %% KEYGEN
2 PR, AR R NPy, R T ARVHIER Y
3 seed « {0,13*°
4 (seedPublic,seedPrivate)=H(seed)
5 [ ARGEA TP AN R S B S, BRI AR */
6 a = GenA(seedPublic)
7 X, <— SampleNoise(seedPrivate,0)
8 X, < NTT(x,)
9 e, < SampleNoise(seedPrivate,1)
10 €, < NTT(e)
11 Y, «<—aoX, +€
12 & H - pk=(Encode(y,),seedPublic), sk=Encode(X,)
13 RS
Hk 5 nEs

1 #% ENCRYPT(pk,msQg)
2 1 ARAE AP U BT 5 [ B S 4 */
17



O© o0 39 & »n B~ W

10

11
12
13
14
15

(¥,,seedPublic)=Decode(pk)

a = GenA(seedPublic)

PAEURERE T, T NTT 2HitkizE, Hito, */
X,,€,,6, < SampleNoise()

X, <~ NTT(x,)

€, < NTT(e,)

8, < NTT(e,)

y,=NTT (40X, +8,)

6,=NTT(y,0%,+8,)

/R E, BEESHE Y */
vV < Con(o,, msg)

&[5 ct = CompressAndEncode(y,, V)

file

Hiz6

TR gE A gwi

O 0 9 N D B W N~

B4 COMPRESSANDENCODE (y,,v)
c=0

for i=1...1024 do

hi = ((y,(i)0 11)+6144) /12289
lo=((V[i]O 3)+6144)/12289

cfi]=(hiD 3)+lo)

end for

i& [\ Encode(c)

45 R K

ik 7

A

O 00 3 &N i A W N —

=]

P %1 DECODEANDDECOMPRESS (ct)
¢ = Decode(ct)

for i=1...1024 do

hi =(c[i]0 3) & 0x7FF

lo=c[i]&3

y,[i]= (hi*12289+0x400) 0 11
V'[i]=({lo*12289+0x4) 3

end for

&E (y), V)

45 R A

Hik8

R

AW N =

K% DECRYPT (sk,ct)

X, = Decode(sk)

(y5, V") = DecodeAndDecompress(ct)
¥ < NTT(Y;)

18



o, < NTTfl(S\/; oX,)
IR [A] Rec(o,, V')

6:
7. SR PR

5.2.2 CCA-Z4 Y] AKCN-ES-KEM E5EHA RIS

AKCN-E8-CCA-KEM & F|FH FO #4451 AKCN-E8-CPA-PKE #E47 #5415k
o Fujisaki-Okamoto AT — ML G BENL IS HUBRL T 8 ) 22 42 (1 A~ B n
FREH—A IND-CCA2 %A AN 7% (BRI o i
H RGBT 851534 ) o Taeghi A1 Unruh [27] 45 H T — Fujisaki-Okamoto 4%
AR, JHIER T AR N BT IS USRS I TR E R A A IND-
CCA2 4R . FO M TU K45 AR RAE AP T7 R84 IEwhE (R BHRFE
N0 R FHATH, M LWE ) KEM 7 & —&#AH1%% . Hofheinz,
Hovelmanns, and Kiltz [12]45 H T —MEHRAL M CPA-PKE 2| CCA-KEM 4% #:
i, X2 NewHope-KEM AIFAT CCA-% 4 AKCN-E8-KEM Jiififi H [ 54 46
R TATSH[12]/0 FOZ 4. R —/> IND-CPA 4 I AR J7 A0 =
ANEZ5 B BUIE — > IND-CCA 22 4 [R5 AR B L
FOX 3. 4 PKE = (KeyGen, Encrypt, Decrypt) F7— AN =AM %
LA CHIAHME TR, HA Encrypt MBEHLHAZRE. £ len,, len,,
len,, len, F/Rtn F3H. G:{0,...,255} —{0,...,255}*"« xR * x{0,..., 255} ,
F:{0,...,255F —{0,..., 255} "< NPT %L, & L KEM™ = FOZ [PKE,G, F1

—NEHE NS, WK 5 Prosl KEM™.KeyGen( ). KEM™ . Encaps( )+
KEMF© Decaps( )4 ik

KEMFO.KeyGen( ): KEMFO Decaps((c,d).(sk.s.pk)):
I: 1 K, < PKE.Dec(c, sk)
(pk, sk) < sPKE.KeyGen() 2: (K',coin",d") < G(pk || K,)
2: 5_<—${0 ----- 255} 3: Wk ¢c=PKE.Enc(K,, pk;coin”) Hd=d"
3: sk « (sk,s, pk) 4: RME ss'« F(k']c|ld)
4: 3&[ (pk,sk) 50 750
6: RME ss'« F(s]c|d)

KEMFO Encaps(pk):

1: K, sl

2: (k,coin',d) <« G(pk|| )
3: ¢« PKE.Enc(u, pk;coin®)

19




. ss< F(Kk[c|ld)
5: c«(c,d)
: &M (c,ss)

K 5.

FIF PKE 77 E AN 75 i G AT F il FO 4kt IND-CCA F) 255 3 B ALl

AKCN-E8-KEM #& M AKCN-CPA-PKE 75 % iliid FOY #4u/3 5] . W& i

A SN AR 2 R K SHAK 256 Z 3K FEHUC A len, =len, =len, =len =32
BEHLZE A8 {0,..., 25587, W B AR N0, .., 25587 « VE4HSLIS th % BH AR sl (B
RO EPHERRENS (FIL 10 BEEPREVE (R 1D =AREM .

B35 9 KeyGen: AKCN-E8-CCA-KEM #5434 R

1:
2
3:
4

PR %L KeyGen()

(pk,sk)«—~—AKCN - E8- CPA - PKE.KEYGEN

IR [9] (pk,sk = sk || pk || SHAKE256(32, pk) || s)

#7510 Encaps: AKCN-E8-CCA-KEM #4338 8k

1:
2
3
4:
5
6
7

B % Encaps(pk)

coin«*—{0,..., 255}*

K, < SHAKE256(32,coin) € {0, ..., 255§

k|| coin'|| d «<— SHAKE256(96, K, || SHAKE256(32, pk)) €{0,..., 255}
¢ < AKCN - E8- CPA - PKE.Encrypt(pk, K,; coin’)

SS « SHAKE?256(32, K || SHAKE256(32,c || d))

2 (c=cl d,SS)

% 11 Decaps: AKCN-E8-CCA-KEM 3} 3 5 vk

1:
2
3
4
5:
6
7
8
9

10:
11:

B4 Decaps( (c,sk))

c|ld < ce{0,..., 255} /e T4+

sk ” pk ” h ” s <« sk 6{0,..., 255}7n/4+7n/4+32+32+32

K, <~ AKCN - E8 - CPA - PKE.Decrypt(c, ct)

k'[|coin"| d' <~ SHAKE256(96, K, || h) €{0,..., 255}2%*

Wik ¢ =AKCN-E8-CPA - PKE.Encrypt(pk, K;;coin’) Hd =d", JF4
fail <0

|
fail <1

k, <K'
k «s

20




12:  JRIAI SS = SHAKE256(32, K ,,, || SHAKE256(32, ¢ || d))

6 HiEGIFTIEAR . DUBR AU

NewHope-KEM EA NIST J& & T # i br il e 3858 40— AN E B R, K
e @A I HRA RS2 2TURE . B TIEN EhR &7 i H AL
Fz b, RATRETE SR FF SN B At E AR 70 2 1 2 A IO R R B AR AE, R 2
T AR LR TR R R, IR,

{H72, NewHope-KEM FrE T D4 g7 AE T FANE: (1) A%
T 4y 2 — KRS (RARTTS, 1024 4E2 T R e3¢ 256 LLAE
YD, REFETFHAKTRERME, W5 HKZ RLWE HEEA LA

(2) AE5REJIMSS (T T E T 1R 2 DU 4E RS FeBR B FEA R D), AR T
HHRARI SR G YERRIF IR ] T H S BOR R RIEFE

6.1 AKCN-ES-KEM 4l 4

AKCN-E8-KEM Jj & 1 1 ZLaHr £ E R gL Lkl iy asr, Rikm s 2% T
E8 #& gm0 R 35 8 3L IR AKCN-E8 i1t 5 041 1T E8 L iy3kekin
R % LR, /3 3RATH) AKCN-ES Zmtd ML v] DL E A A e /1, HH¥%
SR PRI (X T D4 AR 4D .

6.2 AKCN-ES8-KEM 55t

1. ATRMEZ A SEs YIRS A58, AR ESE Iy T [A) A B NIST
5 T E LR % NewHope-KEM 25 435 255 B3k

2. WATIAER: WA T K RLWE B i 2 I B R
R 22 TUREE

3. SHOURBURWE: WRIEZerEmke. Wi eSEARM SR, TTRARE
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MBS
4. BBAL TS 73T

6.3 AKCN-ES-KEM L5k &5

1. A%+ NewHope-KEM, AKCN-ES-KEM F] DK 2 501 75 LA 00 #5 [=] it
Wi (1) PR ERMS: Q) Eamgaert: 3 HEMAHME LR,
(4) FARHIES IR,

2. 72 H AT R R 2 a0 T SR SR S It RE A ILH) RLWE-KEM J7 &2
—: (D) 512 HRrL % (20 JEE T4 210 HRr A By (3) BRRFLT
27256}

3. IHEERL

4. FFER RLWE HXF T — k% LWE T HAEFEE R, mixs
AREULE R AHE R RS2 Bl CRETI AR 521 55092 R FH AT i SRAH G 22 ) 22 AR
IXANAS R BATEIL 70 A2 122 42 O AR R A% 1A 28 HK B Sk im LA ot Al

5. FEXHT HFREHE 266 LUk 128 LR IS &1 2 2200 1R %15 77 %, AKCN-
E8 7RI TURF 512 LUHR A 35 56 55 8 3 30 v i B2 3G K ({H 2 AR T
NewHope-KEM, i 582 M) o HJE, J5 &1 %A 5 R 0 R K M 28 045
(5G £2 6G) , fEH—MZEIIAEEH, &I 9 BRI 2 PR, &
TTT 78 A2 PR 22 4 O AR FIR s 1) 2 5 2 R 0T 7E 2R SR I 28 1 U B R 15 2 SR () AR 34 T

IR

7 JEECHE B

1. AKCN-E8-KEM 5 NIST J&5 & 7% % 7% 3855 —#0 ) NIST /= FEULHAL: W] LL
ARS8, FEHAT A R I R fl#%4E . i3 T NewHope-KEM & NIST 28 %%
M E R 5%, AR B NIST FriEfLRI AT RE (FE NIST 28 4o 5k ha]
REPEIS AR DD o SR NewHope-KEM # NIST #%& AhnifE, N AKCN-ES
W FLAT I B s 448 1) s P S T
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2. RLWE /& MLWE HJ—MReikER. R EFETEI0 R EILIR R
H, J&T RLWE M MLWE RIS R Z 1) —K, Wa s, frsa. M
BT = KK, Dk, AKCN-ES 51X S8y 78 450 S mli Al 22 1015008 S A #
& b BB R LI UTAC .

3. T 24 4EH) Leech B 4miD 4 7F IEEE 802.11 L@ ilbrEH B, 1E
NN ZW0 TREFTR B B8 R 4mfid Al Leech A& 4mfit HLA [F1%5 1 20 4 68 1,
(HEE Syl BN RIE, T TG 2@ TR H A R 4 B T 37 DT 78 58 K 7R R
YUK S R GG R

8 ByEE B

HF O BEVE) H NewHope #H1A] [) CCA-KEM #:#eFiAR, HInT CCA %
4 KEM i@ Fszl; Atk 7 3805

9 THEECHY
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[ArXiv16] Optimal Key Consensus in Presence of Noise.CoRRabs/1611.06150(2016)
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