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AT T4 LA LWE(Learning with errors over rings) R % f4i& 7 LACEK 13 R
4t (LAttice-based Cryptosystems), & MR A HE L. RIEd H %572
B EIETERIN, O TV TT(E, LACR S 70 NLAC PKEMLAC.KEXP A&7
BEAT 43 P Al A SO ZHLAC PKE# 4y, A & %00 £ 02 2 M AN 5
ALAC.PKEM A T FOMESRTS B )1 5 3024 (1) % B R A LAC.KEM.

— LAC.PKE: IND-CPA % 4= I AN 5 %

— LAC.KEX: #3)% 4= 12t , MLAC. PKE B #2544 1M K

— LAC.KEM: IND-CCA % 4> 1) % $H B 22 ML), & XFLAC.PKER A 3C #k[16J18/19]
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1. ETHIEERGLAC

[EEUMERRR AR, LAC # % R G/ LAC -2 H MR AL 2 53 M A0 TAF, Hsihfnse
BLBCAH B LA, AR CR LM E R, LAC B SEBL AL T AT % 2% 1 5
AN FFA AT LE A 7o b FH 3 v e 9 4 S A T i) 28 =05 XY,

LAC 55— NhRAR R2F ik 4R 52 21156 EINISTH R 1 e 2R 1 A P13
SOERMEA T E th, JEE R 7RI AN S — R VEAl, BEN TR TREVEAY. FERLIIE], BA1E
BT EAITE B, FEAARAERS], 2T R SCERE (A SRR BB E G SA TE R, AR
A B [ A RS R R VR A A5 IR, AT SR REAT 7B R T R A R [
MYSETEFRIEE —HehAs, FEESUNT

— AT B CEZ I A FH D22 S W A B 5 5 4 0 T
— Y5 AR T NSRRI, T AR B PR S

— WREETRE. Z AT, BOHAZIDI4 9ol B 159

— T LAC-light 27 1% 5 51 .
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SR oy T HOFI SRS, RN T R T BN, SR A AR T A
BT R SR A L T SR M VAR I SRR e T M SO E, H g
K B RR HEAR SR IINT; SEIOR o 45 1 T e AT ST AR T SR AR SR,
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2 FEENR
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2.1 #HFidS
EEMIERE. MEHNG BEFERR, flila. MEaEERHa R
EXméEFEa = (ag, -+, am-1), FLHRT0 <i <m, a;72alI &N E.
YT PR EsHméEn Ea, Pls - aRn I, HbalJ&EDrEH#H s, B, s a =
(S'(I07"' ,S'Clm_l).
XTméEmEa = (ag, -+, am_1) FHAEFEELLL < m, & X(a); = (ag, - ,a1_1).
AH IR 2 B (1) 1) & ] LA gy s AR, B, XTI mgE R Ea = (ag, -, Qmo1)
b = (bg, -+ ,bm_1), a+b=(ag+bo, - ,Am_1+ bm_1).
FEFE R RS AR RERR, Bl A. HFE AR B H A RIR.

. MEKEHUECEER M TmdmEr = (11,10, ..., 2m), FLLTEEE X
Mzl = S0, |l LIEE, WEJLRATEH, & XN ||zl = /S, o2, B HID
Hlx|); ToF5TEHGE A2 = max |a;]. HFE K B OhH A 1 51 1n) & 5L,
B, 1XC )| = max ||z ]

gisk. WFHESS, Mo & SFRMNShSIBbER Tt Ee. WF 94D, b & DFE
TR MDH SRR BELAE B, 3T BEHLELIEA, Bly & A(x) R BATER Ao L (% I
Yy; A FIEAZRTER), WLy < A(z) EoR.

REEH. SRERLH, QRRE B, 2R X T8 > 1, 2Z, 88qlM
ol RKI, HZ, = {0, ,q — 1} X THHn > 1, & X" + 1B L2 000F
HNR = Zlz]/(z" + 1), & LRBRAZ,MNZ AR, = Zy[z]/(z" +1). Ry ITHRKIIN
AR B 2 WA A SR

FHREEE. W THALRE S s, 50 € {0,1}7, 8 LCEATIPHE A 51| s0. 58 LR s
KPEAs|. A A TRASTE m i Bk S M e & 2 ek 3EoR.

2.2 1 REFEMEE)RR
BE3HBIE. EXHEB = {by,...,b,} € R™ ™A R mdEmkk AN

A=L(B)={Bx:xzcZm},

Horbiby, . by, NEMETC R ) &
XEFm B A, 2 SO

AN ={yeR":Vxec A (xy) €}



qTUA&. K2R E 6 T AT PSRRI B, RN oo A X1 1L 3 Hn, m, g1
BENLEEROERE A € Z >, 58 L T m etk B8

A(A)={z€Z":3s € Z; st. z= As mod q};
AH(AY) ={z€Z™: A’z = 0 mod ¢}.
RREMERIRE. € KA R AR 1 & AR A (A). A8 b e AR I v 5l i B 5
[ 5[]} (SVP). 3l A5 FH A2 SVP IR T- 28y > 1H0IE IR TE.
EX 1 (HBRSVP,) S AB € Zm*"Fay > 1, KElv € L(B)#||Jv|| < v- M\ (B).

EX 2 (GapSVP,) 3 Ty > 1, &RIMAM(B,r), LB e Zm™ Amishkts gk,
Hr e Q. Flif: EXN(L(B)) < rW AL AYESHEH], EXN(L(B)) > v - rM AL ANO%
1.

VERRIN IHET, 58 USRS RN RN, (A) N — NN R, R AR A AN i
Z e LM TE IR A B A 2 1) 5 TIE 9K R) & i) (SIVP) B FL UL AR, BA Ky — uSVPIA]
g LR,

RN 3 (SIVP) % R ith kA 4948 B € Zm<m, by thn /™ B0 % 49 46 18 09 &
B8 = {s1,...8m} C L(B), #£1%|s:]| = \i(L(B)).

EX 4 (SIVP.) M Fny > 1, S RmiE bbb £ B € Zmm, i hmA & b £ % 8
e BHELS C L(B), #42S| < - A (L(B)).

EX 5 (y—uSVP) 3Ty > 1. BHREAFZN(A) > v\ (A) B, FRIERGEu € 4,
#%43|u|| = min, ||v].
2.3  (W)THHEIRE 6]

AT K B 23 JE T 48 110 28 1 585 B0 925 R 85 A 0 e 80 R 3 1 A A AR R = ST )
(LWE) 28] K& HAR T A3 (). Bl 142 HH ILACE S R G5 T IR LWE [24] 1) 147 5 i A

EX 6 (BELWE) 4n,m,q A E¥K, xa,Xe NLLHT. %52 (A b= As+e), K
wEAEs KP AL L EhEs &, dirtge &7

LW EAR 3¢ ) & B 5 1 A DR X () 2, BB T T3 ) GapS VP AISIVP, i),
IR 5 28, m, q UL AR RIS 1R R B (1) 20 AT X s, Xe K.
EX 7 (FIELWE) 4n,m,qh E¥H, Xo, Xe NLLEE 5T . RS ATAAG T :

- D() : (A,b), —I%
— D1 : (A,'LL),



AFb=As+e, AL, s X2, e XU, u L7

LWE 1) 8 WA FA VSRR AR 2 22 T 56 1 (1 [25].

FERLWEH, #8552 (a, b = as + e), Ha, s, e NHAITLER. H KIS L
ML TRIAR, = Z,[x])/(z" + 1), Hhn @& RAYEE. Hi R, FHISRLWERHIFR
HAipoly-LWE [0], HHiLho & v Fokv € RIGEA REIIHIB A i . 7ELACH AT
ff Fpoly-LWE. 2 LWE{R 1% [ & 3P 5 T 2R ESVP, a8, 1M A& BEALA.

] B L, BATE A LWES: & H & X, B 2 KR, = Z,[z]/(z" + 1) b
fpoly-LWE.

EX 8 (WERIFLWE) 4n, ¢ LXK, x5, X ARLAODH. %% (a,b = as +e), K
HiEs, fPa R, #%s & Xs, 5Eike & Ye-

EX 9 (FIEILLWE) 4n,q A B, xo, Xe FIRES DT, RS AT AN

- -DO : (a,b), —1—5
- Dl : (aau>y

3 3 3 $
H¥Pb=as+e, a R, S Xs, €4 Xe, Ut R,.

2.4 ST AIRENEAE
BE5%H. © XEEX EWES A AU (X). B, R, ERIE545 MU (R,).

S, () LWEH (KRS A R 08 5 KA B = oA, — it s o A 2 85
A1, FME A B R HOE (IR

po(x) = (V210) ' exp(—ma?/2m0?),

Hrho JbrifE 2.
Z. LW B s o3 A 8 SN
Vo € Z, Dy () = z:((;))’
/ﬂ\:EPPU(Z) = ZyeZ Pa(y)'
Z.q b B I i o3 Af 2 SO
Vi € Zg, Dy, 0(z) = > Diol(w).

w,w=z mod ¢q

DTSR T R A 0 KR I 5, SO (B o th 7 R 92 P e B
S G UG P D B, 4w, D =BG, B MR, MR RN, /T,
TELACH Bt oh, T T I S MO VR 0k 0 5043, 4 IR o Ry . B 3L F



EX 10 (1) FH(a,b) & {0,112, H¥rha —b. SRMEOMHBEN L k169 mE
BHL U IE R0, T ERL.

EX 1L (0y) FH(ab) & 0y, Hidiaxb ZARMHOMBERD Ml 10BEH
AL W EHEA0, FEHL

X IE# K n, D Romn B[R AT, Ko i S8 IR vk
PRI, BEALAR B n ) 73 5 (0 A B A S S ).

BEAb, FRATAE 58 S g I & A n B PO IO, ARk, Hd0 < h < n/2
B X T AR BE 2 A i B B AL AR &, L0 R e O O B Eh, B E
NV =1[15r BRI b/ 24, AER0M 7> AN KN — h.

BEARAE. € Sl G Samp Jy LSS TE Bl 5~ A 23 A PR A BEATL AR B R o A2
x < Samp(D; seed),

P DA oA, seed i T RAE I BEHLAD T, T 25 Fh Fseed = ¢, %t 5z & D #
[5] EL5E A BEAL. 75 002 0 SR AE % AR 5 b T seed S 2 A 5E 1.
PA
(z1,29, -+ ,x¢) < Samp(Dy, Dy, - -+, Dy;seed)

RGP AT DRFEREALAR fra O AR, Horhl <4 <t

3 WitIRIE

LACHI & TH 25 FE 1 AE

— A
o FETILWER n] kBl 2 4 1
o HEHLPLITA CANBLH.
— RR:
o I
o EEHAIE LRI/,
— IR R R A
— Rt G T AR SRR R ESHL

S, RLWER) X PE 32 2 R R o A REn PE, Heba = 2V2m & B (1
it 72 o 55 5 ) FIASE K (1) AL, DR1 Ok T 38 A ARS8 1) R 43 1 23 SC . AR 8 [315112] - (1)
ST, EE B 4EEEn 20 = 5121210 = 1024. 783 THILWER) /7 % dr o ffi 28 = 256.
XX Een IR, N T AR (NTT) HiARRIET 2 TRIE SR, 2 & T
IRLWER) 8 77 & ik B g 1228988 7681 [I3I5IR]. s Fr b, A g i X 48 i £ I
AR TR AEMENERE.



NT I TT S AR S BUE R, BRATI B B AR IR B R AT R/ A
BRI T . R, LACTE FE = 1 UL (54, il tng = 251. [FIN, EHFERE 1)
W5 A, (I EUE AR A . RERATA R FANTT R ik £ iUk, i
FREBA N TR, FRATTAT LLEE T F Intel (N AVX 248 A48, 78— M54 A I Ab 7
ZANFIFIE L, WA,

NT RGBS R R ISR, FRATTI AR B R A {—1,0, 1} L 0 000 A,
ST S B AR 5 R 2R 2 AR KL O T AR I — 1) A, FRATISE FH K 43 2H K B A
KBRS 15 %, Bl a0 — JuBCHAG. JR U b, AT AT B AT & 5 2 5 B8 1 1) 2 5 65 & T DL
TELACTT 1, #linGoppafid, LDPC #5555, Jy 1 2k fo i) B B 2 Xy, FRATH A8 A [ e
PUBH B B A FE AR IR

o A P R M 2 = 1) R v, R T SRS IR ) 2 A g, e L TR 7 X0 £
ANFEMLEEEn. (BN THR, = Z,[x]/(x" + 1), Hn 2007 T, wE B HniR D, 5
Win = 5128n = 1024. N THRUEEANF 220 EH 0], AT {-1,0,1} EAF bR
ZEWTH 0 I AT 25 2 P m R I R R ST 22 A 1 FH 25 SR/ INII AT .

BT B AIND-CPAZ 4= M 1) H i 8 87 0 %5 77 %8, AR 4% 5 15 30 Wi i) 25 4 28 ¥ 77
. AT HFO#E #1122 T2 [T6/17UIRI19) K 43 BIIND-CCA %2 4= 1) 25 A B 2 L, I 4
FFSXY 45 [TAUT5) K A3 2 AR 25 FH A 4 bl

4 FHiEmik

AREBI 4 B LAC PKEZETY R4 HEIA, B AEIND-CPA 22 4K 2 8% 77 2 LAC.PKE,
IND-CCA Z2 4= 1) % 8H B 35 FLHI| LAC.KEM.

4.1 LAC.PKE

IND-CPA %4 A AN % J7 ZLAC.PKEZ A LACE Y R 4 LR, Hpa =4
i
— A RREEKG, I R
— N SEFEnc, WE PR TR,
— 2B Dec, ﬁu:é:‘iﬂlﬂﬁﬁ%.

He. LoNb, B X EHAIAR, = Z,/(@" + 1).
S S FIMAN{0, 1), BEHLR T2 109899 {0, 1}, $erbil,,, 1, HIEREH, 475
B e .
S o P 7200 ST A 0 TR0 — T A0 e b, T3 I s U o
Fn B0 TR . 3 M EL G R S 40 .

Fi2FF. 2ECCEnc, ECCDecy 2 fif ALl ) 4 b4 A1 A A5 7 R2 /7, T HEATIH Bom €
{0, 1} B R Gwftm € {0, 1} 2 1A A A2 e, o iAo it 1K B2, AR AL A4 1Y
SHEE.



BORMA.

HELAC.PKE. KGRENLAE Be— X A FAEH (pk, sk).

Algorithm 1 LAC.PKE.KG()
Ensure: it —XAFH (pk, sk).

1: seeds & S

2: a < Samp(U(Ry);seeda) € Rq

3 s & gk

4 e & wph

5: b« as+e€ Ry

6: return (pk := (seedq, b), sk := s)

HIELAC.PKE.Enciii A pk A1V Eom, ABENL #seed IN% m. H 12 ECCEncl i
Eméitd ym. Yseed RIE IS, FIEZHHLIT. T, X T4H F K seed, FIEEHE 1.

Algorithm 2 LAC.PKE.Enc(pk = (seedq,, b), m € M;seed € S)
Ensure: HiH% e

: a <+ Samp(U(Rq);seedqa) € Ry

: m < ECCEnc(m) € {0,1}"

. (r,e1,es) «— Samp(T" Wit Wl seed)

ci+ar+e; € R,

i g+ (br), +ex+ 2] -m e Zfl“

: return c:= (c1,¢2) € Ry x Zl

FLAC.PKE. Decliii N sk A1 e, R Xt N H B Sm. Hd 72 FFECCDeckii A\ 2
0 B TP RS P RAD, S RS 2TH Em € M. MBS E RIS, FTiR[ElH)
HEMAEM F.



Algorithm 3 LAC.PKE.Dec(sk = s,¢ = (¢1,¢2))
Ensure: #ith ¥ 3Xm.

tu4—c1s € Ry

D m—cz — (u), € ZY
:fori=0tol, —1do
if 4 <m; <3l then
m; < 1
else
m; + 0
end if
end for
: m + ECCDec(m)

: return m

© 2 g w

— =
= O

4.2 LAC.KEM

IND-CCA % 4= [ 2 5 EH B LI LAC. KEM 2 X IND-CPA % 4= [ /A 83 I % 7 26 LAC.PKER
FFujisaki-Okamoto’% # i 5K [I6/18]. iX — 7 iEFERTH X, HAEZ AT EH M H,
8.

LAC.KEME, &t~ =ANH ik

— B RIIEKG, SLAC PKERIEHIAE BT, s s,
PR EEEnc, E IR T
~ REPEEEDec, WE BRI,

FFS. LACKEMAHE & b i T 1940 5 5LAC.PKEH AH AL e 4h, 3R ATTIE {# Flhasheq
G : {0,1} — S € {0,1}FH : {0,1} — {0, 1}, FRBEITFOR e fl A Bl 3
P, Hobl Ron 2GS A KR, v DUBE 2 4 200 i A2 4k, AELACH FRATT a2 1
Bl = L. GRIH R ARG PRK 178 ST 2 1 .

HELAC.KEM.Encliii N pk 1l -Fseed,,, ZE R B, F£Lhpk, mA m A= B HIBEHL
Hseed il FILAC.PKE.ENCHIN%m.

Algorithm 4 LAC.KEM.Enc(pk;seed,,)
Ensure: #iiH—X % CHE 3% H (e, K).
m < Samp(U(M); seed,) € M

seed < G(m) € S

¢ + LAC.PKE.Enc(pk, m; seed)

K < H(m,c) € {0, 1}

return (c, K)




fit B B 51 LAC.KEM . Dectit A sk A% 3, a1 i H LAC.PKE.Dectk B8 5. B J5 F&
T I EE 0 R IGAIE A 2 ) IE AP, I E S, HaR e, B0, HAE AR
FESCAE S — M BE AL 216 281

Algorithm 5 LAC.KEM.Dec(sk, c)

Ensure: fiitiH3%HHK.
1: m + LAC.PKE.Dec(sk, c)

2: K<+ H(m,c)

3: seed < G(m) € S

4: ¢’ «+ LAC.PKE.Enc(pk, m;seed)
5: if ¢’ # c then

6 K < H(H(sk),c)

7: end if

8

: return K

5 BEIREE

JUF-FA B2 RS R AN A S A My %6, B 7 2 TNTRUR LK, AREAER
ARIHEZE. O 7 RIEHATEW] 224, HVF2 50 T30, Bdl, RS ML FEEie. SR, XLk
BRI AR BRSO 4 R, Bk, 3T F) LWER) ;) Rk FERASHUL N
Je ST A B SR, MR VE 2 T R B DO, AE KA S LACH) B AR S Mk %

5.1 183

MRAELACH) BT SR B, P (RS 32 28 H bn. QAT i, S B AN SR/ B
2 AN A R E . 200 7 A, 4E A3+ 0 A R, R B ATT 3 ZAREE /I
TEBOR FEAR AR, (H R BB AR A, ERE LY R, LAV 2nE I %
FELACH, FATIEFE 75 PR 72 K2 HUE B R A ST, KRR 248
NIV SRR, WA TSP s f R T R N, R R AR BT
R, JATHRE T =Fh 7 1T R

— 2[5, Bllg = 256.
— %#g=1 mod 2*, Rllg = 257.
— =N ERERE, Blg = 251.

W&, W 2R % re, AR T g = 251, [FR, WSZELI M
%, q = 256, 257 1] fg i K 54 FRCR, X AR FRATTA R 75 PR 2R 1) i) 3.
5.2 MEZEMERDH

IALWE I R AR A % 73 A1 A8 % 2 B AR PN SN B 5, AL AR 75 222
5 R UL ORUEPNLWE [] 3 (0 PR R FLOR, RS MR R 7 2 2 06 /N AR AIE AR 35 S0 Y I 1



PR H Wk £ B H0E 20 AT R G I A S 2 AT SRR T AR R, JF A
M DACE 55 B0 ) A S 214 A P 7 2 SR, o 3 A2 0 043 38 A o o e G 99
e, FRATE A A0 T AR

FESEHLH, FRHE 2 R/ 200 ot IR AR I A R RO DA (b — by),
Fiby, by € {0, 1} SIBENLAE BRI ELRE. BT BRDWE [ PR e 2 23 382 ph o 3 o M - K
PeR e, 4FRAME A 715 AR, RIS TR /N OS2 0 A, B iR B L R s
JERE R, X AEAFIRAT AT LA e fa] B vt 300 AR, BIE RN = 1, R R AT
HHIEITY — bR, Ferhb, b ST ML HRr. SRR 3 0 b0 IR A BT BT
(K@ . BEAR, BATIEAE R /N 0 Z IR AW

1. ¥, : Prlzx =0] =1/2, Prlz = £1] = 1/4.
2. Wi Prlz = 0] =3/4, Prlz = £1] = 1/8.

FELACH, O 1 8 v DU B B 0y, AT T HE R AR 7] s, e, 7, e {11
S DU B B () E 0 I AR 0 R R 6] B eo I SL [F) 3 AT B n E H 0 Iy
AWy . FJRRIE T e 0 v DU H R I b A M, R 3RAT T e (8 TR RO B v
LRI AR B E A IR AT

5.3 MREEIRON

nf@ss AT R, WERWEA A PIR. 55, WESCRIRE A5 K8 7.
BEJE, ST IR Em. B, A

ﬁ = Co — (cls)lv
= (br), +ex+ []m — (c15),,
= ((as+e)r), +ex+ [1]m — ((ar +e1)s),,

= (er —eys), +e+ [Em.

Lw = (er — e1s);, + e, WA IRE NS = 1 — Pr[— 4] < w; < [4]].
1is,e,r, e, et WNARHEZE Mo, SE RO ZIN 7 A A BEHLIZE B, TIAR B A O A B e 2
w; AT AR B IE N0, ARiEZE MoV 2n i m i A, IR, BN BRI A 1R ] LA
AR R BOE NS ~ 1 — erf(ﬁ}gg‘jﬁ)). B, % Fn = 512, q = 251, 54w, 5%
HEZE N = 1/v/2, WA LR AR R A TR

0~ 1—erf( [251/4]
V2((1/4/2)2/2 x 512)

(BB BCHIG 8% AT LA AR, RS F BN, = 1, B Bwif R B A,
FATAT LA T B, HR B HHRE N

) ~ 2713.195‘

Ly

e £ (o)

j=l¢+1



DA _E A B r X T L R I3 AT A 02 A R AR (AR, BATT RIS 1 [
DU 5 (R B R0 I AR R AR AAS (18 0P B S A R B R ER A, A B
HI T VSR IE .

5.4 2$gng

LACH) = 5 e B8ty ok 1 AR 8y B Al 2% B R 30, 8 38 8 0 1) A 4 O 92
WID2ELDAA BE Ab B G 1t vy I A5 2 6. DRIk, FRATT 75 2 A0 A a2l 8 7 V. TE gt
SURA 2 s 5 6Y, B nBCH, Goppa, LDPC, TurboflPolar. J& N I, (£ & EA &
% 2 £55 BE 77 1 2 B R T LA AELACH. H T 197 9 A0 R 1 25 18, FRATTAE S A ik
7 BCH#H.

XA, BRI, < 1, FIBCHES, FAEH SageMathH 1)
“codes.BCHCode(GF(2),1,,14)" Kik# BAA S %

5.5 HEHESHLH
TRA T (1 2 B0 20 ) ¥ B i =1 o

’ﬁéé&%ﬂ n ‘ q ‘ dis ‘ ecc ‘lm‘ pk ‘ sk ‘ ct ‘bit—er‘dec—er‘
LAC-light| 512 [251| wiZ | i Bk %%+ D2 [128] 544 | 512 | 664 275173 271 |
LAC-128 | 512 [251| w25$ |BCH[255, 128, 17]4+-D2|128| 544 | 512 | 704 [2722:26] 9~151
LAC-192 |1024(251| @358, [BCH[511, 256, 17]+D2|256|1056(1024|1352|2742-24| 9324

LAC-256 |1024(251|Wiss, |BCH[511, 256, 41]4+D2|256|1056 |1024(1448|2720-01 | 2303

dis  FE AR 7 Af ecc AR
lm WHEKE sk FAEH RN
pk  AFRN ct BESLRAN

bit-er A 24 RGN (1) B LU A 1 R dec-er fiRE SRR
%= 1. LAC.PKERIHEFES S

S —SHEEL, RATEH T HMLAC-light 2%, H A LR R EK, A
KT A 0 AR R AL A IE 1S LU IR, AN EAKOBBCHSm S 31T 21 8, sk
BT BRI, HEAAR g VR L LAC-128 BRMK, HAK 6.3, [FI, N T KR
BHARREE2ILLR, WATHE T =A% 90BN AL S E.

BT 7ESEBR Y, AN 7 %8 32 B SRAL S o0 BRoI0 % 7 S48 I 218 5 8, R
AR E W B O 208, R IRATR 128 bARF 22 4 G0 i B A B e 128,
256 LU i 22 4% 2% S S L A5 )k B M256. TR AT 0192 bh 4 22 45 2% ) 5 501 52 bR T
il 22 A PRz v T192, HoE A% OSVPHE IRl 1 82 24 1 h259, A k1% 2 ¥0aT LA
256 LURE 22 A g, BRI AT TR FVH B 23 0] 5E £7.256.

BCHIE S HUEF 2N T I8 BIG1E AR 2 B2, RINHRFFmTERE. &2k, JAT%
B, 5HEKEME. X T, = 128, &/NTHMBCH 3K, = 255, X T1,, = 256, &



/N FHEFIBCH 144Kd, = 511. #¢Ja, X FLAC-128FILAC-256, FAl1ik#El, = 17, arigy
2 SELRFI AR 1. W T LAC-256, FATIEF 1, = 41, W ALY L 20LLRR ISR, N T 1F
T A HERE 0 0 R RSV R 52 BB g, FRATTAEH T D2RARL & BCHIET
2.

AN R E R 22 0 P B R U S RN T 16, R T MG S R, 1
SEELH, AT E F e A RERALLERS. X055k TAAMA[-7,7] L rI¥EIBENL(FE
ILWERK ) iR

N FE2T T P Fseed,, VA KnT 75 A &b, FAEH BnT 717 M &, 0] LR
TEAH327 715 [ 7 DL AR B FA B, AT B /N A7 i, AR A2 W8S 52 T A 2 R RS M fd
FFujisaki-Okamoto% e K45 BICCA 22 4 VI, AAH v AL 06 B 1 A, 15 R 5 5
TR T DLEE 0 R AS 2 S A R TR R AELACHI CCA 22 4 1 25 0 S 2 ML i FA B K
INN2n 4 32F.

WE, BT A ey, PLAKR He ML, X FLAClight 3 84, [, =
I + 3 x 8, H 3R ITTREIE K/, X T LAC-1285 404K, 1, = 1, + 8 x 8,
8 Y B TUREAE RN, X TLAC-1922304E, 1, = 1,,, +9 x 8, HH19 2L TUR
el iR, S FLAC-256, 1, = (1, + 21 x 8).

6 REMDH
6.1 FEAAREM

T A 22 4 1 3 B B M LACEIIALWEAR % (1 22 4 PR H 2, DL & MIALWES| # 48
% L P R X e ) U 2.

FRAE [21] F 14518, LACHIIND-CPA %2 2 PEIR ¥ 5 JA L BIPA LW EAR 3. {4 F Fujisaki-
Okamoto, 7] LAfSFILACYEZ HLEA ML 5 BAUF & B S B8 1 IND-CCA2% 4
PE. BT I B L AN S 52 22 A VA 2. AT I VA 2 (145

6.2 Airzst

KT LACH B Ak 2 a7 A, BATH EIALWELE 1L E S50 O R b 138 F B
XL AT IALWE [ L 5 8 LW E ] #L. 3K S el RS, Bl A %+
HE. BeAh, FATH T FE AT X LACHI R IR ¥t ) F Bt B3 e A e O 22 2 IR
.

6.3 BRIE

FPAEVE 2 R LW E ] 8 (138 F 5008, [BIR29) 45 7 ax s L R 1 2k Horp i
MIBKZEL 5 HIM B LA Bk [T0] L 554, & A AEOS i SR ROR S 4. g S I, 2R
TR, BAT A B P IS N T, B8 BT U S s T R k. -2
2t T R e ) 2 A kA T



RIEBE SHBYE
ZH|BT[HRANEH[ BT | HIRKN
LAC-light|| 131 | 118 | 448 [130|118| 445
LAC-128 || 148 | 135| 509 |147[133| 505
LAC-192 || 288 | 261 | 986 |286 (259 | 978
LAC-256 || 308 | 279 | 1054 |305|277| 1044

ZH: ZIF R ET: B TERE
& 2. LACH Rk 2 4tk

Hik

[RITE.

JRa B, B e NLWERE A hgis — AN B A uSVPSEHIHS; BiJE, {8 I BKZHE %
PRIZAZME— B ) . SR, 45 ELWESEHI(A,b = As +e), A € Z™", Hirtk4E
LYy

Ap={xzecz™™: (A|I,|-b)z=0 mod q}.

KO KAE, YsHle BB, v = (s,e,1)ZuSVP I w1, w4+ prx, W
R 2 HAL Movh < 02041 s g/ 3 o R B i R B 4 A6 BRI 2, 6 =
((wb)/b/2me)/ =),

BRZA 1 38 508 8 ) — A T B2 5 2 190 58 U0 W7 48 B k5 3, AT A 4 (B
S B /IN) Jabis T4 BORS  5J 160 5 R, 490 (R ) 995 %07 ¥ B BK Z-core-
(Q)Sieving, FL 5 2% ¥ FUMR M T BKZE v T 4 M — 8 I 75 35 10 4 B e b, R 4],
SVPIf B M2 TR M S 2 /372 e 20292 st E TN /1379 &

20.265b

SHBE S
XA By o, S A 3 O I P IAR O B A O A A I 8 P X A R R A
SELWER . 45 ELWESLHI(A, b= As +e), A € ZI™", WG4 Nd = m + nff) HiR
1%
Af ={(z,y) €Z™ x Z" : Al =y mod g}.

FFE, e, BKZAT AR Bl By = (2, y) of length | = 64 1¢"/4, HrotbAil
YIS 2 AR B S oNe = dexp (—27%72), 7 = lo/q. XML B 1 LWE 7] /.

AT I 4 T ke, 04 U 1 2 AR 22 A 1 R R AR TBKZ5VE I B R FE. Al
HIBKZ-core-(Q)Sievingff ¥ & Wili #H ] BUHIFEE E R = max(1,1/(ve?))Ik, Mifi
WeTBOR BN /2. XA FRAERT Bl & R U LT T AR, AT = Ay = 20-20750 ] &
766 T R (R I AL €2

ZEMMAT. BAE %0 (B ) I A R (B ZAR A& R AL U7 R % 4 k.
BRZFFHTT (953 B /AN LA Bk I8 22 4 M Al o an 2 s



6.4 TR

e Lo U 5 e Ak 20 A PR A o A ek (0 R B AR 58— Ry

FBE. IS CARE 2 [BIITR0], A BT LACHI 28325 4] fH Alperin-Sherifff&
H26]. Mfkg = 25102 4+ 165 A1

" 41 = (2% 4 912™/* + 250) (™% 4 1602™/* + 250).

Wi 5 2, FEHRZWRgMhE LF AT, Hrhg = 27/2+912"/4 + 250 Hh =
2"/ 41602/ + 250.

Y53 (a,b = as +e), BIHEFIH EREREAR, iTLIKE (s, e). M(a mod g,b mod
g) RUME (s, := smod g,e, :== e mod g), X (s, e,) WAL Z J5 0T LA FH o [E 5
REHEERE (s, e).

AT HI R O ST, e B T S R LR, R, BKZE 44 B B
THE AT RE RS, AT A Bos, TR R R &, (s,,e,), F R TR = s & X
flivt BB L) QSR 00T 5 2, B AT DAAE 4 B2 g i i b kAT i ZE ) B, 8
EE H bR . BN R TR T YRR, [RIBI0 1 (s, e0) RN ((sh, €n) 2
). BARTE, (s,e) & RHA{-1,0, 1} IR /NZ I, 1T (s, e,) T RECK 73 A
7E{0, £1, £2, £91} 1. Alperin-Sheriff 5, ¥ s and eFelA11, (s,,e,) P FTH RECKE 75
A AE[—25, 25] X [f].

LA =[A,I|11 x by, Kt Ay R a, A BEIHRE, 72 = [11 x 54|11 x e,| — 1]/2 Az
0 mod qffJ i KA, WIFRATRT DU A IR AR B R 2. R e, 181 ct, JRan TGt
U = 2n + 189d = n + 1. BT ARRBEHUERE, ¢7ot& A, (A) TR BELIE [11],
W] DL v R e R Ak a2 (1 B e = KT

d

A AL ~ m/d )
i q) 4 2re

fEn = 512F0n = 10248, fA A & P B AL TH 751 886.36 F11122.4.

S5, AVETE AL T2 K. AR A R e 2R, 2 K BE AU IR A B B
Wiy A, FIRIRATHISEI, 2506 LAC-1281T BA ik A 354 77 22 %5 24 (253.59, 6.9) i 1 48 73 A1,
STLAC-1924(253.26,6.29), XTLAC-256v279(358.42, 6.86 f|

AR, B a] ZmE LR AN, 2K EEE Az = 0 mod K. BRIz I A 1%6& 1 1)
. 05 2, R TG, BT B BT A R ISVPIf S, IEIEK
3

—
il

GALIE
2, VA EIR BRI X LAC IS E TR .

LS 2 SageMath 5t 6 S B 1 5 2 100,000 BEHLREA TG . %5256 3468 T4 4it
BE B HIESE; ZH M RS R R R E R E.



SUXPAEEIE. mY R U R R R S, T R G SO A Bl S A A
(7, eq) KXW EE W fe o TIEE O, PUEWT A . D’ AnversS5 AN AE SCHR [12] 1
TR T2 e R R DO R R, Oy T R R A ey, AT T A
HI T PO S R n 3 O I A BRI, H AR S A & R B A

W RT AR, LACKHI H & — S8 3L T FRLWE A 850 25 7 32 10 32 22 X I AE T 3R A1 160
SEALFNTT. X — 5B AT E S ALACE FI ) Sl &, A5 F 1) 2 TR
W, DL T AVX2 $54 M S,

7.1 ZIAKE

2 WA R LACH SEBL e bE I (IS 5. FES 5 SLILZ Ah, BATSR B T A
PRRAS:

— BAMAMA: HEEWERE, B sk #{—1,0,1}, FiLEAE 0T DU IZ L E;
HJAND ZHIEF LI Na; x 1 = a;&0xffMla; x 0 = a;&0x00. B4k, FATAT LOK450
T —Puinte4 o H R, R, ZWAFIEL Nas =30, ai— >, ai
Mg < 2560, HiE EAT LUK REFT Wit —Muint64_t oo, AT —IRAEE4AN R
5, Kl A AR A, A FERRR EARAE G AT 5. IXFERCR T
f.

— ETAVX2HY by A: AV F AT AT DL A BE256 LU 7 1) H 4 28 2. JR AT AT DAAE HR
A __mm256 K4 R A TR A7 324 R AL, H R mm256 maddubs _epi16fd 4 1E — K
VEH HEAT 320K FIE AN J5 1 INvZHa 5. FH IR — e Ab vl 15 2 29 3065 r .

7.2 ZY3ERG

AR 448 FH B I BCHEw Y, FAT13E T linux N #% H I BCHZw AL #E 4745 250 IR 464K
i3 N #H: https://github.com/jkent /python-bchlib/tree/master /bcehlib. 3= 2 & 4L
FEXTBCH ffRY Sk G G5 M R0 43 SCEERIIEAT 1 B0 TR AR B, i e R
SEAEIRZE A PRI BRAT IR BRI 2 | S 2 R B8, kS [ for, iEA5EVE )T SR I [A) AR AL

7.3 EENK
X—HBor 32t T LAC PKEFILAC.KEM PEREMAZE . MiA-F & 2 Winl0E:1E &

4, 1247 TIntel i7-770HQ @ 2.8GHzALHEZE, 8GB AT, Visual Studio 2019F K&F 5 1)
ARG RN



LAC.PKE (f#})

LAC.KEM (#%#)

HE e e = ~ ~
wRER | mE | mE || mesm | #3% | ReE
LAC-light 84| 114 2.9 84| 11.5 12.9
LAC-128 12.6 | 20.2 8.9 12.5 | 20.2 27.2
LAC-192 19.5 | 31.5 | 15.3 19.7 | 32.3 44.9
LAC-256 26.7 | 45.7 | 29.7 26.5 | 39.2 73.0

%= 3. LAC.PKEFMILAC.KEMJ; Z M fEilliR- Visual Studio 2019

N T IT AR U SRIEAE AN 4 6 2 N PR RE,  FRATEAR R A RGEMCPURIE LR
M 72T GCC. 190 AR I TE eSS, FARS RANT

s LAC.PKE (%) LAC.KEM (##5)
- ERER | mE | ME || BPER | 32 | B
LAC-light 62| 94| 1.6 6.2 9.4 9.4
LAC-128 94| 156 | 7.9 9.3 | 15.7 21.8
LAC-192 14.1 | 234 | 12.5 15.7 | 23.4 34.4
LAC-256 20.3 | 34.3 | 21.9 20.3 | 34.4 54.7
% 4. LAC.PKENILAC.KEMJ5 £ IR-CCC9.1
7.4 ERMFTELKN

LACH 3 SCRIE B RN R R .

LAEGH | APCEAT) | ABICET) | wmS(E)
LAC-light 544 1056 664
LAC-128 544 1056 704
LAC-192 1056 2080 1352
LAC-256 1056 2080 1448

% 5. LAC.PKE JZLAC.KEMJZ5 535 0k /N

7.5 UEEREERA

5E ST BCHEA A Y 1) 2w i AN AR RS 285 (K beh_control & LACH it (5 728 IR 4y, {218
FARACSCIR AT AVX 2523 i | X B8 2250 AT LZE “bch128.h7, “bch192.h” and “bch256.h” i
AR 7 FELAC-128, LAC-192F1LAC-256 1 73 il 5 . X Lo %0 () B oA i R 3%
Fis.



BCHZ

B e R e e [ e - control ()
LAC-128 511 256 16 9916
LAC-192 511 256 8 15048
LAC-256 511 256 20 28080

& 6. A HHI A A

8 fEk=1xAA
8.1 &

SCBL T T

LACH] PATE SZFFAVX 245 2 [ LR /R x64 A0 HE 2% 1 5y 1 S
— LACH PAE R & 48 2 ARMALFE 23 WINEON b s s 3.
LACHIZ B AR BEE B3 IRT, A& A 22 A B3 b SET.

B i

— LACHI TR U HE I 7315 B A FH 205 GO ESCR /N 25 SCRI 36 B ) RST
— EERFNRLE A AR T, 5T SE .
— LACH FZisH e 2 ik, & T 3.

RigE:

— LACERME 7 =Mz 2000, 5 T i 2k FE AR 1R 70 A1 A AR T
— A[A 2 A ) A AR R AR AL

8.2 &Hhe
LACH S A5 :
— R P OR AT G U0 B OHALS SR FAIE R 25 B (Y IE A
— A EEN ST R BRI B TR) Rkt G A5 W By, X T B RCERE Frism.
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